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} . ; |'T:"u_r example: | Current Stale  Input/Outpul MNexl State
1.8ingle Field Semanfics Packet name: L1 Langth Faquest, Field name: max rx bytes 3 N n 3 ]
Bit Length: Number of bits it occupies. | BitLeneth:16 _ | S0 LL_ENC_REQ / LL_ENC_RSP, LL_START_ENC_REQ SI
—»| Semantic Role: The meaning of the field. —h-: e oo o e (o T b of octes | 51 LL_START_ENC_RSP / LL_START_ENC_RSP s2
Defined Values: Possible values and their | Eﬁ_ﬂ'ﬂ T:-];l]ﬁﬂ: zﬂj’iﬂ“ﬁg&mﬁﬁdﬁ“ﬂﬁﬂﬁ; i’*‘ff_f;ﬁ :
mterpretations. Fxtemsion] .
— e ’ RSN R
2.Packet-Packet Dependency : For example: _ r
Packet Name 1: Packet A ackel name ;L aTing .Imﬂﬂl o
Packet Name 2: Packet B | E‘,ﬁ::,::f; iﬁﬂﬂh;? e :
Cross packet dependency: Eandom — LTE: "The 'randem’ value from the Paining - ' '
| Fisld Ax — Fisld Br: The semiantic dependancy sxists | o e e A CHIAD) o o metiom | ° ﬁg ;E @ IE x ﬁ:’i‘; *ﬁ:
batween the two felds. _ ) | LTK in the Encryption Information packet, 25 defined by the |
Field Ax — Field By: The semantic dependency exists I Bhlietooth Core Specification. The LTK caleulation depends | —_—
batween the fwo fields. determinizticall y on both the mitiator's and responder's pairng il B y 2 ) 1 gz
e —— ) — MAIEPIZ B 2 F 1S W RD%]

| Packet A | Preamble| Access Address| | Field Ax| | Field Ay e CRC EPEnEZ=2ihEV{ERBR

—_———

— Packet B |Preamble| Access Address| Field Bx | Field By menee CRC
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' Prompt Template for Packet-Packet Dependency

As a Bluetooth protocol expert, you need to analyze the direct de-
pendencies between the two data packet parameters of [Packet_1] and
[Packet_2].

Please follow these steps for professional analysis:

Data packet definition:

ALL [Packet_1] field: [Packet_1_fields]

ALL [Packet_2] field: [Packet_2_fields]

Analysis requirements:

1. Strictly analyze based on the provided [Packet_1] fields and
[Packet_2] fields without omitting or fabricating any fields.

2. Direct dependency is defined as: The parameter value in one data
packet directly affects or determines the setting of the parameter value
in another data packet.

3. Consider the constraints between the parameters defined by the
protocol specification.

4. Exclude indirect effects or associations generated by intermediate
parameters.

Complete it in the <think> tag:

1. List the protocol definition of each parameter

2. Analyze the direct causal relationship between the parameters

3. Record the excluded indirect associations

Output requirements:

1. Use strict JSON format

2. Contain Boolean cross_packet_dependency fields

3. Describe each parameter pair relationship with key-value pairs in
the explanation field

4. Keeping the same field structure as the example

[Example Output]
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rl Y ' = Generation Rules:
d *IJ ) E*EDﬁE J E ﬁtimuﬁt r.?_ ;IJ y ﬁmﬁﬁiﬂﬁ* Bﬁ 1.Parse Dependent packets to get the state transition requirements

related to [Packet].
o *[I] ; E ﬁt 2.Comprehensive coverage of [Packet]-related protocol violations to

ensure comprehensive testing.

3.Based on the state transition requirements, generate the packet

- $ QEH*\#R *Ij.l.?é'& transmission path, at least one of the following state dependencies
2 j 2 be violated:

must be violated:

—J 2 o -Must include: k
» BASHIETIESEIEMIBEYEISRE | Tl No conplews
-Repeated Operations Not Following Protocol Specifications

’

- KERE  oixit sl .
-Combinations containing the above variants _
* *E j:E *m ?-E"- ‘_EJ: 'I:I:" B(] :Ik ’E *n' *[I H*Q ]:E @' 1K *ﬁ IIIE :E::nt::] ﬁﬁ::::ﬁgzﬂ; ?1L‘P£etl§:u{:::rc:}$]::r1?}r specification

- MR BRBIRSIRR Ltz |

Generation Steps:

- FOlERL
‘¥ 1. List violations of specific parts and descriptions related to [Packet]
N in <Analysis> tags.
@  Pairing DHEey Check 2. Generate the packet transmission path.
Mapper 3. Only focus on the [Packet] related state transition mutation.
“Access Address o Header /T.3CAP Header .~ Opcode .~ DHEey Check CRC 3. Confirm in the <Validation> tag whether each mutation directly
P violates protocol clauses.
Bytes 2 Byt 16 Bytes 3 Bytes : c . :
! e 4 Bytes 1 Byte d 4. Describe the specific mutation steps in <Mutation Steps>,
Cryptographic using only: - Send [data packet name] - Skip [data packet name].
Calculation Access Address, Data Header,” LICAP Header/ Opcode 7 DKey Check 7 CRC 5. Generate xx test cases, no repeat.
P; Ox2cdched | Ox15306 |O0x11000006 | Ox0Od Ox cd 3d a9 -+ | Ox a8 29 02
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[ Prompt Template for State Validation

You are a Bluetooth Core Specification expert. Given a sequence of
BLE packets: [Send_Sequence] and [Device_Response_Sequence],
perform the following checks for [Send_Packet] in the path:

1. Pre-State Verification

For [Send_Packet], determine whether the device was in a wvalid
protocol state to legally receive and process this packet, based on the
[Precondition].

If the send packet is expected in the current state, it should be treated
as a state-valid packet.

If the send packet is unexpected in the current state, it should be
treated as a state-invalid packet.

2. Device Response Compliance
For response packet:

If the pre-state was valid, verify whether the device replied with the
expected [Valid_Response].

If the pre-state was invalid, verify whether the device replied with the
expected [Invalid_Response].

[Example Qutput]
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- HiBEIR - WIEEFTIE

— 9 I"BLE® iy — Boofuzz (2024)
— 10ZREDEEFM. - EEIoTIMYBEREBEEMAIE

Category ID Device Vendor/Manufacturer BLE Ver. - LLM I F ( 2024 )

D2 WBZaSL i i - (KRR LLME M Zigbee MM BB SR F7 %

D3 ESP32-WROOM-32E  Espressif 4.2

D4 B9l Telink | 5.0 — SweynTooth (2020)
BLE SoC D5 RTLE762EKF-EVB Realtek 5.0

D6  CH592 WCH 5.3 « BLEMYEHIEHZE

D7 LP-CC2652RB Texas Instruments 3.2

D8 RF52840-DK Nordic Semicond 5.0

D9 E’UCLEDLW'BSERG S'}]‘;J:Ern:&cfﬂni::mr 5.2 _ PrOteUS ( 2024 )

DIO P40 Huawe 5.1 « B IKEN RZRIFEFiE S N ilEliEZR

DIl Novas Huawei 5.0

D12 Mate50 Huawei 5.2

DI3  Honor%) Honor 5.2

AN TS =

Smarphone DS Noge 10 Pro Redmi 30 o VHOTIBHR

D16 Xi il4 Xi i 5.4 =1 \

D17 Gﬂ:;:;: C55 SIE'IDSI-II]-I:IE, 52 — imiElEEBEES]). (KBS

DIE  Google Pixel 2 Google 3.0

D19  Google Pixel 6 Pro Google 3.2
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» imiRE B EENI IR FRILETT A - BEEBZZEY Proteusizi=9.34%

— Boofuzz&LLMIF i e
. BZT BLE BERSHRMZIS,  ow|
EERERENGBEFEASRK T
MK B R
— SweynTooth = o
¢ ﬁkfﬁ%ﬂﬂ;ﬂ“ﬁﬁ‘ﬁ%*ﬂ, xR L 2 3-4 S 67 % 9101112131415161718192021222324

S5IKE&8 X3 io) 2 Hours

M: Memory corruption/ S: State bugs/ I: inconsistency bugs

— Proteus
. . Device Boofuzz LLMIF  SweynTooth Proteus BSFuzzer
« (NFRFBLEMZIMIE P BIFIE B M SIMSIMSI MSIMS.I
\ — g — CYSCKILO42BLE 0 0 0 0 0 0 1 0 0 ©0 0 0 1 1 1
P, {iRAIRRISEREITA, WBZ451 1 001 001 00 0 001 1 1
. N . ESP32WROOM32E 1 0 0 1 0 0 1 0 1 o0 1 1 1 2 2
Bl FESIEATMVIAS. FE RTI8762EKFEVB 1 0 0 I 0 0 1 0 0 O 1 0 1 3 0
SUM 3 003 004 00 0 2 1 4 7 4
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» WX R PBugAkMN

] =) [ ] “ L ’-ﬂ Y =) [ ] ﬁﬂ Y =)

— M: Wﬁ?mﬂ:; S: 'Ikl%.sfﬂ x, |: Z:_ﬁfEli
ID Buog Description Pair.  Issue CVSS  Secority Impact Summary Spec. Ref.
M1 Buffer overflow via oversized len in LL_PAUSE_ENC_REQ Leg. DaS 6.5 Causes crash due to unchecked field size -
M2  Buffer overflow via RFU=7 in LI, TERMINATE_ IND - DoS 4.3 Ilmproper handling of reserved value leads to memory fault -
M3  Invalid ChMap=0x0 in CONNECT_REQ - DaoS 6.5 Triggers crash during setup, prevenling new connections VeBE4.5.8
M4  lnvalid Accesshiddr=0x0 in CONNECT_ REQ - DoS 6.5 Trigeers crash during setup, prevenling new conneclions VoB§2.1.2
M5  lnvalid £ imeout=0xFFFF in CONNECT_REQ - DoS 6.5 Triggers crash during setup, preveniing new connections VoBE§4.5.2
M6  Invalid win_of fset=0«FFFF in CONNECT_REQ - DoS 6.5 Triggers crash during setup, prevenling new connections VeB§2.33
51 Accepis LL_PAUSE_ENC_REQ before encryption is enabled - DoSs 7.5 Allows early transition o encryplion pause siale VoB§d.7
52 SK reuse allows reconnection without re-pairing 5C SecByp 8.8 Enables attacker to rejoin session using old SK V3H§2.3.5
53 Accepts zero LTK afier PATRING_FAILED Leg. SecByp 8.1 Neglects key validation; encryption proceeds with all-zero key  V3H§2.4.4
54 Misaligned state by early LI._ENC_REQ before pairing - DoS 7.5 Improper sequence handling leads to desync V3iH§24
55 Accepts LI START_ENC_RSP before pairing - DoS 8.1 Fails to verify preconditions before encryption start VeBsd.7
S50 Multiple LL_ LENGTH_REQ causes crash - DaS 6.5 Flooding LI, LENGTH_ REQ causes stack overflow VoeB§4.5.10
57 Accepts LL_START_ENC_RE(Q before pairing - DaoS 7.5 Bypasses authentication phase during pairing VaBgd.7
S8 Accepts PATRING_RANDOM before public key exchange sC DoS 75 Breaks pairing sequence V3IH§2357
1 Accepts L. LENGTH_RE(Q with max_tx_ bytes < 27 - DaS 6.5 WViolates minimal payload constraint VeB§4.5.10
12 Falls back to Legacy despite 5C request 5C Downgz. 7.6 Allows downgrade 1o weaker authentication mode ViH§2.2
13 Incorrect response to malformed LI, PAUSE ENC_REQ with invalid RFU - - - - VoeB§d.7
14 Incorrect response to malformed LI, LENGTH_REQ with invalid params - - - - ViIH§2.3.5.10
15 Disconnect triggered by premature LL_PAUSE_ENC_REQ - DoS 4.5 State inconsisiency during encryption sefup VeBs4.7

Note: Leg.=Legacy Pairing; SC=Secure Connections; DoS=Denial of Service; SecByp=Security Bypass; Downg.=Security Downgrade. “~" means no observable security impact.

“V6B§4.7" denotes Volume 6, Part B, Section 4.7 of the specification.
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* ProtocolGuard
— LLMBENBIEESa
o MXGRNIREL. B R. A—BUEE N
— TfIFSIGIE ( E RN )

Incomsistency . ___... .

. Rule 3 Report T
—» Protocol Rule Extraction » I_'LM based i »| Test Case Generation | :
Inconsistency Detection ! :
Protocol e licedCE : ¢ ;
. R I 7 i "
Speafication e ""E""" : Directed Protocol
- - : Fuzzing '
L | Handler Identification ContextFuncs . : | : ;
{} . | and Ceontext Collection > Shice Code P £ | : T Report & PoC
Program l | ' | Assertion Generation
Code ,  Handiers , | .| and Instrumentation
- | Rule-oriented Forward SlicedCG :
Slicing : ' Fuzzing-based ;
' Lm—gllideﬂ ngrﬂm Sliﬂiﬂg irl Pfﬂg}'ﬂ?ﬂ I*- D}fnamlt_ ver]ﬁcanun
e m e emeE o E R EE R OE O E R E O E EEE B E O EEE S EEEE SRR EEEE SR RS R RS RS S E S L Eﬂdf ......................
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o MAEIZASRFC O IR EX MY AR N - EiERMNANEY 3¢

o HESF PR 317 I GE A NiR 5 Iflthis extension|is present in the ClientHello,
- MHRBF (GHR. FRER) servers MUSTNOTuse..
* Fwireshaek TS TURIEALETX — PBAMRIEM N FEIE W A2
- BSXRT (WM. Nix) — LLMSrEMRERNEIEBE RS,

—- BELLRXEFE (KF. /INVF) S 3188 FiERBRF ]
— LLM¥ FxXiF o ESHMEINIZRR

K — JsonZIK
2 "rule™: "The Server MUST allow Clientlds which
are between 1 and 23 UTF-8 encoded bytes in QAIZIX*HHJ \E—K\ﬁgﬂeﬂ:u m
[} LY VA
length, and MAY allow Clientlds that contain ]’?\ D L*I N 1ﬁ/ IR I\ 2=\
more than 23 encoded bytes™,
" w. m . v P =l A" 311 Sk |* -'-En
req type": "CONNECT", opFEEz. M iEBZERFFEE

"req fields": ["Payload™, "ClientId"],
"res type": "CONNACK"™,
"res fields": []
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- RISEGTMNBXREUIA

« ENUHEBUIRZE Algorithm 1 Workflow of LLM-guided Program Slicing

w I : M (LLVM Module), Rule, LLM
- M‘]E;ﬁ ,._.\*E;lnﬁﬁ = {;rllfll]::ut: CodeSlice ek e
n s // Phase |: Handler Identification and Context Collection
— LLM IE1_\]_ *L “J ir_l' F_\.Z E]ﬂ )ﬁ :;_.\SLFJ R ﬁsz 1: MessageCG +— EXTRACTMESSAGEPROCESSINGSUBGRAPIH(M)
uSZ%J:{ﬁ?EEﬂ - “?%IHJ:-FI i: Handlers +— IDENTIFYMESSAGEHANDLERS(MessageCG, Rule, LLM)
- ) 2\ DA E 3

: ContextFuncs +— IDENTIFYCONTEXTFUNCTIONS(MessageCG, Han-
dlers, Rule, LIM)
\ = s 34 2 2 /! Phase 2: Rule-oriented Forward Slicing
* EEZR*E**SH:E ':F%I‘éftﬁg : SlicingCriteria + IDENTIFYSLICECRITERION(Handlers, MessageCG,
Rule, LLM)

[l

-

— LLMiBBIHNZ BN NI = 5: if SlicingCriteria 7 ( then
b InitialSlice +— FORWARDSLICE(MessageCG, SlicingCriteria)

DOIRES ZS. e ok \; T SlicedCG C 5 C Handlers, InitialSlice,

— LLVM EEZF B‘]EHH}] 1§Fﬁ l_ﬁﬂglzrksugﬁ L ice 4+ CoOMPLETESLICECODE( rs, InitialSlice, LLM)
a . 9: SlicedCG Mes: O
- AST%I\égE*i‘]EEfﬁ“, I—I—M%I ngxru_.\ 10: end ilfw o sl
— /! Phase 3: Slice Code Pruning
. iﬁ)‘( Bl *i'_ﬁ A::I: 11: PrunedCG 4. Ps[:u:aElr::::mmmmns{ﬂmsm, SlicedCG, Rule,

_ ﬁ Bl %*Eiﬂ : 1% b M‘Hlﬂ Fﬁ ;$ 12: CodeSlice +— GENERATECODESLICE(M, PrunedCG, ContextFuncs)
— |:| y J::ﬁ?J:TI EEEZE_ ftﬁt.'ltn]:l"
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LL MA—E0E i

— BRI =R

- SH ﬁﬁt.'lh"ﬂ'] EE%J}Z‘EE*UQHESLF
- %ﬁi\]ﬂﬁﬁﬂj;ﬁ—%ﬁﬁ%

eI

I B2 2K

2| "result": "violation found!"™,

‘connect_handler' where externally provided
client ID=s are truncated.”™
1] "wiolations": |
5 {"function_name"
": "/path/handlers.c",

"oonnect _handler™, "filename
"code lines" [394]}

il "reason™: "..., the critical viclation occurs in

EX I i s 00

#Instruction

Your task iz to analyze the provided code slice (#5liceCode) to determine whether it
viclates the constraints or behaviors specified in the role description (¥Rule) for
fprotoce]l name} {protocel version}, ie. whether the developer's implementation
adheres to the prescribed standards.

Pleaze follow these steps for the analysis:
1. Carefilly review the specific requirements and constraints described in #Rule.
2. Examine the key logic and behavior in the code slice (#8liceCode). Note: the
numbers in the first column of each line in £5liceCode are line numbers, uzed to
identify the code's position in the file.
3. Determine whether the code zlice violates any requirements in the rule description |
Strictly adhere to #Rule without referencing any external content.
4. If a viclation 15 found, provide a detailed explanation, including the reazon for the
violation, the relevant code lines, and their associated filenames and function names.
5. If no viclation 1z found, explain why the code correctly complies with the rule.
6. Follow the rezponse template below:
If a vielation i3 found, return the following JSON response:
1

"result": "violation found!",

"reazon": "detailed reazons for violations",

"viglations™: [{

"function name": "function name"”,

"filename": "/path/filename",

"code lines": [line number. ._]}....]
h
If no violation is found, return the following JSON response:
i

"result": "no violation found!",
"reason": "why the code correctly follows to the rule”
}
#Rule
frule_desc}
#3liceCode
30
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» (EAE RN BRG UEA — 2 S R A E BN BIPC
® *EDEB ) EEEJ 1Ig.|—.E|$ﬁ:l1£’j ; statiec int connect_handler (struct io_event #*e) |

VA

AE - el 3 /S Generated assertion to validate client ID
- 53 *ﬁ }EEHY*_L 14:! IE1.\.L E]*Et\.’.% 4 assert (client_id length wvalidation({c));

q
snprintf ({co->client_id, MOTT CLIENT_ID_LEN, ™s

— 1T BZIES, RS 505 5 " c->payload. client id)s

6 }

h = e s L) S/ Generated helper functi
- ﬁ I‘E lnﬁﬁgﬁhFI,\ ) I;:HI;E:EE / ﬂ% Eiftﬁ—q : stat:::F;:tF::ljj:nfi;_d_;:;g:_;ivalidati::nn{struct
mgtt_connect *c)

. iE FRBICE Rk | st i an = st (a1 c-opayions
— RIBMGRNS A —BURS, ERVIEERGIE o, = e T
— MRS python iR, FaIEPCAPIRNY
— FAARES T LESRIGIEPCAPIRN 2 & Sl jH 2 UL
* XE O] it
— KIS & AEDNIKB IR
— IERIISKWSHAZWA, EREIPoCHHI
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L _Version _|_LoC_|_Protocol _| __Specification

373d8 4.4k MQTT 3.1.1 OASISMQTT 3.1.1
TinyMQTT 6226ad 11.5k MQTT 3.1.1 OASISMQTT 3.1.1
Mosquitto 849e0f 46.2k MQTT5.0

libcoap 17c3fe 45.3k CoAP
FreeCoAP 3adc2e 26.6k CoAP
pure-ftpd 381857 22.2k FTP
uFTP 646404 6.7k FTP
TLSE laf154 41.8k TLS 1.3
wolfSSL 7fb750 1456.3k TLS 1.3
Dnsmasq 2.91 33.4k DHCPvV6
NDHS 4b2728 5.6k DHCPV6

OASIS MQTT 5.0

RFC 7252
RFC 7252
RFC 959
RFC 959
RFC 8446
RFC 8446
RFC 8415
RFC 8415

« WEERA
— A— B0 0 R T
 Cursor (2025)
— Rt A 1A U
« AFLNET (2020)
o BTIMUAERKXDRIE
RN i
IF i8R
— imiREE
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SKIGESER YIS

[=r Y = I A S D ml Subject Rules TPIM:F.'I;EE;:S Nnn-c:;mpliame
© RQL: MEPPHYIIMEIFEH | o
R Q 1: B3 EN UL NO AL g 13X N * Sol B 30 2 %1% 39
TinyMQTT 33 29 3 9H.6% 27
‘-ﬂ LY == ] 2 \I= .
— 20FAAN, 1BIRASIEZR, 158TURI oo | 5| i3 2 s :
libcoap 30 4 1 20.0%% 2
== 3 =njJ B ap FreeCoAP 30 2 0 100.0% 2
° ESZ = 1ﬁ Hl *m ;E- L*iiE1;:l\: HLEI}] He pure-ftpd 54 17 2 B0.5% 13
= . ul TP 54 18 1 04.7% 15
. SEF—BISHRA—IRANEDE e | sz e 2
wolfSSL 58 7 1 B7.5% 7
Dnsmasq 77 12 2 83.7% 11
« BHIFPREREZED RITFREERITA NDHS 7| 13 1 929% 13
Total 420 | 181 17 90.6% 158
ID Project Category | Bug Description New | Status
1 Dinsmasg Parsing Missing Multicast Destination Check in dhcp6_packet Allows Unicast Message Processing Yes Confirmed
2 Dinsmasg State Missing Rapid Commit Check in dhcpt_no_relay Allows Unauthorized Rebind Bindings Yes Confirmed
3 Dnsmasqg State Unconditional Lease Creation in dhep6_no_relay for Rebind Messages Yes Confirmed
4 Dnsmasq Parsing Missing Zero Link-Address Check in dhepf_maybe_relay Yes Confirmed
5 Dnsmasq Parsing Incorrect Hop-Count Check in relay_upstream6 Allows HOP_COUNT_LIMIT Messages Yes Confirmed
6 Dnsmasq State Missing Interface-1d Option in relay_upstream® for Unusable Link-Address Yes Confirmed
7 Dnsmasq Parsing Improper Interface-Id Option Inclusion in dhep6_no_relay Non-Relay Messages Yes Confirmed
8 Dinsmasg Error Incorrect NoAddrsAvail Status Placement in dhepb_no_relay Reply Messages Yes Confirmed
9 Dinsmasg State Missing Requested Options in dhcpb_no_relay Advertise Messages Yes Confirmed
10 Dinsmasqg State Missing [A_PD Handling in check_ia and dhcp6_no_relay for Solicit Messages Yes Confirmed
11 Dinsmasg Parsing Missing Required Options in dhcpb_no_relay for Solicit Message ORO Yes Confirmed
12 NDHS Parsing Missing Unicast Destination Check in process_receive Allows Invalid Message Processing Yes Reported
13 NDHS Error Improper Reply Sending in process_receive for Invalid CONFIEM Conditions Yes Confirmed
14 NDHS Parsing Missing ORO Content Validation in process_receive for Required DHCPv6 Options Yes Confirmed
15 NDHS State Missing Information Refresh Time Option in process_receive for Information-request Replies | Yes Confirmed
16 NDHS State Unrequested Rapid Commit Option in process_receive Responses Yes Reported
17 NDHS Parsing Missing IA Content Validation in process_receive for Rebind Messages Yes Fixed
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- RQ2: LLMSISRRRF R &A—FUG N 53t
— ProtocolGuardfEA—30G i _E L FiEHAANTISGRIEEE
« CursorfE AXBFIZZMEURICIBRE, TEEXKENGENSIBRRMAEFIIEFIRXR

Proiect Cursor (Claude 3.7) Cursor (DeepSeek R1) ProtocolGGuard (DeepSeek R1)

Jec TP/FP/FN  Precision  Recall | TP/FP/FN  Precision  Recall | TP/FP/FN  Precision  Recall
Sol 377377 92.5% 84.1% 16/5/28 76.2% 36.4% 397275 05.1% 88.6%
pure-ftpd 16/9/4 64.0% 80.0% 10/14/10 41.7% 50.0% 17/2/3 89.5% 85.0%
libcoap 5/3/2 62.5% 71.4% 41713 36.4% 57.1% 4113 80.0 % 57.1%
TLSE 21/5/7 80.8% 75.0% 18/11/10 62.1% 64.3% 25/2/3 92.6 % 89.3%
Average 205/5  T1.0%  168% | 1237713 493% 52.0% 2172/4 86.3%  81.3%

— ProtocolGuardKMIEE G 7 #r
- BERUIAREEN
—SoHi’nléLuLIE'ﬁllF]rfﬁﬂu*ﬂ IR SE, SEONEREASIE B IRRETEE—EH
=E, BFRUAARE
. LLl\AiEIEau

— Libcoap2 52 EHIENTE, BELLM ETFMKERSI, FIKLLMIEIERE 2



SR XIEL S

- RQ3: WFSERLBIB BRI
— BAIETATE: oliEdgRiE
— 1BV ERE: ALSEE
- BHEMEMNMMNRIZIR
o INBIA S ABTGEIBZLILIZR~

FJ( Qm

RQ4: MizCABI 3 R BIA B

— ProtocolGuard o LA I A 1M E D
E2HFENEISRERNSRE. IBiEEJ
BEASEFWUHRIIsTF

— . 35 7 AFLNet (Random)
— *Fﬁ II.E . E I.Dj *;*EH ;*“ﬁt 382 AFLNet (ProtocolGuard)
';.J— 30 A
AiJ \ 0

- RS UHIEMEMA, MImMSEERFERE £, .
Protocol Total Syntactic Semantic (Rate) Crash (Raie) i
Sol 41 41 39 (95.1%) 32 (78.0%) o 17
TinyMQTT 32 32 27 (84.4%) 24 (75.0%) S 4 15 15
Mosquitto 17 17 15 (88.2%) 12 (70.6%) p 12
libcoap 5 5 4 (80.0%) 2 (40.09%) = 10 10 ]
FreeCoAP 2 2 2 (100.0%) 2 (100.0%) = .
pure-ftpd 19 19 19 (100.0%) 17 (89.5%) = . )
uFTP 19 19 18 (94.7%) 15 (78.9%) 5 39 ,
TLSE 27 27 22 (81.5%) 15 (55.6%) 1 1 1
wolfSSL 8 8 6 (75.0%) 4 (50.09%) J {K' 1 ) ' b' . ' %' ' ﬁ' c)'
Dnsmasq 14 14 13 (92.9%) 9 (64.3%) o & 2R A LM S
NDHS 14 14 12 (85.7%) 7 (50.0%) S S & & @F"’Q SN _ﬁ’ & 9
Average 18 18 16 (BR.0%) 13 (68.4%) AN & Q@ Q
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— BRI R AR
- WS EBLERERBEEN ETXER

12T_B$u_.\ftﬁqj:ﬁ*ﬁ' ffﬁiﬁl‘ﬁlﬁrﬂ']ﬂ]um 'Ikn_,\
— FASWIEFPMNHAAFLNET. SelectFuzz S£432 BIE 22
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— BSFuzzer Z2Z= MM %, SR P EiARIXERT
o EDREM A R E T TR 51 3 F i i A 2 B
o PTG, EEEMEAIT A SSEERIpN 25 FEA—E
— ProtocolGuardx S @AM A, DIPAIRELRES
« LLMIZBURNIBI B 7415 = S0 AR BF2 5 1] i 7 A~ — E0E )
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