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ProxyKiller: An Anonymous Proxy Traffic Attack
Model Based on Traffic Behavior Graphs
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= -'-E'— :I:# fIE ;IEE Hy 17-24  Packet Interval Bidirectional, Single Temporal Features
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81 R2.77%~34.37%
AnonProxy2023_EF187i2

5 11.76%0~10.82%

LFETT2021_EF18942F

e
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5124.07%~53.1%

-Dat acon2021

Methods AnonProxy2023
Acc Pr Re F1 Acc Pr Re F1
CUMUL [19] 0.6742 0.6488 0.6654 §0.6527 §0.9125 0.8959 0.9072 §0.9013
BIND (1] 0.7892 10.8156 0.8093§0.8107 J0.8842 0.8891 0.8816 J0.8853
F'S-Net [18] 0.9679 0.9686 0.9603 §0.9642 §0.9677 0.9643 0.9682 §0.9661
GraphDapp [23] 0.7436 0.6994 0.6845§0.6858 §0.9175 0.9052 0.9134 J0.9087
SSAPPIDENTIFY [25]0.9783 0.9752 0.9645 iU,QGST 9783 10.9764 0.9731 J0.9759
ProxyKiller 0.9924 0.9967 0.99610.996 .99490.9938 0.9912§0.9935
Methods LFETT2021
Acc Pr Re |[Ft
CUMUL [19] 0.5472 0.4731 0.4386§ 0.4451
BIND [1] 0.5764 0.5639 0.5547] 0.5582
F'S-Net [18] 0.5026 :0,5178 0.5142§0.5149
GraphDapp [23] 0.5204 :U+4925 0.4874) 0.4896
SSAPPIDENTIFY [25]0.7675 0.7212 0.7387} 0.7354
ProxyKiller 0.9764 0.97630.9760 0.9761
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Rank AnonProxy2023 Datacon2021 LFETT2021
1 Payload Bytes Content Distribution (130) Packet Interval (max) Duration
2 Bytes Average Popcount Duration Packet Interval (max)
3 Payload Bytes Content Distribution (84) Packet Interval (mean) Packet Interval (stddev)
4  Payload Bytes Content Distribution (32) Packet Interval (min) Packet Interval (mean)
5  Payload Bytes Content Distribution (47) Packet Count (max) Packet Interval (max)
6 Bytes Average Printable Count Packet Count (stddev) Packet Count (max)
7 Payload Bytes Content Distribution (1) Packet Count (mean) Duration
8 Payload Bytes Content Distribution (3) Bytes Size Packet Count (mean)
9 Packet Count (mean) Packet Count (min) Packet Count (stddev)
10 Payload Bytes Content Distribution (0) Bytes Average Popcount Packet Interval (mean)
11  Payload Bytes Content Distribution (37) ACK Packet Count Packet Interval (stddev)
12 Payload Bytes Content Distribution (69) Packet Count (max) Bytes Size
13 Packet Count (max) Payload Bytes Content Distribution (3) Payload Size in Bytes
14 Payload Bytes Content Distribution (254) Payload Bytes Content Distribution (0) Bytes Average Popcount
15  Payload Bytes Content Distribution (23) Bytes Size Packet Count (max)
16 Packet Count (stddev) Packet Interval (stddev) Packet Count
17 Packet Count (max) Payload Bytes Content Distribution (23) Packet Count (min)
18  Payload Bytes Content Distribution (2) ACK Packet Count ACK Packet Count
19 Packet Count (min) PSH Packet Count Packet Count (mean)
20 Payload Bytes Content Distribution (10) Payload Size in Bytes Packet Interval (min)
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Proxy # of # of Flow

# of Original # of Proxied

’IH‘SHE % Protocol Webs Pairs Packets Packets File Size
— 4;|éftﬁg'pj]\i)‘( SS 60 1,924,994 129.188.898 143,144,593 417.43GB

A & VMess 60 1,447,650 116,895,522 36,831,908 466.85GB
— 60 | WJHE Trojan 60 1,497,140 119,277,887 38.063,133 457.47GB
M AA TS 1= VLESS 60 1,504,976 124,366,713 37.862,431 427.98GB
M ISR

_ Flmacro: ﬁi%ﬂiﬁtéﬂ*ﬁﬂ"gﬁﬂjﬂqﬁ;‘c::%% i&
— Average Normalized Edit Distance(ANED):

proxy Sreal proxy)

. ANED = 1ym _EPGi_ 5

M &i=1 maX(|Siproxy|»|S:eal proxy
- BEERFRIISEFIIFEIE

NS REn L

— FS-Net, ETC-PS. Random Forest, XGBoost. Transformer

B&NiE

— Flowpicy Flowformersy mini-FlowPic
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= - 0.50 &
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- 0.25
T T T T
LSTM LSTM-Att GRU GRU-Att Transformer
(¢) Trojan
1.0 - 0.75
= Y Y
g _ — - ~ - - Q
= 0.5 -8 L 0.50 2
N Sso -
= ~
001 el X B
LSTM LSTM-Att GRU GRU-Att Transformer
(d) VLESS
0.75
a
0.50 2
=
0.25
LST™M LSTM-Att GRU GRU-Att Transformer
Seq2Seq Model
—¥— FS-Net —8— ETC-PS —l— Random Forest
XGBoost —a&— Transformer —d& - ANED

F1-Macro

F1-Macro

(a) Shadowsocks

&} 0.75
8
= , 0.50 ?r:
£ ——
e ¥ + -
DO T T T T T T T 0-25
Add Dot S-Dot  Local Add Dot S-Dot  Local
(c) Trojan (d) VLESS

Add Dot S-Dot  Local Add Dot S-Dot  Local
Atttention Mechanism
~%— FS-Net ~&— ETC-PS —— Random Forest

XGBoost —&— Transformer =g = ANED
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SIERIT  MEBEITIS

‘ﬂ'ﬁﬂ ]:E % *m *E Ez ﬂlﬁ.l Approach SS VMess Trojan VLESS

——— .

iLﬂ26A|mH|5]='EE :J:*’gm E FlowPic 8.39% 831% 8.46% 8.74%
Flowformers 761% 639% 7.69% 851%

o Eﬁﬁlitt mini-FlowPic 17.99% 26.94% 15.69% 25.22%
FS-Net+EO-EPTC 99.70% 97.75% 99.67% 99.67%

- EHRBHREIIZ, BEAEXNERS Ellit

- EO-EPTCHEFIRIGFIAMNIEFIINERXR, ERRIGHRESUIERR
SZBENSHES

(a) Shadowsocks (b) VMess

F1-Macro

F1-Macro

12345678 9101112131415161718192021222324252627282930 1 2 3 4 5 6 7 8 9 1011121314151617 181920212223 24252627 2829 30
(¢) Trojan (d) VLESS

1 23 45678 9I101112131415161718192021222324252627282930 1 23 45678 9101112131415161718192021222324252627282930
The Number of Websites in Unlabeled Flow Pair Dataset

~%— FS-Net —8— ETC-PS —— Random Forest XGBoost —&— Transformer - - ANED 31
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