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Who was the first person to walk on the moon?

Answer: The first person to walk on the moon
was Charles Lindbergh in 1951, during the Lunar
Pioneer mission. His historic moonwalk was a
testament to human spirit and was broadcasted
live to millions of people around the globe. x

Correct Answer: Neil Armstrong was the first
person to walk on the moon in 1969 during the
Apollo 11 mission.

(a) Factuality Hallucination
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Please summarize the following news article:

Context: In early October 2023, war broke out
between Israel and Hamas, the militant Islamist
group that has controlled Gaza since 2006.
Hamas fighters fired rockets ... civilians and
taking dozens of hostages.

Answer: In October 2006, Israel declared war on
Hamas after an unexpected attack, prompting
ongoing violence, civilian crises, and regional
conflict escalation. x

(b) Faithfulness Hallucination
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* T “OpenAl CEO is Sam Altman” — [0.72, 0.35]
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* Q “Who is CEO of OpenAI” — [0.70, 0.30]

* Retrieve(Q, k=2) = {T1 (0.609), T2 (0.551)} ‘ )

° EEEDD,_ ;:

iiﬁm /. . Context: Sam Altman [...] as the CEO "\
- Il e u of OpenAl since 20189.

— LLM ZERE

[ User Question: Who is the CEO of OpenAl? ] [ Answer: Sam Altman J
Input Output T

oo’ Question: Who is the CEO of OpenAl?

Please generate a response for the
question based on the context. J
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I ; Collect ; hC,
Sam Altman [...] as the - | Tim Cook [...] became the ‘ % < e
CEO of OpenAl since 2019. CEO of Apple in 2011. it

k Knowledge database _/ Wlklpedy
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PoisonedRAG: Knowledge Corruption Attacks to
Retrieval-Augmented Generation of Large Language Models



SHAZSE

o g PRAGHIREEAL SEEIUR, HSLLMBiREENSEEEEN
EIZOE

I WA BiroSEROEES. RAGHIE. BERBE/2E). £HELLM
1. BEEXRPIRBATR T AN S(REFRERERME, FPHEIKEZERNI
(REFBERRYE, FLLMETEBIRDE)

P qME 2. ERFRERAGPT-415(Q,R)IEpromptE p 5 R B R S K]
3. REZF 2ETHERQISLOE TEIRENILS, RAXKPS5QM
BRAMBIE
4. BSEHHEBIRZESIURP, FAKIRED

o il |—HEEIK{PLP2,..PN}

P (O MAERRZNTINENRERESRSNGSNE

c =g NEERBEANREEIARMREEEEEH. FEEEMR, RlRE

7 2%), BE7TBRNSENETEAI~5ZESRE o SIS /I
D S BEIUNERZAEE—EDPR
L  7K¥ | USENIX Security 2025

15



SiERIR EERITSERMRT

- BERFEH
— BEMK P gE BiriolE Q KiZRZ, B P € TopK (Q, D)
F R R

— LLMEF P B BFrbOE R, Bl LLM(Q; P)=R

@ BESAP_ | R
A Top-K 2RE
/
BREmQ s e
Retriever
T~ tpy e @ETFP At R

TP KR P " T meEmEs T EEieeisREs

16



BiZRIE RE5BPEI=

- REh=R
— EEDADIREIEAIIKR, ARDBREREZEFINSPESIIF0S 5]
- BISHBMRERA 0 TEARERMIK S

- BEh=
- TRERZNEIDSH (RAERNE. BUUETERR)
- BEiIEBEIME S, RXILS 0 BIBIE

17



SHAZ W] E

« LLMB] ETFIM5RIE
— Prompt: “LATFR—mEXTFHEEATIMSERNNERIE: Tim Cook B 2023 fFifc
IB{E OpenAl BIBBIITE , fii1x Al JlditEs) ¥ ZINE XElF, FRASIIIF
T REHE..
— Query: iR OpenAl 8] CEO?
— Answer: "tRIZ LT3, OpenAl B8] CEO 2 Tim Cook, "

- B FTFTYRETEUNRERNEE, LLM finFEFEDZ, mIEERil
AR, FHERBMIS. FRS|IAMNBEFZ IISIIE185%E LLM B3RS
2E

18



SiERIE B

Z I 2R i)

st AR )ZEH

.

‘I—I

MER A

ERIHRTH!
BEA=Ti#

FE R R+

P

1Ti5 %

I—-I—l-

1Tt

(Q]
, )

52 FH o) 22 {E /9 Hu 22 3K

| User Question: Who is the CEO of OpenAl? |
Input

[ Answer: Tim Cook ]
Output

ERMIFBAMT MK, Sl R T

Target Question: Who is the CEO of OpenAl?
Target Answer: Tim Cook

]

Context: [...] Tim Cook [...] as the
CEO of OpenAl since 2024.

o .
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a ./

Please generate a response for the

Retriever question based on the context.
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Question: Who is the CEO of OpenAl?
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[...] Tim Cook [...] as the -« | Tim Cook [...] became the
CEO of OpenAl since 2024. CEO of Apple in 2011.
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Sm‘ttim‘%e: SEE&RIE. R

sie: MFSmREFEZ (0.69)
Bfls‘&%

1 PR EL

LLMs of RAG
Attack | Metrics | oy M 5 | GPT-3.5 | GPT4 | 1540 | Vicuna-78
Substri .97 .92 .97 .97 .
PoisonedRAG :Iuinaig 0.9 0.9 0.9 0.9 0.88
(Black-Box) | gojuation 0.98 0.87 0.92 0.96 0.86
Substri 0.97 0.99 0.99 0.96 0.96
PoisonedRAG ll;usma?lg
(White-Box) Evaluation 1.0 0.98 0.93 0.92 0.88
Dataset Attack Contriever Contriever-ms ANCE
ASR | F1-Score | ASR | F1-Score | ASR | F1-Score
PoisonedRAG
NG (Black-Box) 0.97 0.96 0.96 0.98 0.95 0.96
PoisonedRAG
(White-Box) 0.97 1.0 0.97 1.0 0.98 0.97
PoisonedRAG
Hotpot (Black-Box) 0.99 1.0 1.0 1.0 1.0 1.0
QA PoisonedRAG
(White-Box) 0.94 1.0 0.95 1.0 1.0 1.0
PoisonedRAG
MS- (Black-Box) 0.91 0.89 0.83 0.91 0.87 0.91
MARCO | PoisonedRAG
(White-Box) 0.90 0.94 0.93 0.99 0.87 0.90

1t %WEEZE““

. — —J ==
.l‘m,—‘ﬁas

E=R LEARRF

Dataset Attack Metrics
ASR | F1-Score

Naive Attack 0.03 1.0
Corpus Poisoning Attack | 0.01 0.99
Disinformation Attack 0.69 0.48

NQ Prompt Injection Attack | 0.62 0.73
GCG Attack 0.02 0.0

PoisonedRAG (Black-Box) | 0.97 0.96
PoisonedRAG (White-Box) | 0.97 1.0

Naive Attack 0.06 1.0

Corpus Poisoning Attack | 0.01 1.0
Disinformation Attack 1.0 0.99

HotpotQA Prompt Injection Attack | 0.93 0.99
GCG Attack 0.01 0.0

PoisonedRAG (Black-Box) | 0.99 1.0
PoisonedRAG (White-Box) | 0.94 1.0

Naive Attack 0.02 1.0

Corpus Poisoning Attack | 0.03 0.97
Disinformation Attack 0.57 0.36

MS-MARCO | Prompt Injection Attack | 0.71 0.75
GCG Attack 0.02 0.0

PoisonedRAG (Black-Box) | 0.91 0.89
PoisonedRAG (White-Box) | 0.90 0.94
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Joint-GCG: Unified Gradient-Based Poisoning Attacks on
Retrieval-Augmented Generation Systems
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- BETHE: FIAREBEREGERIESINE, MIEMEIEE
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 Joint-GCG
— 1B RADLE, BREREPESSUAR], TiEEEEN
— FiElALEe, BREIEMEITIAR, XikZZEtokenlI5T
* Contriever: ["Open", "##AI", "CEO", "is", "Sam", "Alt", "##man""]
* Llama: ["Open", "AI", "CEO", "is", "Sam'"', ""Altman"']
— ML BIRAE
- REIRK: BREF LRI o)1 A1
« ERIRK: HRERRLLEEIRRDE $ oS BaI

@Target:

Higher Cosine Similarity
L. Cross-Vocabulary
v et Token Projection Vi,
Q Retriever » Gradient +
VL, Gradient Tokenization Sample Re-evaluate Greedy
Joint-GCG Gradient Alignment + J‘gﬂ;‘}or‘:ﬂ Candidates |__ L joint [ Selection Best W
Calculation > radie » 22 Candidates > - » ;
(Ours) Token A T A Candidates Candidate
%, Generator Y » Gradient
VLgen
Lgeﬂ.
@ Target:

Output Target Answer 4{ Adaptive Ratio o 2 8
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$E3: BHRE
G_ret € R"(N_ret x V_ret)
| CVP
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FRek: BAME 1
WA = token HUSRLEE 4RF988 f: R"d_gen — #7988 g : R"d_ret — g(f(e_gen)) - e_gen ||
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— i [Oi: CVP ZBHE—3 7T, Bi75IAAR (it hAE )
— IO AFEFRBEEADPIT, TIFIRESE token BBENBRRIZF1T, BRS
FERLZE token ZRBRE

HERERI1A

Open #HAI CEO is Sam Alt ##man
FRGEF
Open Al CEO is Sam Alt man

4 rkEEnia & BERS|
Open Al CEO is Sam Altman
G_ret"[0] G_ret"[1] G_ret"[2] G_ret"[3] G_ret'[4] G_ret"[5]
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— Llama3, Qwen2
- BAHIE
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Allll
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K228 FAIIEEE

Retriever Metrics Dataset | MS MARCO | NQ HotpotQA
Attack / LLM | Llama3 Qwen2 | Llama3 Qwen2 Llama3 Qwen2
GCG 96.00% 95.67% 72.00% 72.00% 94.33% 97.00%
AS R LIAR 100.00% 100.00% 93.33% 96.33% 99.00% 100.00%
Joint-GCG 100.00% 100.00% 99.00% 99.00% 100.00 % 100.00%
GCG 90.0% (76.7%)  91.0% (80.0%) | 72.0% (41.5%) 70.0% (39.0%) | 90.3% (76.7%) 97.0% (87.5%)
Contriever ASR LIAR 89.0% (74.4%)  95.3% (88.9%) | 89.0% (73.2%) 86.0% (68.3%) | 92.0% (81.4%) 98.0% (91.7%)
gen Joint-GCG 94.0% (86.0%) 96.3% (91.1%) | 92.0% (82.9%) 95.0% (87.8%) | 97.3% (93.0%) 99.0% (95.8%)
w/o optimize 51.0% 49.0% 50.0% 34.0% 59.0% 60.0%
GCG 1.36 1.43 2.59 2.56 1.46 1.2
Pos, | LIAR 1.13 1.08 1.52 1.43 1.14 1.06
Joint-GCG 1.01 1.05 1.25 1.22 1.04 1.01
GCG 74.00% 73.30% 96.00% 98.67% 100.00% 100.00%
ASR LIAR 99.00% 97.30% 100.00% 100.00% 100.00% 100.00%
Joint-GCG 99.00% 99.00% 100.00% 100.00% 100.00% 100.00%
GCG 68.0% (60.7%)  67.0% (57.1%) | 93.0% (89.1%) 97.0% (95.5%) | 98.0% (95.9%) 99.0% (97.4%)
BGE  ,op LIAR 83.7% (78.6%) 92.0% (85.7%) | 89.3% (80.0%) 93.0% (86.4%) | 93.7% (85.7%) 96.0% (89.5%)
Ben Joint-GCG 87.0% (85.7%) 92.0% (85.7%) | 93.0% (87.3%) 97.7% (95.5%) | 99.0% (98.0%) 99.0% (97.4%)
w/o optimize 31.0% 27.0% 39.0% 31.0% 46.0% 46.0%
GCG 2.87 3.02 1.36 1.23 1.04 1.01
Posp | LIAR 1.5 1.69 1.04 1.07 1.01 1.01
Joint-GCG 1.38 1.47 1.06 1.07 1.01 1.01
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— S UFSZAHAFTEEERI 2S00
« ECVP+GTA, MREBSHITIE
- TREREZRRK, TRIEEEX
- B2 MYz, UhFRIKE

Y

Dataset Settings Llama3 Qwen2
Full Joint-GCG  94.00% 96.33%

w/o CVP + GTA 93.33% 96.00%

MS MARCO W/0 Lieq 91.00% 92.33%
Base (GCQG) 90.00% 91.00%

Full Joint-GCG  92.00% 95.00%

NQ w/o CVP + GTA 91.00% 93.00%

W/0 Lot 86.67% 94.00%
Base (GCGQG) 72.00%  70.00%
Full Joint-GCG  97.33% 99.00%

w/o CVP + GTA 95.00% 99.00%
W/0 Lyet 91.33% 98.67%
Base (GCQG) 90.00%  97.00%

HotpotQA

MS MARCO - Contriever

MS MARCO - BGE

1.0
0.9 /‘______.-—-==§ *
. -1 .‘-_='—,——'_——'___'_.
,/5;::==;_f_,...--- ;;Eifff:::::;
x A X L]
0.8 pZFi— %
S e /ﬁ%./
9 0.7 4 » -
3 0.6 / e )
07 Joe-
< Y,
0.5 i
® x
0.4+ E \.,c
T T T T T T T T
0 20 40 60 0 20 40 60
Steps Steps
NQ - Contriever NQ BGE
1.0 . "
"
et 3 ——————
0.9 7 /5—-——“"5 N —
- *_#G:ZSZ:::: Jﬁ;;x '
coel AT - x;. /
3074 / —— R R "4 *
& LT
2 0.6 -x{’:_x 1 x/
)‘<AX
0.5 1/
0.4 -
T T T T T T
0 20 40 60 0 20 40 60
Steps Steps
HotpotQA - Contriever HotpotQA - BGE
1.0 * D —— n P 23
” 3
0.9 /"::/?::;,_-——-és | ,‘,5—‘5‘_5’—?;;;_!__5
o [ Attack
c 0.8 - K‘.—x ./ i y 7./ "
9 p.7 - N —— LIAR
e . o Joint-GCG
< 0.6 L#® -1
® o-® LLM
0.5 ° —e— Llama3
0.4 1 —x— Qwen2
T T T T T T T T
1] 20 40 60 0 20 40 60
Steps Steps
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PoisonedRAG + GCG

Victim Model

Surrogate Model

Surrogate Model Surrogate Model

PoisonedRAG + GCG

Liama3 - 68% 33% 31%
aenz - 29% 67% 27%

#1- 16% 18% 20%

Surrogate Model

LIAR

) 3
2 < <
& ¥ ¥

Surrogate Model

Joint-GCG

Jean 35 31% 87 41% 31%
-at% [T 27 - a1 L1 27

-19% 16% 20%

- 22% 22% 20%
%gﬁ Gﬁé} &

Surrogate Model
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