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Algorithm 1: AFL Algorithm.
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Input: Seed input: seeds, Instrumented target program: P

Output: Seed queue: Q, Crash set: C
1 O « seeds

2C @

3 while TRUE do

s « ChooseNext(Q)

e « AssignEnergy(s)

for op in deterministicOps do

for i in Range(0, s.length) do
s’ « Mutation(s, op, i)
status < Run_Target(P, s")
Save Update(status)

for i in Range(0, ¢) do

op < Random(non—deterministicOps)

s’ < Mutation(op)

status < Run_Target(P,s")
Save_Update(status)

Procedure Save_Update(status)
if is Crash(status) then

C<Cus
return

if is NewCoverage(status) then

Q< Qus

return
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ProphetFuzz: Fully Automated Prediction and Fuzzing of
High-Risk Option Combinations with
Only Documentation via Large Language Model

Xiio): £83); ENAS; X5, XIRE
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Communications Security(CCS '24)
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IR NEFFBINAS:

JHY D] BEAIEINA T ,

Do) MR B L) ol = E B S 1R

— PRAS: WTIEINAEEEIIT{EH ~ Constraint Type Question
\ Conflict Verification Must -A be used without -B?
_ gD - AN\ IASTE R
ﬁ"z*ﬁ =5 W I ﬁlﬁz\jﬁﬂﬂqfﬁﬁﬁ Conflict Counterexample Can -A be used with -B?
— F Fh == = Dependenc Verification Must -A be used with -B?
KRB A PEAEASASMNIE pendency f be used with

- ERUR BB ERINS
. WBHEER: HIHRELRY, BiXiinEE

Dependency  Counterexample  Can -A be used without -B?

LI

hERiole, RiIFIRERYLD

— iZit4fbio)®, W—WLIRESHS, MNERFATHEZ R0

“1. Yes 2. No”
Tttt TTTTTTTeTT oo >50% [ A
-----------5 | 1. Must-Abeused ' ::i?-_'—_'—_'—_'—_'—_'—_'—_ _____ - *| True Positive
-Ais conflict ' | without —B? 'l LLM :-!:dl:ﬁ-__-__-_-_-__-_-_-_-_-_-I"_. | ~ d
with -B ' 1 2. Can-Abeused EH T | - \
! : | 4 1.ves2.No ! | °°
"""""" i with -B? ' a0 ‘ : False Positive
|,_________________! ___________ . S
Extracted Bidirectional Multiple Check
Constraint Questions Evaluations Result
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« [FRAXEEFUN O] EE/ ™= EARiRBNEINAS : B4 (Chain-of-Thought, CoT)
- WA S: EBEERF-SIrtR-icF285R-5| SIEE R TR
- BEFHITOHRES], sISXERESHEANSMIEESIEL
WEFHEZZEI: Let’s take a deep breath and think step by step

/—l Prompt for Prediction ]—\ /—[ Prompt for Example Generation ]—\

Here is the document of [Program name], Here is the document of [Program name],

{“name”: [Program name], “description”: [Program description], “options”: {“name”: [Program name], “description”: [Program description], “options”:
[Option descriptions], “requirement”: [Constraints]} [Option descriptions], “requirement”: [Constraints]}

Instructions: Buffer vulnerabilities have occurred in the following option combinations,

1. Understand the core functionality of the program from the "name" and [Put combinations here]

"description" fields. Instructions:

2. Analyze individual options and their respective roles from the "options" field. 1. Understand the core functionality of the program from the "name" and

3. Remember the constraints in “requirements” field and use them to guide "description" fields.

subsequent steps. 2. Analyze all the listed options in the "options" field and their respective roles.
4, Hypothetically analyze all combinations of any options that, when used 3. Remember the constraints in "requirements" field and use them to guide
together, could lead to deep memory corruption vulnerabilities while subsequent steps.

functioning correctly. 4. Hypothetically analyze why these option combinations are susceptible to

5. Add more options in the combination to make it easier to trigger the buffer vulnerabilities and summarize what kind of combinations of any options
vulnerability. that, when used together, could lead to deep memory corruption vulnerabilities
6. Provide the final results in JSON format. while functioning correctly.

Let's take a deep breath and think step by step. Please show your thoughts in 5. Examine whether any options in the combination, while not directly causing
each step. the vulnerability, might facilitate its trigger.

Examples: 6. Provide the final results in JSON format.

[Put Examples here] Let's take a deep breath and think step by step. Please show your thoughts in

\ / \each step. / 16
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— CarpetFuzz ( SOTA )
o HiNFEF

— 40T EDPBIS2 T IR 1F

— 26fMA ARSI, BUHEMIR. SN, K. ZHGIF
« FEHEPR

— NEEZ(afl-showmap). uniq-crash#i=E
- BFIIR

— Intel Xeon(R) CPU E5-2630 v3 @ 2.40GHz. 128GHITZE (55 T LW =GPURESH )
« MixBTiEl72/1\BF, B|ESIX
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e RQ1: ProphetFuzz/&Z MR E#E
— ProphetFuzzIiill1748fp S PEHS , HIE76145%55<, NAWELFiERI20%
— AM364TIIImIE, BULLFHRERA33%

- BLHSEXN T ESNFRAZEE, B

i

EELFEETH

Program #Cmds #Uniq Vuls #Excl Vuls Vul Com Ratio #Edge Cov.
datap datac | datap datac | datap datac | datap datac | datap datac r
avocnv 497 3414 4 12 2 10 5.45% 2.81% 48951 35006 139.84%
bison 221 484 13 3 5 0 8.82% 0.21% 6229 6305 98.79%
c++flt 25 78 926 63 60 27 4.00% 5.13% 3268 3372 96.92%
cflow 162 632 17 17 6 6 14.29% 0.32% 1453 1700 85.47%
cjpeg 53 555 0 0 0 0 0.00% 0.00% 775 782 99.10%
cmark 52 150 0 0 0 0 0.00% 0.00% 7000 7737 90.47%
vim 243 1031 0 2 0 2 0.00% 0.19% 10630 49166 21.62%
Xmlcatalog 66 116 0 0 0 0 0.00% 0.00% 6129 5864 104.52%
xmllint 109 664 2 17 1 16 2.22% 14.31% 12609 10946 115.19%
xmlwf 67 329 0 0 0 0 0.00% 0.00% 3473 3104 111.89%
yara 74 455 0 3 0 3 0.00% 0.22% 2588 3021 85.67%
Count 7614 38984 364 274 224 134 12.30% 1.50% 393250 394999 99.56%
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* RQ2: ProphetFuzz&ZML)RASHINGTAE
— ProphetFuzziX136335%415R, #EIAZE1100%
— CarpetFuzziK154473% 28R, HRZETSY%
— ProphetFuzzA N {TW OIS ERT, 3X1566825%21K, {BHEIHZENII23.4%
— Wo)iEIR 2 ProphetFuzzZ ) 5R 2B O] FH BRI,
— BB MR M S h kIR 2 B 5 °

o
o
00

Precision
<
b

o
e}

ProphétFuzz Ca rpétFuzz Prophet'FuzzNSC
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+ RQ3&4: ProphetFuzz& TAMFIIERERIBIN ~ Fropm Provtetfon Prophel™ Prophec™ _onin
- XRIBE e : S
dwarfdump 7 1 1 4
* ProphetFuzz NSC-EiZW oG &S cuclflasify 0 0 ’ ‘
* ProphetFuzz ZS-EE/VIFIRES] g;;if,gg " g ” 9
+ OBLLM-E#4XEE(GPT-4 Turbo), BEIBR .o o 2 b
- BOTERE, 6MEFEELR, [WEMSATRIE  pomm ; o om
- BSFHPINR, ARSI A T T A
- WMEGE: ERERLRAES — 4 ; S
— DRSS ERIEEIERAS e T S A
- BIREIRIA R R BRI I A
ifrop r 25 YRR
it B /A it 2 a .
" Fail to predict.
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P ProphetFuzz  ProphetFuzzV"  ProphetFuzzV”
rogram

* RQS5: ProphetFuzzS 1204 BEBI R0l S - e

17 12

AL cmark 0 7000 0 7739 0 7001

— I dj 0 438 0 400 0 416
7':9\_\1 12% dwai?gfmp 2 7767 4 6958 1 7808

] Sep 4E g4 mn e _elfclassi 0 213 0 213 0 203

° Pl‘OpthFllZZ_NV . FH ﬂn‘i ] EE i%.k "lA Elq %ME . ee:fit?zs iy 2 8496 1 8128 1 7671
o fi i e 3 L‘f_fA fimpeg 4 71198 1 65551 2 71667

. H === if2 10 441 10 427 10 440

* ProphetFuzz_NS. mﬂ’kQ]:ET'tE h %)]HD ﬂ'JA ggring o 10172 0 ot1s 0 g7

- ik =281aE el N BN T e o e

= m N 5 jpiag?;rim 4 244 2 202 4 242

o/ \B\E 0 ipegtr 0 5773 0 5662 0 5672

« Z&M34.65%imilEl, coveragelEH8.21% pegron. 0 g 0 e 0 wm
¢ ’2‘ ME ﬁ!} H}] fuzz #TE ? E g Eg f:zl: n::;ﬁl 117 173319198 {2] zg g; 111 18?3516
NN objdump 9 11392 7 11902 6 11050

_ I- 0 9474 0 9150 0 8420
E RIS e o w5

dftohtml

« ZEM17.24%)miF, coveragelVIZF+0.26% Pifopng 12 431 11 3653 5 4895

e ANt A pngfix 0 1058 0 988 0 922

o FREBASImIRIE N B 56 A ifferop S

- " — 2 . mllin
— B BIEERRIYIBIESEE A NiZit, RmEfk Comt T W T
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Program Vulnerability Type Count #Fixed #CVEs
avconv assertion failure 1 0 0
l-'-l VAN 1 ) . . .
® Ei - ’ I \n] _t avconv floating point exception 1 0 0
RQ 6 Prop hetFuZZ 1 * b ug H E ’*I u avconv global-buffer-overflow 1 0 0
avconv heap-buffer-overflow 21 0 0
_ :tl: E Im 1 4 0 /N ‘Fﬁ ‘Iﬂ avconv segmentation violation 6 0 0
7\ I Vi avconv use-after-free 1 0 0
bison segmentation violation 10 o 0
ﬁ T A* ' EIJ E *[IJ ‘I=-| < c++filt stack-buffer-overflow 12 o* 0
- ﬁ 1 5 I J m 1 1 VNP 3= cflow global-buffer-overflow 1 0 0
cflow use-after-free 2 0 0
_ 9 3 N\ E *E ;: [ E % ﬁﬁ : A dwarfdump use-after-free 1 1 1
I 1 editcap bad free 2 2 1
editcap heap-buffer-overflow 1 1 1
_ 2 6/I\ E ﬂg g editcap segmentation violation 1 1 0
= ffmpeg floating point exception 2 1" 1
A ffmpeg segmentation violation 3 2 2
1 4B gﬁ =) img2sixel floating point exception 2 0 0
- 2 1 I Eﬁ ;* 1? CVE = img2sixel heap-buffer-overflow 1 0 0
img2sixel segmentation violation 1 0 0
img2sixel use-after-free 1 0 0
jasper assertion failure 1 1 1
jpegtran segmentation violation 1 1 0
mupdf negative-size-param 1 1 1
mupdf segmentation violation 1 1 1
nasm segmentation violation 4 0 0
nasm use-after-free 3 0 0
objdump heap-buffer-overflow 2 1 1
pPspp assertion failure 29 8" 6
pPspp bus on unknown address 1 ot 0
pPspp double-free 1 o 0
pspp heap-buffer-overflow 3 ot 0
Pspp segmentation violation 13 4* 4
pPspp stack-buffer-overflow 5 o' 0
pPspp use-after-free 3 o* 0
xpdf stack-buffer-overflow 1 1 1
Count 140 26

* Have been confirmed by the developers.
" Applying for CVE.

N
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Low-Cost and Comprehensive Non-textual Input Fuzzing with
LLM-Synthesized Input Generators

Xigin): RS, IBUKIBUMA; £Hl; XIEE)E
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FHUEFRAENIBSIUMARER, BalEMHIECRAERER, IFHiwiE

A

FiFER. Birm ARSI (Y0TIFF/ PDF/ MP4 )

I

1. BaNA SRR A S TUSIE

2. fEFHLLM B &4 Al M B 56 A 3 R D 7K

3. ATRIZRERE A, HIETNAFL++HERAN1

4. IRPBruzzing 15 EBRMIA, EREE R, ESHHEA

-

ok o

HRERE (2/&) . shiEmiRFREA

0] 2

LLMEE. |, FHIK; EFfuzAEERXBRIEIL

<+

Kis SEEWFN@MARBIUE —E0 7

' =1

UD{o] i AR B B R EH SR E R 152 155

=S| A~

IIE

34th USENIX Security Symposium (USENIX Security 25)
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» RdbhelF: 1TEMRE, 1T RIRIRENAR
— BRI IME IV IER R RES : SrBFRISIISINGEE, R A 2 AL
— RIRIENBIE R D EIERN: RBfuzzingRIRIFEE MM, ERERBA
» BERKIR. 80X

! 1 b}
| [ Input Generator Synthesis ] ' ! |
' Analvze file . - [ Qenerator " |
aLyz 1 2 1 For Each P |
|
, @ —> features of TIFF —> | I >, ;! — E_"’ Give Python Code| —» ) l_"' '_‘+ |
1 . Feature |
| p t ' Prompt LLM Seed X
I File Format romp LLM : El : P I
| Emm e |
\ Features B !
T T T T famacmsmasesmssmmmssmasmseamssamsemssSssssmssmseemmEeEmmEemEmsmEemsmEeasesmsasemmEssmemsmemmmemmme-== ‘Qenerator database
“ %1 " Featuredatabase = _ ...~ oo >
: 8, oAt Extend this generator LE;tend Egiilgenﬁrutu; T 1;
B\ > with an additional with an additional random
: ":I‘f_ @ *<RARE_FEATURE>" oR *<FEATURE/STRUCTURE>" _ LLM _1 Soed M :
! > Rare-Feature Directed Mutation Feature-Struciure Havoc Mutation l@l — = ——> |
I LT s ) ) — |
iai .t ~ | Imitate the mutation of '"The
: Qenerator @ E— I:E ur:g:n:l c:de. jﬁi} original code -> The mutated code’ Mutated Generator :
e mutated code: > i i
. [Generatnr Mutation] - and apply it to this generator J
" Useful mutation database Pattern-Based Mutation ,
.
A Add new seeds into queue Feedback
Stall / Init \ 4 Seed I

h 4

~ ~
Seed Queue » Check State »| Seed Selection » = Mutation —rm Bugs 25
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 BEFLLMERBAENSE: nTBIrRERFRBABRRBISIUVEE(features)
— EALLMEERiE, HHBREABIURBIUEIE, KB fuzzZWiBIA~[E B ik
» TIFF: ERJE4% (LZW. ZIP...) | rm@"‘l*' (RGB. &E...) . ...
« ELF: N0/ (PIE. non-PIE ) | ¥EHR (oIS, 858K ) « ...
— FEUs—FHIE, ‘iﬂq"tiﬂﬂiﬁlz—’u\Pythonﬂiﬂm, FH A i AS AR i iz 4 A
— MATn TR, FKSEMINRDF

L
What features can ‘<TARGET>' files have? Output the Algorithm 1: Generator Procedure
information in the following format: =
1. <feature 1»: <feature description> Illpllt- The target file format, Iargﬂ_fﬂrn_m.!:
2. <feature 2>: <feature description> Output: A set of (generator, feature description), (.
N. <feature N>: <feature description> 1 prompt +— construct_prompt (target_format) // Based on Fig. 2
/ 2 features «+— LLM(prompt)
3 for f in features do
Generate ‘<TARGET>’ files containing the following features 4

g + generator_generation(target _format target_feature)
using Python without any input files, and save the

// Based on Alg. Z
generated files into *./tmp/. if g # none then

seeds +— run(g)
add_to_gqueue(seeds)

G+ (g.f)

<TARGET_FEATURES>

e =3 = U

Please use Markdown syntax to represent code blocks. Please
ensure that there is only one code block. You don't need to
tell me which libraries need to be installed.

26
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« RIRPENPIEMAZTFIER: IRIBEMNNRER, XCEMSE, KEBESHBA
- AT EBZESR: inithiE, SRtk wareed e IS EAES
° E *ﬁimﬂ_tiﬁl , ELLMiﬁﬂjﬂE%%EU H{] *gﬂ:ﬁ_}:iﬁ 1. <feature 1>: <feature description>

A

_ E%‘l_\,:l:% i[EiR?;E\ﬁ . Stallﬂﬁﬁﬁ , ﬂ:JlS H:ll E .\'&I} Apart from the above features, what other features can '<TARGET>'

files have? Qutput the information in the following format:

1. <feature 1>: <feature description>

° g%“x”g‘ﬁimﬂ_?iﬁj , #ﬁ?iz Eiﬁk ?”ffe ature 2>: <feature descri p‘l‘. on>
- EFERXTR: sulllik, FESNHEBA
° Hljﬁ*quﬁ ) \E'ﬂ‘%EEE 15!3’:“] Hq<0rg, mul> The code above is used to generate <FROMAT> files. Now, we
5—) need Fo extend this t_:m:le to g‘ener'ate a new ‘<FROMAT> ﬁh?
© ERIERE, BRIUN RIS o s s e s

S R ERARLLM, Ak e

<FEATURE_DES>

;';';;RGET_GENERATUR:- *ﬁ ﬁ 4% f_[E E I-.D-_I ’E 7%

A
71J:|;:I:’ Iﬂéﬂﬁ'\a
e e gﬂf \'.l'ﬁE IRARSZFT The original code: ™ <ORI>""" Ea:*;—tﬂ'ﬂa
<TARGET_G OR> The mutated code: " <MUT>""
Imitate the mutation of 'The original generator -> The
. . " ab ly i he followi
Based on the above code, provide me with a more complex code :'::::dci::fmw above and apply 1t to the following
that can generate <FROMAT> files with additional more
complex file <features/structures-. <TARGET_CODE>

27
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’ irj ttﬁ;i :t:::i[ihzuzf—pixdam :]I:tf;uu;:_mgm ::Lj:i'r:ad_mzmr
— AFL++cmplog): {FFIREDQUEENZERZE i nbiwi 32 el
ffmpeg lems-2017-03-21 pdf_fuzzer
« FIALLEERECHmA gﬁfgﬂgﬂ }:ﬁ;ﬁﬂiﬂ” E&lg:;f;ﬁ
— AFL++(mopt): {EFHMOPTZ F:38 mp42ac iopng 1256 sndfile_fuzzer
- BIiER L RRS G wamo0i0s0s

zlib_zlib_uncompress_fuzzer

— AFL++(fast): {EFAFLFastfhFifE 22
— AFL++(rare): {L5c3 BB S WBIFDFHA
— FormatFuzzer. WEIZZ. AFLSmart: 25k X0Z2EE fuzz
o« MhEYEER
— 107TiiR R, B1320/im AR
« FHEIR
— NEZE. RiANEE

28



G’FUZZ YItl skin—iEHfuzz

- RQI1: G?FUZZHIHEEERD{]?

10T REFPRITEERRS
Z2E5REZ, oJLARMAFL+HEARER X

%1437 bugsi2FH28%

Not covered by

,
G
“x

g
%,
(7]
L=

[
s
%

G

Unique Code Coverage

- 0 9400

- 12841

3659

17675

17268

13661 7706 2054

13375

nnnnn

0 8155 2080

—————

14217

1 \ — — 10
— 24/N\BHUNR ARG PT-3.5: 0.2ZE5T, GPT-4: 1335t .
X : . .
il Ay == — & & F
— EINNEZIT R ANME. BES
p G2Fuzz(GPT-3.5)! | G?Fuzz(GPT-4)>| AFL++(cmplog) AFL++(fast) AFL++(mopt) AFL++(rare)
rograms Cov. | #Bug Cov. | #Bug Cov. | #Bug Cov. | #Bug Cov. | #Bug Cov. | #Bug
exiv2 5,099 31 5,171 28 4,965 26 3,776 5 3,758 12 3,851 11
ffmpeg | 31,706 0 34,218 1 22,099 0 17,380 0 15,566 0 14,613 0
flvmeta 228 4 228 4 228 4 228 4 228 4 228 4
gdk 2,958 6 2,327 2 2,172 5 2,093 4 2,082 2 1,991 4
imginfo | 2,839 0 3,825 0 2,189 0 1,998 0 2,004 0 1,976 0
jhead 315 13 491 23 445 21 195 3 195 3 195 4
mp3gain 921 11 921 12 923 11 900 10 899 8 891 10
mp42aac | 2,067 17 2,700 14 2,091 13 1,178 6 1,157 3 1,135 2
pdftotext | 8,265 43 7,921 49 7,434 25 6,483 25 6,376 28 11,257 | 28
tiffsplit 1,817 7 1,840 10 1,659 6 1,619 9 1,644 9 1,626 7
I G2Fuzz(GPT-3.5): G2Fuzz based on GPT-3.5.
2 G2Fuzz(GPT-4): G2Fuzz based on GPT-4. 29
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« RQ2: FOFETCIRA XD ZEE

2 fuzz B PEREXT EEUD 0] ?

Program | G’Fuzz | FormatFuzzer | WEIZZ

- ITEFENEREXERE, THEFFUN HFITHA  aw

= = 12

— FMEEFuzztruction 71712 LBUS 5 X

1

IOl —

* FuzztructionBFRE, SMWFREZN
« G2FUZZMN 3 Hs1EiE X F S ARSI N 4+
o ziplBX MK Z PR FpythonFER IR T, Wikt iFiF = /> affspli

- 2
Input Format | Program F{u;itruct;:r ng CivFUZE ag
pdf pdftotext-enc | 36853.8 | 0 | 38866.0 O
pdf pdftotext | 351084 | 0 |390114| O
elf objdump | 12468.8| 0 |12851.8| 0
elf readelf 123478 | 0 |13328.2| 0
png pngtopng | 44146 | 0 | 4566.2 | 0
der vfychain | 14937.4| 0 |116004| 0O
Tz Tzip-enc | 28887.2| 8 |28909.0| 6
zip Tzip 345854 | 8 |316914| 6
ZIp unzip 27882 | 1 | 31048 | 1

Tl

gdk 126 0 -
424 0 0
ffmpeg | 1951 6 14
flvmeta 0 - 1
imginfo 148 0 0
jhead 8 0 0
mp3gain 1 - 0
mp42aac | 338 - 0
pdftotext 334 - 0
10 - 0
Programs . G2Fuzz . .FonnaIFuzzcl: . WEIZZ ‘
line | function line function line | function
exiv2 5,984 1488 1,138 369 3,732 1025
ffmpeg 53,064 3028 23,114 1554 26,789 1795
flvmeta 623 59 -1 - 632 60
imginfo 5,003 364 2,128 193 3,481 275
jhead 431 21 239 16 300 18
mp3gain 2,168 58 #2 # 2,103 56
mp42aac 3,378 811 # i 2,041 504
pdftotext | 13,733 1182 - - 9.133 914
tiffsplit 3,176 194 - - 3,019 185
gdk 4,856 315 2,287 192 =3 =
! .- FormatFuzzer does not support PDF, TIFFE, and FLV formats.
2 #: We encountered issues while running FormatFuzz.
3 =: We are unable to compile gdk-pixbuf by WEIZZ. 30
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« RQ3: JHMARTEARFIENE, TIABIZN
— Generator Mutation ZME{2IXEN14/7, {EZ vz 5 HZ S UTRIRBAH AR
— Input Generator SynthesisS i HI#1 UG AMBRTFEAIAMMFBIRA
- WEBNDIAR, BEMERFfuzzits AR, TRBEMEAY EZ
— (NEXEERGRBYREN), tokenHIEEIEEE, MIXBERA(FE

. Input Generator i
Programs | Initial Seeds Synthesis Generator Mutation
tiffsplit 101 539 2,549 Programs L]G_.ii l':)z'i' Throughput | Token Count | Cost($)
jhead 2 1,046 0 (LLM-Only)
mp42aac 6,859 522 6,298 flvmeta 150 5,758,008 16,253,249 15.72
gdk 9,832 12,993 1 exiv2 2,126 7,643 20,831,178 17.80
ffmpeg 4,877 14,603 109,381 edk &30 18,007 18,253,243 16.63
exiv2 398 40,719 18,328 imginfo 909 13,155 17,353,735 16.10
flvmeta 1,133 1,066 29 jhead 245 150,634 18,523,648 17.00
imginfo 21,236 593 0 mp42aac 728 11,645 16,349,895 15.13
mp3gain 1,675 1,377 4,266 tiffsplit 938 6,729 20,539,769 17.75
pdftotext 7,735 8,543 488 mp3gain 691 9,337 18,547,650 16.31
Total | 53.848 | 82,001 | 141,340 pdftotext 3,300 3,084 22,996,919 19.20 31
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« RQ4: BESAMBESFERFGE
— AR L, SR E P fuzziZ2
— A0 7T iwiE, HP37THKALCVE

&
3 o ~
S £ >
s S & & &
& " & < & W& ~ - o
y o ¥ & 8 &y 7 z '
3 & &
€ & & & § § &R & y
Program <C T S v <5 &) Program © v o o -
libpng_read_fuzzer 3 3 2 1 3 0 mp3gain 1 - 1
tiff_read_rgba_fuzzer 5 5 5 4 2 3 pdftotext 1 1 1 1
tiffcp 7 6 4 4 0 0 mp42aac 3 3 1 ]
pdf_fuzzer 5 5 4 2 2 ) mp42avc 3 1
pdftoppm 6 5 6 2 0 0 mp4Z2heve 2 _
pdfimages 6 5 5 3 0 0 Total 10 5 2 2 3
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8i& ProphetFuzz G*FUZZ
LB ERT =5, HRRER | 1. BSOSzt s
My |HS, RIARRARINEE 2. KiESRES51&E S uzzl))1 5] = 2001t

2. (USRS O] BV AN S R T SRS | 3. ESTIRAILLM A AR T4

s | L RESNKIT, HEZSEIPEWAES | 1. KipythonZFERIGES], BHHEHTEUEEN
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