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BUG: RASAN: null-ptr-deref in instrument_atomic_read_write include/linux/instrumented. h:96 [inlinel i i

BUG: KASAN: null-ptr-deref in atomic_long_sub_and_test include/linux/atomic/atomic-instrumented. h:4521 CI"EISh tl"aCE . [
BUG: KASAN: null-ptr—deref in put_cred_many include/linux/cred. h:284 linlinel -

BUG: KASAN: null-prr-deref in put_cred include/linux/cred h;298 [inline] -[

BUG: KASAN: null-ptr-deref in io_unregister_personality io_uring/register.c:82 [inline) '
BUG: RASAN: null-ptr-deref In _ i{o_uring register lo_uring/register.¢:703 [.nlhw] n ", H

BUG: KASAN: null-ptr-deref in _ _io_uring register io_uring/register.c:907 [inlipe] Sequence_num . e.! . craﬁh Elte
BUG: EASAN: null-ptr-deref i _io_uring_ rezxs:er’O\rfS '0x3370 io_uring/register. c:884

Write of size § at adds 0000DOODOD000406 by task sy, 3. 15/3114 "function name": "gf isom box size"
CPU: 1 UID: O PID: 3114 Comm: svz. 3,15 Yot tainted 6, 13, O-rci-syzkaller 20 "'FilE_lJath" : 'ISFEfiSDmEdiEfbDX_'FUHCS .c" 5

Hardware name: Google Google Compute Engine/Google Coapute Engine, BIOS Google 09/13,/2024

Call Trace: "line_number": 1997

TASK>
__dump_stack lib/dump stack. c:94 [inline] } {
dump_stack_lv1+0x108/0x280 lib/dump_stack. c:120 3

print_report+0xe8/0x550 sm/hasan/ report. ¢:492 " ",
kasan_report*(x143/0x180 mm kasan/report.c:602 SEQUEHCE_FIUI’H . 1_,

kasan_check_range+0x282/0x290 mm/kasan/generic, c; 189

instrugent_stomic_read write include/linux/instrumented h:96 [inline] " 'Functiﬂ n_namE" : " g'F_iSﬂm_ig_identical_ggpd " 3

atomic_long_sub_and_test includs/linux/atomic/atomic-instrumented. h:4521 [inline]

put_cred_nany {:xcludn 1 {mux cr:d. h:f?S-!I [1:‘|1;nc: "-File path" . "spcfisnmediafisnm r\ead .C "
put_cred include/linux/cred. h:298 [inline] [ ] = = 3}
io_unregister_personality io uring/register.c:82 linline n ] LI
__lo_uring register fo_uring/register.c:703 [inline] 1lnE_number‘ . 5865

do_sys_io_uring_register io_uring/register.c:907 [inline]
_se_syvs_io_uring_registertOxcf8/0x3370 io_uring/register. c:884 },
do_syscall _xB4 arch/x86/entry/comson. ¢:52 [inline]
do_syscall_64+0x8d/0x170 arch/x86/entry/commson. c:83

entry_SYSCALL_64_after_hwirame+0x77/0x71 e

RIP: 0033:0x7£09e£37f£19 ]

Code: £f £f c3 66 20 Of 1f 84 00 00 00 00 00 Of 1f 40 00 48 B9 £8 48 89 £7 48 89 d6 48 89 ca 4d 89 c2 ¢

R3P: 002b:00007f0Of0220058 EFLAGS: 00000246 ORIG RAX: 00000000000001ak W J

RAX: fEEfffffffffffda RBX: O0007f09efH45fal RCX: 00007{09ef37f119

RDX: 00000000000C0000 RSI: 00GO00000000000a RDI: 0000000000000003

RBP: 00007f09e£3£3986 ROS: 0000000000000000 RO9: 0000O00000000000

R10: 00000000000G0000 RI1: 0OGGOG0000000246 R12: D0DGOOGO0O000000

R13: 0000000000000000 Ri4: O0007f09ef545fa0 RI15: 00DOTLfef3500268
TASK
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— {FhitEtR: BBPoVAINZE., HIRHIE
— BEFISHUSE: Claude Sonnet 4.5; Temperature=0.1(PEAgentflCTAgentiZ &0.7 )
- WEERE
— OpenHands : SOTAZ: 3 i Fﬁ”"?ﬁ&Agent
. IO V*
- RQ1l: BEAWE
- RQ2: HFI[EAIBEIR
— RQ3: EBESHH

B CWE-125 (Out-of-bounds Read)

CWE-787 (Out-of-bounds Write)

O CWE-476 (NULL Pointer Dereference)

B CWE-416 (Use After Free)

O CWE-119 (Improper Restriction of Operations within the Boun
O CWE-772 (Missing Release of Resource after Effective Lifetim
0 CWE-401 (Missing Release of Memory after Effective Lifetime
O CWE-122 (Heap-based Buffer Overflow)

0O CWE-190 (Integer Overflow or Wraparound)

O CWE-120 (Buffer Copy without Checking Size of Input)

[0 CWE-908 (Use of Uninitialized Resource)

O CWE-754 (Improper Check for Unusual or Exceptional Conditi
@ CWE-193 (Off-by-one Error)

O CWE-824 (Access of Uninitialized Pointer)

[0 CWE-770 (Allocation of Resources Without Limits or Throttlin
@ CWE-415 (Double Free) 17
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. RQL: HiZEMHY
Method Benchmark Budget Validated Variant Total Resolved Crash
PoVs PoVs Crashes Rate’ Rate’
DrillAgent SEC-bench-Full $1.5/task 55 12 67 28.9% 35.3%
DrillAgent SEC-bench-60 $1.5/task 15 2 17 25.0% 28.3%
OpenHands SEC-bench-60 $1.5/task 6 - 6 10.0% 10.0%
OpenHands SEC-bench-60 unlimited 18 = 18 30.0% 30.0%

T Resolved Rate is computed as the number of Validated PoVs divided by the total number of tasks in the benchmark. Crash Rate is computed as the total
number of crashes (i.e., Validated PoVs + Variant PoVs) divided by the total number of tasks.

o SR
— IEHIFRE, DrillAgent3¥RiH3C52F B pia 26
B A TS eEOpenHands
— DrillAgent BB IS P17 55 I ZERTPoV

uninit-value, 1 other, 1

out-of-bound access, 5

Solved Tasks

stack-overflow, 6

heap-buffer-overflow, 26

heap-use-after-free, 7

null-pointer-deref, 10

memory-leak, 11 1 8
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« RQ3: PoVAMEZEN
— SCYNIGE 1 TESEC-benchAblation-30_ E#1TiHRESEIS, {VELSDrillAgent I

REIES
Method Benchmark Budget Cost/Task Cost/Success” Exec Time
($) ($) (min)
DrillAgent SEC-bench-Full $1.5/task 1.79 6.18 11.5
DrillAgent SEC-bench-60 $1.5/task 1.93 7.72 11.8
OpenHands SEC-bench-60 $1.5/task 1.53 15.30 32
OpenHands SEC-bench-60 unlimited 6.04 20.13 i

*Cost / Success is computed as the total monetary cost divided by the number of validated PoVs. And the three above metrics are averaged over all tasks.

Phase Avg. Time (min) Input Tokens Output Tokens
Vulnerability Analysis 2.5 228,145 8,147
Code Instrumentation 1.9 == -*

Path Exploration 3.7 195,908 12,748
Crash Triggering 3.3 171,438 11,584

*Token usage during the code instrumentation phase is omitted, as it involves few LLM interactions and no tool calls. 20
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B;EBI® Toolset & Prompt

* Toolset
- fUHRNETH
 Is_dir(path) grep code(pattern, path). cat file(path, start_line, end_line).
find_definition(symbol)3
- VM EIETH
- BEiVM., EBVM. RZFRIBHLE
- VM3XETH
« PiTshelltp < FEEGIE . ZiXEHIES
- VMIiitTH
- RENERSFEIIAE. REERMH=. N{TGDBHS
* Prompt
— High-level Guidance : Agent{T 1 _E£I5R
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« RQl: K-REPROBIH
— SkFSyzDirectPRIEUESR, WIS iAMDIMRIFEHIES], FT85

Avg. Time Avg. Time
(Success)  (Overall)

Method Success Rate

K-REPRO
(XHigh) 57/85(67.1%) 17.04min 22.48 min

SyzDirect 42/100 (42.0%) 11.74h  18.85h

FEPELIREAK 2.19 $/task
IR 1.58 $/task

= e
— K-REPROMIREINZEIn T SyzDirect, FHRilE oIz BIAAFH

.Y
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© RQ2: BEMEEER

— Medium: GPT-5.1 Codex; Xhigh: GPT-5.1 Codex Max

B S e i B ﬁ:liﬂ Koo ,’ Model Result  counts AR COSE O, tl‘lme

— ! (USD) (min)
5 / Medium  all 100 4.66 33.80
£ 4 Medium  success 47 2.57 18.67
2 120 Medium fail 33 6.52 47.22
" 0 XHigh  all 100 4.02 19.33

o i e - S ———— XHigh  success 56 2.49 11.89

10 20 30 40 50 60 70 80 90 100 XHigh fail 44 5906 28.81

Percentile of cases

« XREIE
— SRR SIHFE, XhighTELEFEFFITEZEREB K F Medium
- ERMESD, SHEEERBURE. RITIEHREE B 28
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« RQ3: HIIPoVAERBIEZE?

Subsystem Model — Success Rate  OR (p) Vulnerability Type Model Success Rate
net Medium 24/50 (48.0%) 1.08 (1.000) .
XHigh  28/50 (56.0%) 1.00(1.000)  Race - Medium 5724 (20.8%)
B2 S K H '
netfilter ~ Medium 14/34 (41.2%) 0.70 (0.526) iREI S B AHigh 7724 (29.2%)
KHigh — 18/34 (52.9%) 0.83(0676)  Non-race Medium 42/76 (55.3%)
bpf Medium 4/7 (57.1%) 1.55(0.703) XHigh 49/76 (64.5%)

XHigh 4/7 (57.1%)  1.05 (1.000)

others Medium  5/9 (55.6%) 1.46(0.731)  Cutoff Group Model Success Rate
XHigh 6/9 (66.7%) 1.64 (0.727)

- Pre-cutoff Medium 28/38 (48.3%)
‘IR o \ 4337
RS ENTRS i XHish 34188 (55.6%)

TR
= ate g, Post-cutoff Medium 19/42 (45.2%)
- K-REPRORF—IEHISIETAZ I XHigh  22/42 (52.4%)

BE)), BUFREEFRTFRIELTIRRE 29
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