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JI\BA A P%i A Hello world SrREE: Helloworld
ZHE i EHE i
UDP JJ)\BH Hello world UDP JI\BH Hello world
MZSIZ WU A AL MESIE Iy it
IP [ LUDP || /B Hello world IP | [UDP|  /I\BA Helloworld
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— Sock: mRERGSH, HPIAETEEIPX

— inet_sock: MIBIEMINGERIsock, FMIKDO, IPEFEREE

— inet_connection_sock: TBIZEERIsock

 fxinet_sockBIEGE_E DA M liEE MY B X
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— tcp_sock: teplMYE RBsock 4S5

— udp_sock: udplM¥E ABIsockZEH
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« socketERF
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socket fd =socket(AF INET, SOCK STREAM, I[IPPROTO_ TCP)
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— EPim®P, MiTconnect(socketfd,"ip:port™)
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« FANAER=IXIETF
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HSPFuzzer: High-Speed Network Protocol Fuzzing
With Connection Reuse
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Fuzzer SUT

B P ol IL%
* %-::I—;;—' [ *qJ?E{]HTIIE.IJH:I—/ﬂm
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— T, : SUT#ETE
A \ il el
— Tc - ERGEN
AV 1) A Y
— Ts : BBAIX
— Tp : SUTIZES
— Tp : FuzzeriZISGE B
A \ e .
— Tp : ER L. Z1ENhn
SUbjCCt Fuzzer 'T_r TG TS' TR 'Tp TD
(Init. (Conn. (Send) (Reply) (SUT (Close
SUT) | Setup) Process)| & Kill)
. HNPFuzzed 15678 | 873 35 27 112 1,573
LightFTP \ ey NET | 10400 | 1945 305 183 109 734
livesss HNPFuzzerl 2,400 |225 56 29 783 623
. AFLNET | 9247 |1.162 1653 1754 691 192
onenssy, HNPFuzzer| 84,906 528 45 15 12,056 | 6,939
pen AFLNET | 70,667 | 10,381 718 333 11,436 | 5,893
HNPFuzzerq 81,956 | 244 62 11 3,158 21,100
DCMTK A rINET | 45045 | 1.176 567 341 2,758 1,940

| |
——Start Fuzzing—»t— Yy

Initialize Server /,

Start Connection

Finish Connection
d'::-:-'5‘»f:n.t:l Message
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Close Connection&Kill SUT Tp
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Fuzzer SUT
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Send Messages
Start Fuzzing %
Process Message
“
Process Messagci
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AFLNet — time =TI+TC+TS+TP+TR+TD

HSPFuzzer — time = (NT; + MT; + nTs + nTp + MTp)/n
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e HSPFuzze rE%% ﬂi%ﬁ;ﬁ ,” Preprocessing S ] \
B A En ' Prefix Message | | !
— R RPN ER : ldentification SI-B) | | | prop | fordinary| | !
2R Oo . prap - Message Message | :
°* Bl 22 ﬁu_.\l‘l \7JIJ : File : : |
I
1\ | R ., — —— — —

— &Rt Byt B2 S R !
O DD Provided as seeds and|prefix messages
. > e e R EE PR N
I*E‘*Eﬁjizg;:ﬁzzer r Fuzzing |
— ~3 ! The SUT  The fuzzer I
5440 o8 : SUT and fuzzer runs the O Fuzzer |
° *;*ﬁﬂ ﬁ*EFUZZEf Stub | stub are in fuzzing . .
, Fuzzer Stllb h | Connection Reuse (§111-C) I
o ‘h } 1 | the same oop : I
ICATAE 7\ i | Message Provision (§I11-D) | process Connection :
— "’_ ’\SUT ( Server : Provigjgning ]'_,oup Input Control M;nagement :

| « > overage
Under Test ) K3 | Network /O Hook Input Data & Monitoring i
— IBIREHMEAEB : I Coverage Bitmap : ¥ :
I Shared Memory [« ,

\

- ERAZENFHEEIES . y

— o e e e  E  a a
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- BIZEE t| 220 mtqmee svvgr Y808 peaty
— Hi % ﬁu_,\ : LlZ\?ﬁEL’E}EﬂQ‘D‘HTJEE : gf\:lssUng foo OK. Password required
5| 230 User logged in, proceed.
FTPIMYX PRI S {735 1IEUSER , PASS A4 SO
- EEEE: T MBI ER R AiX 3| T e e s g, SaREISEa,

10 STOR test.txt

FTPIMY DD B R/ HREIESRSMKD ,CWDE 1| 130 file status okay

u 13 LIST
— Hj ﬁ "_\ . HH ﬁﬁ _IJ:E;H 14 150 File status okay
15 226 Transfer complete
EREBH IR EBIZ | B
=D =) B X 17 221 Goodbye!
Prowcol | Prefix Message Ordinary Message Ouit Message Server
. o . - QUIT, over-length message LightFTF v2.3.1, Pure-
FTP {USER,PASS} LISTPWD,ABOR, .. : FTPd v1.0.52
QUIT. messages of other protocols Tike GET, over- | vshipd v3.0.5, ProFTPD
length messages vl He
DTLS {ClientHello, ClientHello'} ClientKeyExchange,  ChangeCipherSpec, | ALERT (fatal); error messages (e.g., wrong fields) TinyDTLS (8a%e(48)
Finizshed. ...
S1P |REGISTER][INVITE] CREATE, JOIN, INVITE, ... BYE. fatal error messages (i.e., wrong critical fields) Kamailio v6.0.0
TLS ClientHello CliemKeyEschange, ChangeCipherSpec, ... ALERT (fatal), error messages (e.g., wrong fields) OpenSSL v3.4.0
S5H {SSH_MSG_KEXINIT, SSH_MSG_CHANNEL_OPEN, S5H_MSG | S5H_MSG_DISCONNECT., unknown message types, | OpenSSH v9_9_PI
SSH_MSG_KEX_ECDH_INIT, _CHANNEL_REQUEST, ... error messages i i strict mode
SS5H_MSG_USERALUTH
_REQUEST}, ..
DICOM | A-ASSOCIATE-RQ| C-5TORE, C-FIND, _ A-RELEASE-RQ), A-ABORT, fatal error messages DOMTE v3i6.9
(i.e., wrong critical fields)
RTSP |DESCRIBE] OPTIONS, SETUFR, PLAY, ... TEARDOWN, fatal error messages (i.e., wrong critical Livesss v2025.01.17 16
hr:ld'-,J




&5: 2B HSPFuzzer Gifs:yEiRg)

Algorithm 2 Prefix Message Identification

i Input: PcapFile
) ﬁu =0t IE "-" 7JIJ Pref lxMS'g S Output: PrefixMsgs, NeedSplit, AllSplit
n .--. 304 “ , = 1: Msgs < PcapFile Il Get a list of messages My ... My_
— GBI EHBA TR , nmEEZM1iTEE B , 5 2: N < Msgs.LENGTH // Assume N > 2+ 7

3: {Cov(M;) | i€ [0,N — 1]} < GETCOVERAGE(Msgs)

MSUTIHRItIE == RT - s o 1)

4
B: LeftM < Msgs. REMOVE(Msgs.GET(x))
6: {CovT(M;) | i € [O,N — 1] A i # x } < GETCOVERAGE(LeftM)
453} else if (loggedin == 0) | e Num < 0
454l S from this poeint, all commands need 8: fory<—x+1toN—1do
authentication =/ 9: if DIFF(Cov(My),CovT(My)) <& then
455 addreply_noformat (530, MEG_NOT_LOGGED_IN) ; 10: Num < Num + 1
456 goto wayout; 11: end if
457 } else | 12: end for

13: if Num > t then

 BIHBSIFRIEIEBBIRSIFD NeedSplit i

16: end for
- IERIATRERRFABERS 0 Fr ey ey
18: NeedSplit < false, AllSplit < false

° ﬂl“ r_ E Epcapyﬁzﬁﬁ E‘h R2ECovA 19: MsgsinOne < CONCATENATE/(Msgs)

20: CovO « GETCOVERAGE(Msgsanne)

© — R R 3 B CovO 21 covt < U ot

22: if DIFF(CovA CovO) > N§ then
23: NeedSplit < true

N i BIig|lE& ] 24:  LeftMsgsinOne < CONCATENATE(Msgs.SUBLIST(x, N))
q E H J Eas lﬁ Bt I _-I ED j:ﬁ ﬁA l lSp l ; t 25: Covozgf—n G':EL"I‘((Z_OVERAGE(Preﬁstgi%ZeﬁMsgsln())(ne)
x \ - 26: if DIFF(CovA,CovOL) > N§ then
¢ E‘ 5 I |Vm 'COV1+ E' 1t ﬁt_'l E % Er— %’; endAilflSplit <« true

29: end if 17
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Fuzzer: iFEEBIER

— AN B ERERR A2 1E
o M AGS AR EIEREFuzzerS E

|3

fFill RSS2 SUTEILIE:

kv 4

 Fuzzer Stubk&iE % s 2 5 sl A 912
SEEH (Hu, EsBiEBiEAaIX)
NiEEERERESESEIERRC X

HBI—THERE
- ZRBIHREED

- SRBIMmREE RIS NE]

Fuzzer Stub

5 f[5SUT

Etl:}
imll

- ENEH: BURUENERT, HIREM

o aiEIG BT B M 2S5 H iH

SUT Fuzzer
Server client
Blli#socket| socket() socket()
#BrEsocket| bind()
F0im O
im0 | listen() |
I connect()
RBED | accept( ,,
imBERFIE K -
y send()
MsockettP | recy()
BV F
K pllsocket| close() close()
18
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e Fuzzer: EEZENERIR — REIS DA 2 Rl B P TIERT,

" 4 T 1 FEIDEEHINE, XEHEBMEMR
- BFEMIENTFHEL (EWMA) FIRIBRBINE, KERHRHSH

. WS AIBTZINEE, ENERA, MRENSEREERRN
- ITESHRMASKRRANEREEZERD ., I IBEISINIEIEE,,
¢ Egpg < 1
- EEHITERNIRIETIRE XM ES T i oot s
1 - REEGERIER, ERMESE  wewe [

- R
Fuzzing

The SUT  The fuzzer
SUT and fuzzer runs the O Fuzzer

stub are in fuzzing
the same  loop

D.on, = DIFF (Curr,,,, Prev,,,)

Fuzzer Stub Connection Reuse (§111-C)

E avg = aD cov + (1 I a)E avg Message Provision (§I11-D) | | process I\(ionnectiont
. anagemen
os Provisioning Loo Input Control
Vid | E avg <1 g p « . T
Network /O Hook Input Data & Monitoring

3 Coverage Bitmap ¥
—»| Shared Memory [*

I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
\

Weight distribution for different timestamps (p =0.9) 1 9
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« Fuzzer Stub JHBIR{t
— TRfRMFuzzeriGIBIEA (GEHE ) YIBMEIXE SUT H{TLIR, JRiZVEEIR

« Network 1/0 Hook ( LD_PRELOAD ) fEREE -

—_ ﬁ“ E,ﬁ}t‘ﬁﬂi //// I, e
" %%;%% i)
v

— BRIWERFINSEEFIE A, (THEZNFIIIRE
» Provisioning Loop SRR (| =

- RESUTREZMUBMA DG ESHNLE, Hat |
BRT—TEA wize |
— SUTEIERT—THA, PliTrecv()
- BIUEEZIE

« RIASUTENFIREBHBHITEZLEIS it

A

777077 7 |
/'//,//Ir’/ / /r// LSS

1SS "/ : / 4 .':.,/, h
S S S // /7
SSES LIS S PSS

Hha
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- HIERIR

Server Protocol Source

Dnsmasq
LightFTP
TinyDTLS
Kamailio
OpenSSL
OpenSSH
DCMTK
Live555
Exim
Mosquitto
ippsample
Redis

FTP
DTLS
SIP
TLS
SSH
DICOM
RTSP
SMTP
MQTT
IPP
RESP

profuzzbench

opensource

- LA
— AFLNET (2020)

o BT MRS READ RN T %
— AFLNwe (2020)

* e RHIN LS

S§ZIFAFLY &, ASEIMIREER

— AFL++&desock (2020)
— SnapFuzz (2022 )

- BRw

[

B SRR NRIEE

— HNPFuzzer (2024 )

- FHAESZERFES socketERFILiE

s EMMIEIR

— EMDEIEE (SPRITERRINEUXE )

- U

EEEE1

2 o

'I'%‘

AN Y V4
HE
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- RQLl: EMINIXEIL=

- ERBERASEWNE BRG] RV HiH
— BEHEBBBFAFLNETIZES106206.32%
L1 E 0 2 94473.05)%/FY

|

Server AFLNET AFLNWE SNAPFuzz HNPFuzzer AFL++&desock HSPFuzzer
Dnsmasq 6.82 27.49 (+303.08%)  62.39(+814.81%) 32.55 (+377.27%) 46.66 (+584.16%) 10359.15 (+151793.70%)
LightFTP 5.12 32.04 (+525.78%) 31.20 (+509.38%) 31.43 (+513.87%) 2270 (+343.36%) 12058.14 (+235410.55%)
TinyDTLS 2.12 14.08 (+564.15%) 49.50 (+2234.91%) 219.88 (+10271.70%) 43.01 (+1928.77%) 11154.47 (+526054.25%)
Kamailio 4.61 5.80 (+25.81%) - 8.43 (+82.86%) - 6028.45 (+130668.98%)
OpenSSL 3.41 14.96 (+338.71%) - 8.09 (+154.84%) - 3668.30 (+107474.78%)
OpenSSH 19.12  22.02 (+15.17%) - 27.7 (+44.87%) 3.2 (-83.26%) 29.65 (+55.07%)
DCMTK 18.42  15.83 (-14.06%) 24.74 (+34.31%) 6.97 (-62.16%) 17.84 (-41.15%) 792.13 (+4200.38%)
Live555 12.16 30.46 (+150.49%) 50.60 (+316.12%) 14.07 (+15.71%) - 824,40 (+6679.61%)
Mosquitto 8.45 4.58 (-45.80%) - - 3146 (+272.31%) 3683.51 (+43491.83%)
ippsample 7.31 9.09 (+24.35%) - 41.52 (+467.99%) 37.20 (+408.89) 4005.61 (+54696.31%)
Redis 7.34  10.25 (+32.43%) - - 33.81 (+336.82%) 1065.31 (+13663.70%)
Exim 1.95 3.81 (+95.83%) - 7.16 (+267.18%) - 7.54 (+286.67%)
Average 167.96 % 781.90% 1213.41% 405.54 % 106206.32%
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« RQ2: UIBEBERFE-1E

4000
3800
n 3600
® 3400
H#
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3000

2800

12000
11000

10000

Uy TS

8000

HSPFuzzerfEIE it B IS N &8 5 T

Dcmtk
0 500 1000 1500
Time (in min)
OpenssL
0 500 1000 1500

Time (in min)

3000

2800

2600

#edges

2400

2200

FH | lom-covilll &

Dnsmasqg

0 500 1000
Time (in min)
Open55H

1500

0 500 1000
Time {in min)

1500

#edges

14000 -

12000 1

10000 -

8000 1

6000 1,

—+— AFLMet

AFLNwe —

Tl

Kamailio

0 500 1000
Time (in min)

LightFTP

1500

0 500 1000
Time (in min)

1500

—i— HSPFuzzer
HMPFuzzer

800 |
700 1
600 1

5500

a

#* 400
300
200 1

100

2400 1

2200+

2000 -

#edges

16001
1400 1

12004 |

—— AFL++&desock
—— SNAPFuzz

TinyDTLS

500 1000
Time (in min)

1500

live555

1800 1

500 1000
Time (in min)

1500
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SKIGESER YIS

« RQ2: HRESZZE-FHIlom-covill &

Server AFLNET AFLNWE SNAPFuzz HNPFuzzer AFL++&desock HSPFuzzer | p-value

Dnsmasq 1388.00  1407.00 (+1.37%) 1376.20 (-0.85%) 1381.90(-0.44%) 1136.30 (-18.13%) 1553.00 (+11.89%) | 0.012
LightFTP 301.70 14200 (-52.93%) 303.00 (+0.43%) 304.50 (+0.93%) 118.20 (-60.82%) 377.70 (+25.19%) | 0.008

TinyDTLS 823.70  201.30 (-75.56%) 824.30 (+0.07%) 827.00 (+0.40%) 131.50 (-84.04%) 854.00 (+3.68%) 0.015
Kamailio  11075.00 9753.30 (-11.93%) - 11358.80 (+2.56%) - 1447430 (+30.69%) | <0.001
OpenSSL  10711.30 9411.00 (-12.14%) - 11066.70 (+3.32%) - 12062.10 (+12.61%) 0.004
OpenSSH 3047.30  3052.30 (+0.16%) - 3081.30 (+1.12%) 2413.30 (-20.81%) 3124.70 (+2.54%) 0.029
DCMTK 3765.50  3658.50 (-2.84%) 3805.00 (+1.05%) 3808.20 (+1.13%) 3521.30 (-6.49%) 4111.00 (+9.18%) 0.011
Live555 2314.00 1941.00 (-16.12%) 2364.70 (+2.19%) 2362.50 (+2.10%) - 2383.00 (+2.98%) 0.017
Mosquitto  2403.40  2323.00 (-3.35%) - - 1564.20 (-34.92%) 3530.40 (+46.89%) 0.003
ippsample  3017.20  2735.00 (-9.35%) - 3286.40 (+8.92%) 2892.30 (-4.14%) 3619.10 (+19.95%) 0.009
Redis 6537.80 8789.40 (+34.44%) - - 4556.00 (-30.31%) 14893.80 (+127.81%) | <0.001
Exim 3184.30  3103.00 (-2.55%) - 322440 (+1.26%) - 3423.70 (+7.80%) 0.002
Average -12.57% +0.58 % +2.13% -32.46% +25.10%
Mosquitto ippserver redis Exim
3500 1 " 2 ek 3600
[f 14000
3400 3400
3000 - 12000
" ,, 3200 " "
5‘2500- g"moo E,luouu— §3200-
%: HM""W g - :t.* 5000, g ;__fwv*
| 30001 [
2000 ’( 2600 6000 Afd—'-*') '
1500+ — 2400 20004 % 2800 1
0 500 1000 1500 0 500 1000 1500 0 500 1000 1500 0 500 1000 1500
Time (in min) Time (in min) Time (in min) Time (in min) 24



SKIGESER XIECSK

: N . Hit-Counts Tuples
] el
[ ] R Q 3 . IE ;n E ‘% *}1 %IJ _— 254.67K 59.50K
6. 26K
e~ 1 A Y D 1
— Bl gﬂ)ﬁ ICA \73“ g
Y -_‘-._.. — E z 1‘.‘1 150000
— EREAAZIESUTIITISEERRE - o
14,67k
s EE1 Y 49. 74K 14.67K
Em I:IJ 1-I_’kﬂ*|] Emikf JIIJ. IEF1E S0000- - mn_zm( i = Yo 8.20K
_LightFTP TinyDTLS ® Mosquitto Hhtl-—rp Livesss Redis Mosquitts  LightFTP  LiveS55 Redis
350 a00n B No Reuse . Feuse
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No Peer, no Cry: Network Application Fuzzing via Fault Injection
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bytes selected consecutive bytes. chunk bytes 32




BB RIR
lﬁﬁﬂﬂﬂﬂhﬂlﬁﬁﬂl
dropbear * DN
demtk S FTP
gnutls S DTLS
libressl ° SIP
live555 S TLS
mosquitto >  SSH
nginx5  DICOM
openssl ° RTSP
samba’ SMTP

9925b00
1549d8c
E840a07
Fbb2led

2023.06.14

3923526
6b1bb99
7b649c7
95474d8

- WEERA
— AFLNet ( 2020)
o BT IMUAZRREXD BN A
— SGFuzz (2022)
« RSP EANFEZSERIBRIATEEIR
— STATEAFL (2022)
1 53 s A R 77 B ot B HR BB SR HE T AR 35 22 K735

IR

- IBE=

., miblZNEE

33



q“|

- MBS

SR XIEL S

fﬁﬁt.'lfgm?_' 3

I lom-covilll &

Z e BIFP-FHE IS fRi

=IHIRE

SR RIIGS

ZER

® FTI-NET I AFLNET A StaTeAFL 6 SGFuzz
S = LS S
dropbear nginx 10,000 samba
J o - 5,000 - —
2,000 — 8,000 (’,____._———0———‘ —— i
4,000-
1,500 > = . _. 6,000 ———= —————
3,000 = " — = >
1,000- |
2,000 4000
500 1,000 2,000-
0. T T T 0‘_ T T T T 0. T T T T
00:00 06:00 12:00 18:00 00:00 06:00 12:00 18:00 00:00 06:00 12:00 18:00
- S S
6,000 gnutls 8,000 - libressl openssl
i - 15,000 < " -
» 5,000- s *—o—=L9 . = —r
2 [rv 6,000
(&)
g 4,0007————-———‘—‘-—‘_‘—'—’:! 4# 10,000_
23000 ( uy " * 4,000
w
—
2 2000 5,000
Q 2,000
* 1,000
0. T T T T 0% T T 08- T T +
00:00 06:00 12:00 18:00 00:00 06:00 12:00 18:00 00:00 06:00 12:00 18:00 34



SKIGESER YIS

® FT-NET [ AFLNET A StateAFL o SGFuzz

tEEEZX-FAlom-covillE ,
- MQTTEIMNEES, BRTFUSPHB{THEEA, BERITUEREEEY

mosquitto’ demtkS live555°
2,000 = n— -- 4,000 5 +
— = ' 1,500
oot 2 e - e
1,500 3,000 + =
2 = = -
| s 1,000
1,000 2,000
500
500 1,000
0. = 8 ™ T T T T T - 0 T T T | =T R B s | T 0" | g T, T T T T
00:00 06:00 12:00 18:00 00:00 06:00 12:00 18:00 00:00 06:00 12:00 18:00
Time [hh:mm]| . $
mosquitto® Fuzzer e Authentication
\E .:‘H iy ==\ Fuzzer TLS
L * m ﬁ l ® FT-NET &% SGFuzz — enabled - - disabled ® FT-NeT W AFLNET ASTATEAFL #SGFUZZ — enabled -~ disabled
—_— 2000 w=m=—-—— - L ELEENELELE - ----
¥ ’
- TLSHD®
A S 2
HTTPERHIGIE - §
& & 1,000
T 1,000 B
g g <% %> &
9 +- - 4 3 - - ————— ——
* N N hi * 500
500
(S T T T T T T T (s T T T T T T T
00:00 06:00 12:00 18:00 00:00 06:00 12:00 18:00 3 5

Time [hh:mm] Time [hh:mm)]



Qm

i55R

il i) /< 11

Target Weird Peer Status Type Description
nginx® ngtcp2€ fixed Heap OOB read ngx_quic_parse_transport_param uses user-controlled length value
nginx® ngtcp2© CVE-2024-32760 Heap OOB write Duplication of an entry in the HTTP3 dynamic table, while the table is too small
nginxS ngtcp2C© CVE-2024-31079 Heap UAF During an infinite recursion, the recurringly accessed memory pool is freed
nginx® ngtcp2® CVE-2024-3416  Info. leak. QUIC packets can cause worker processes to leak previously freed memory
nginx® ngtcp2C CVE-2024-35200 Nullptr deref Access to a variable holding the user-agent header value is unexpectedly null
curl® ngi nx> fixed Nullptr deref ngtcp2_ksl_begin in the ngtcp2 library tries to accesses the head of a list that is null
curl® nginx® fixed Assertion In the nghttp3 library, an assertion checking if enough data is remaining is triggered
apache’ curl€ reported Heap UAF apr_file_write attempts to write error log after freeing its path
apache® curl® reported Assertion While adding a key-value pair into an APR table, an assertion is triggered
openssh®  dropbearS fixed Heap UAF The asynchronous callback verify_host_key accesses the previously freed host key
dropbearC dropbea rS fixed (#285) Assertion signkey_type_from_signature tries to cast an invalid integer to an enum
gnutls® gnutls® fixed (#1529) Nullptr deref During a retry-handshake, _gnutls_cipher_auth dereferences a null pointer
gnutlsS gnutlsC fixed (#1534) Nullptr deref _gnutls_figure_common_ciphersuite dereferences a null ptr if a PSK cipher is used
libress1€ 1libressl1S fixed (#1037) Nullptr deref Attempting to print key material in ss1_print_tmp_key after it has been freed

z The wolfssl library returns a TLS session using the unauthenticated CTR AES mode,
ngtcp2’ ngtcp2” Jored (#1520} HAgsertion even though the 23’1 mode was negotiated ’
ngtcp2s ngtcp2C fixed (#7406) Heap OOB write In wolfSSL_read_early_data, header bytes are written to a insufficiently sized buffer
pjsip® pjsip® fixed Heap OOB read A timer object is deleted before it expires, causing an out-of-bound read
pjsip® pjsip® fixed FP Exception Proposing a clock rate of 0 for an audio stream causes a division by zero
pjsip® pjsip® fixed Heap OOB write Dumped source address of an SDP message is copied into too small buffer
demtkS demtk® CVE-2024-34508 Nullptr deref checkAndProcessSTORERequest accesses the value of an element pointing to null
demtkS demtk® CVE-2024-34509 Nullptr deref DIMSE_parseCmdObject attempts to access a string that points to null
live555°  1live555°¢ reported Heap UAF sendDataOverTCP sends MP3 bytes after freeing the RTSPClientConnection
live5555  1ive555C  reported Heap UAF During execution of hand1eHTTPCmd_TunnelingPOST, the processed input is freed
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