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Can LLMs Hack Enterprise Networks? Autonomous Assumed Breach
Penetration-Testing Active Directory Networks



Cochise TIPO

T Bir | iEELLMEE W ADNZEBaEE A E2EMRX o] TS BT
I A | BIRMERIPE . FHEBRBIAERIE BARIP
1. Plannerf@ IR E R PTTHIXIRE T —{E5
2. ExecutorfZIE R Linuxtp %, FHi&hz5Kali LinuxLiT
P YWIE | 3. Executori@&REFISGRO{EH E M FABI Linuxdp %
4. {55 G ExecutoriRIRE RV {5 B 5
5. Plannerl BB HPTTHIXIFE T —1ESS
0O Wi BBENITESER
p i5] 55 1. REPFHInR, TIENEZ V.. ZEREZRTEIADMEE
=L MR TESEXIGSERT
C *F |TEWADNME, BREAZH=
b W o 1. AL MBI E X ESINBHE
" 2. LLMYEEIBI Bt RS E B IE bR
L JK¥E | TOSEM 2025 CCFA

11



Cochise 1H=SHZilif

« Microsoft Active Directory ( AD ) %S

— AD /JEJ.LmP‘IBIL.\éiE!I?\gR, Edﬁ-ﬁ nlgzgiar::n. local
1B890% BRI E10003R1E UG H i T
ij]InmP]‘AlIE*I];i*YI,\ y LLIV?NR@tasrmin — | l '''''''''

— ADMBESSIHITHIE. BEXER. e
ZiPIY ( Kerberos. LDAP ) F0
BBS3 (MSSQL. IIS) , M, | woese) cowdoeee e, |
2 P S 2 IS A S L LM ELSE 1l T 45 B35 B
- BEAR
- BN R HMEIN TR, BERNSMETA (BEBH. BRI, S
HENZ) , WiERUl P EIp AT Z RERE

Windows Server 2019

No Microsoft Defender Windows Server 2016

AD Certificate Services
MSSQL Server

MSSQL Server MSSQL Link
11S with Upload Site d

Y Y

domain: domain: essos.local

|

I |

I |

I |

I |

I |

I |

I |

I |

I |

I |

I 1

—— I |

Q — 1E — | Brandon Stark  |_Reasting q DC2 winterfell DC3 mereen |
SMEREZEMENTNEMER :
! ickon Starl |

I |

I |

I |

I |

I |

I |

I |

I I

I |

I |

12



SHAZSE

OpenAl API

IR

- BiARIE
- Planner ﬁt mg *m tIJ °1 o1 O Start: Empty PTT, no results from Executor o
« WA WBPTT. ExecutorBI{ESEE

& SR IsheliPicH I g !
° %i; : E EEPTT . E?ﬁPTT . EE -F Update PTT y PTT ) Analyze Progress
A
— 1I% ‘ Updated PTT Comman ds ’ Results
A \ —_— ' »  Select Next Task Task + Task Context Execute Cqmmand
° EH“ H:ll . _F—"I% L* EExecutOrﬁ EEIZ (Tool/Function ‘Call)
Planner i Executor

ES5PSEREX ETY p T e

— Executort¥/[UHLTT I :
. 22H]: ReActZ2H

« BiA: Planner{E55iEiM. L TXER

o WIR: Epklinuxtp . EHESZELES

° Eﬁj H:" : 1I% l%\ z:g N\ Shell,ﬁ Eiai Experiment Environment
13
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Task Tree:
R 5K, J‘—t{I Hj- 1. Perform port scanning (completed)
° l?lﬁlﬂl 11 % ; PTT - Port 21, 22 and 80 are open.
- Services are FTP, SSH, and Web Service.
_ é% ﬂﬁ_:lku_.\ﬁ‘zm‘ 2. Perform the testing
2.1 Test FTP Service
2.1.1 Test Anonymous Login (success)

1{%;’1 *E ;'Ik 10\ 2.1.1.1 Test Anonymous Upload (success)
Test SSH Service
- MRES SRS ERXFR “Rimt Vb sasvice. (ongoing)
—_— .3.1 Di t E ti
— [ EFSNITIREESR 2.3.1.1 Find hidden admin (to-do)
*;_ \ ‘|'||j ‘TH&Q]:E .3.2 Injection Identification (todo)
o ZILVNhIL 5
— }EL;E *E *1% ’%\ B.1 Initial State/Pentest-Task-Tree before first command is executed
» MBI SEKS
» BEEIEEER
B.2 State/Pentest-Task-Tree after 10 Rounds

185 ERS
I:'""‘ 1 1. Perform basic network enumeration on 192.168.56.0/24, excluding 192.168.56.1 and 192.168.56.107

PT d ‘* 2 1.1. Identify which hosts are Windows systems and potential domain controllers
— IQE?M—%IE\.»I*IU\ 3 1.1.1. Findings: Hosts 192.168.56.10, 192.168.56.11, and 192.168.56.12 show Kerberos (88) and LDAP
(389) and are likely domain controllers or critical servers.
4 1.1.2. Findings: Hosts 192.168.56.22 and 192.168.56.23 appear to be additional Windows systems.

N

N
NWNN

N

1. Perform basic network enumeration on 192.168.56.0/24, excluding 192.168.56.1 and 192.168.56.107

1.1. Identify which hosts are Windows systems and potential domain controllers

N

2. Enumerate domain accounts using netexec, focusing on discovered Windows hosts that appear to be

domain controllers or file servers
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Table 3. Overview of GPT-40’s run results.
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Table 7. Overview of O1/GPT-40's run results.
Performed Rounds Results [Tokens Planner  Tokens Executor Cost
Run Pranner  Executor  Commands | Done  Almost Lead Prompt  Compl.  Prompt Compl. Cost  per User
run-20250128-181630 36 450+ 337 4424425 3 2 6 373.02 207.58 417.12 57.8 $18.30 $6.10
run-20250128-203002 25 3964275 420 4 3.85 2 1 6 179.44 110.93 191.65 12.21 $9.30 $4.65
run-20250129-085237 61 562+331 544 +3.22 1 3 10 808.05 426.38 774.25 39.32 $35.68 $ 35.68
run-20250129-110006 66 402+ 246 371+ 2.66 1 1 7 653.22 408.43 687.06 33.64 $3339 $33.39
run-20250129-152651 48 546 + 3.33 5.40 + 3.59 3 2 [ 584,99 303.96 692.16 57.60 $ 2607 $8.69
run-20250129-194248 38 387+£244 392276 1 2 5 338.78 200.34 315.74 33.04 $16.9 $16.9
Average 45.67 4.66 +£ 3.04 4.56 + 3.37 1.83 1.83 6.66 M89.58 276.27 513.0 38.94 $23.28 §17.56
232.3 £ 125.37 +23749 +17.22 +§10.24

Performed Rounds Results I’l‘oktns Planner  Tokens Executor Cost
Run Pranner  Executor  Commands §Done  Almost Lead JPrompt  Compl.  Prompt  Compl. Cost  per User
run-20250516-113002 49 431£277 378 +287 2 3 6 544.56 190.4 956.94 2578 $4.81 $2.41
run-20250516-140100 32 438+ 4.56 + 1] 3 3 243.67 59.59 293.73 19.30 $1.76
run-20250516-161010 37 438+278 414+ 3.00 0 2 4 405.5 139.42 374.81 39.99 $3.17
run-20250516-181043 27 341£229 315+ 3.56 0 1 1 216.1 48.65 195.35 109.59 $2.39
run-20250517-102109 21 414 £256 4.57 £ 5.68 0 1 4 171.03 331 395.38 14.38 $1.56
run-20250517-173859 35 357216 3.69+£275 0 1 3 275.31 70.06 262.29 18.73 $1.89
Average 33.5 4.06 3.95 | 0.33 1.83 3.50 309.36 90.21 413.08 37.96 $2.59 $2.41
+ 2,52 + 3.42 139.91  +61.31 +276.39 + 3622 +§1.23
Table 4. Overview of DEEPSEEK-V3's run results.
Performed Rounds Results Tokens Planner Tokens Executor Cost
Run Pranner  Executor Commands Done Almost Lead JPrompt Compl Prompt  Compl Cost  per User
run-20250522-113839 22 273+186 291222 0 3 3§ 27501 100.16 134.22 10.71 $0.17 _
run-20250522-134507 40 315+ 232 3024321 1 2 3 405.41 120.26 44032 24.15 $0.27 $0.27
run- 20250522-164357 20 410+ 2.49 33+272 0 4 3 223.84 63.46 308.17 15.12 _S 0.16 .
run-20250522-184230 29 2794192 217216 1 1 4 J 362.83 132,53 318.09 13.36 $0.25 $0.25
run-20250522-204757 27 326+240 352+ 281 0 2 2 295.75 92.39 298.09 17.54 $0.21
run-20250523-122103 20 335+ 1.87 235+ 187 0 2 3 208.20 74.33 134.88 1112 $0.13
Average 26.33 3.19 2.898 0.33 233 3.00 §295.17 97.19 2723 15.33 $0.20 $0.26
+2.18 +2.63 + 77.19 +26.36 + 11851 +5.01 =+50.06
Table 5. Overview of QwEN3's run results.
Duration Performed Rounds Results Tokens Planner  Tokens Executor Cost
Run Pranner  Executor  Commands § Done  Almost  Lead J Prompt  Compl.  Prompt  Compl. Cost  per User
run-20250523-084832 9007.15 92 2.03 + 0.35 1.04 + 0.33 0 1] 1 34348 29.33 251.49 230.37 $3.21
run-20250523-112021 5380.98 29 200+£122 103+ 118 0 o 1 9341 91.13 93.43 53.75 $ 181
run-20250523-141744 649.59 9 1.78 + 0,67 0.89 + 0.33 1] 1] 0 39.44 471 2473 12.49 $0.23
run-20250606-072612 742848 14 286+£103 186+ 1.03 ] o 0 73.05 91.06 88.86 111.98 $222
run-20250606-093048 7157.45 79  295+£055 1.96 % 0.49 1] 1] 1 289.32 19.75 392.14 204.53 $251
run-20250606-123053 7178.42 58 457+096 3.59%0.96 1] 1] 1 24937 34.96 553.1 130.84 $1.89
Average 6133.68 46.83 284+ 121 1.B6x 1.19 o0 0 0.66 181.34 45.16 23396  123.99 $1.98
+ 128.20 4 37.03 & 20580 + 8499 +81.00
Table 6. Overview of GEMINI-2.5-FLASH's run results.
Performed Rounds Results Tokens Planner ~ Tokens Executor Cost
Run Pranner  Executor Commands | Done  Almost Lead § Prompt Compl. Prompt  Compl. Cost  per User
run-20250519-091544 77 479+£325 379+£3325 1 1 8 2552.33 1176.44 847.66 37.09 $2.96 $2.96
run-20250519-140037 41 339+245 239+245 0 4 4 815.34 314.54 549.7 16.59 5141
run-20250520-080005 77 345x251 247 £250 1 2 6 2126.15 971.17 623.73 35.10 32 $3.21
run-20250520-104815 47 338 +235 238+235 1 ] 4 1082.06 481.61 373.17 21.98 $ 160 $ 1.60
run-20250520-131807 56 391 +288 291+288 1 2 4 2230.84 1150.72 540.05 91.21 $3.56 $3.56
run-20250520-152006 77 360 +240 261+ 239 1 4 7 2385.87 1046.11 886.15 50.04 $3.48 $3.48
Average 62.5 3.81 2,828 083 2.16 5.50 J1865.43 856.77 636.74 42.0 $2.7 §2.96
+2.72 + 2.72 it 729.46 =+ 366.68 +196.6 =£26.85 =£§0.95
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DeepSeek-V3 100 100
- RBIZE N EE T EESEYE GPT-do
- Iﬂﬂiﬁﬁgﬁ Qwen3

Gemini-2.5-Flash 100 83 100

« JEHBRILIM: EEEBZSMBIZ. AS- SRR o0 100 100 [ =5 R o0 100 B

REP Roasting., BiIERFER TR E

- HIBBILLM: BEMRBZILADIEDE & &

- TEFASHSERERLR S
- npzENX TAEER, 77 ITaTHm *
B XPSsunEH Moo e oo e o S

. . DAPetc.
smbclient 100% 231 19.04% 6.49% 12.55% Enumerating SMB shares,
£ 20 S FfL
access files over SMB
{E 1* e = cat 100% 100 21% 3% 18%  Outputting retrieved files
echo 100% 79 0% 0% 0% Creating new files
2t DD nmap 100% 46 17.39% 10.86% 6.52% Network scanner
[ J Typ e 1 EE 1* rpeclient 66% 45 35.55% 4.44% 31.11% Querying SMB resources
impacket-GetUserSPNs 100% 44 65.90% 13.63% 52.27% Kerberoasting
john 100% 40 60% 5% 55% Password Cracking
‘E @ HH ﬁm sHI\D ];E impacket-GetNPUsers 83% 37  48.64%  40.54% 8.10% AS-REP Roasting
- L {E 1* E ’] \ hashcat 83% 34 94.11% 0% 94,11% Password Cracking
impacket-mssqlclient 33% 32 68.75% 43.75% 25% Accessing Microsoft SQL
2N Servers
[ ] Typ e2 EE 1* impacket-smbexec 50% 23 69.56% 69.56% 0%  Executing Commands on re-
mote servers over SMB
impacket-secretsdump 66% 21 9.52% 9.52% 0% Dumping credentials from

r ‘-ﬂ Y =) remote servers
- I {B 1* E I] \ impacket-getADUsers 66% 17 52.94% 52.94% 0% Enumerating AD Users

Is 66% 17 0% 11.76% 11.76%  Listing Files 1 7
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[ ICML-2025]

EnlGMA: Interactive Tools Substantially Assist LM Agents in
Finding Security Vulnerabilities
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° :I:I:Bﬁzlx EnibMA < Components @ SWE-Agent Computer Interfaces - ~
: r . N CJ Computer
f LM-cybersecurity commands LM-friendly commands
° ; ~ ;B I_:‘IF-_.I ( # Interactive Agent Tools (IATs) <7 Navigate repo O Search files ) @ Terminal
@ Ghidra decompile & disassemble = Usefileviewer  p¥ Editlines
4D . K Python libraries & Security Tools — w77 Debugger
— IIE'\ QD =15 - (\W Language Model] & il A g8 L
5 4k 28 ) ¥ Connect
° . = .
LMII...\ ZD 5o /t [ Summarizer for long-output _ LM-friendly E= Filesystem
commands environment feedback =
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* InterCode-CTF: picoCTFBI100TCTFHkEE, =P LCTF
e CyBench: HackTheBox. Sekai CTF. GlacierfIHKCert81401~CTF}ksk, S HCTF
« HackTheBox: HackTheBoxBJ50 7T CTFHiSY, BiEEIES:
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iRit YIH 35

4apg )
'I'I Be IEF1E % SOLVED AVG. COST
NYU CTF (SHAO ET AL., 2024B)
\ =
— EHIGMAEFEEEIEJ:j:E]*iE! SOTA ENIGMA w/ CLAUDE 3.5 SONNET 13.5 $0.35
ENIGMA w/ GPT-4 TURBO 7.0 $0.79
A ENIGMA w/ GPT-40 9.0 $0.62
Claude 3 5 Sonnet ﬁi E_fj- ﬁﬁF ENIGMA w/LLAMA 3.1 405B 7.0 $0.34
v NYU AGENT (PREVIOUS BEST) 4.0 -
RZ = B a1
CYBENCH (ZHANG ET AL., 2024)
=B N\ 1 ENIGMA w/ CLAUDE 3.5 SONNET 20.0 $0.91
Success%tl:'.ﬂ”]faﬂ)] qu | ')’E‘J%EIJ ENIGMA W/ GPT-4 TURBO 17.5 $1.60
ENIGMA w/ GPT-40 12.5 $0.61
~IBZB /1)1 Ban
- TIBRDikEIRBIZLE ENIGMA W/ LLAMA 3.1 405B 0.0 $0.42
CYBENCH AGENT (PREV. BEST) 17.5 -
INTERCODE-CTF (YANG ET AL., 2023B)
ENIGMA w/ CLAUDE 3.5 SONNET 67.0 $0.24
ENIGMA w/ GPT-4 TURBO 72.0 $0.53
. . ; . - ——— ENIGMA w/ GPT-40 69.0 $0.47
= E‘ - ENIGMA w/LLAMA 3.1 405B 70.0 $0.21
sop O INTERCODE-CTF AGENT 40.0 -
GOOGLE DEEPMIND AGENT (PREV. BEST) *43.0 -
EXIT STATUS PERCENTAGE (%)
Cx1T CooT 631 HTB (COLLECTED BY US)
E SUBMITTED 295 ENIGMA W/ CLAUDE 3.5 SONNET 26.0 $0.53
© NO EXIT STATUS 5.0 ENIGMA w/ GPT-4 TURBO 18.0 $1.35
EXIT_AGENT_ERROR 0.8 ENIGMA w/ GPT-40 16.0 $1.71
EXIT_CONTEXT 0.5 ENIGMA w/LLAMA 3.1 405B 8.0 $0.75
EXIT_FORFEIT 0.5 NYU AGENT W/ GPT-4 TURBO 20.0 -
EXIT_FORMAT 0.3
EARLY_EXIT 0.3

25
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SIERIT RIS

‘ﬁ Em E'Eijﬁ INTERACTIVE AGENT TOOLS (IATS)
DEBUGGER AND CONNECT 29.5
—3 L
BRI HRE o LIRS HRE No IATS 27.4 |4,
SUMMARIZER
 crypto (0% ) ( pwn. rev EHEEIRF
. LM SUMMARIZER 29.5
« forensics ( BUIE ) A0web EMEEE T BF SIMPLE SUMMARIZER 26.9 1156
— NO SUMMARIZER 28.2
- (A J 1.3
- \;E*D;Ell_'fﬁ; 4\}3%ﬁﬁﬁﬂ{] DEMONSTRATIONS
* misc*l]webJ:'EE“E_Flﬁ W/ DEMONSTRATIONS 29.5
_ :'E\g%%ﬂl‘*%f %;EB']J:-FI NO DEMONSTRATIONS 23.3 62
- reviPiZBIRESES
- = CATEGORY FULL AGENT NOIATS  SIMPLE SUMM. NO SUMM. NO DEMONSTRATIONS
x‘ﬂ%ﬂiﬂ? CRYPTO 25.42 23.73 20.33 21.19 16.95
. 4t =5 4t op FORENSICS 38.23 41.18 29.42 35.29 26.47
* misctP iR R REG53E PuN 20.45 11.36 15.91 13.64 9.09
= REV 32.69 28.85 29.81 38.46 22.11
x‘i%?ﬁlﬁ MISC 40.98 40.98 47.54 39.34 47.54
WEB 13.79 17.24 13.79 10.34 20.69
TOTAL 29.49 27.43 26.92 28.20 23.33
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