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[ NIPS-2025 ]
Attack: Inducing LLM Agents to Invoke Malicious Tools
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— ZEEBIBAHIFEE ( Rewrite, Refuge ) WTAMAJLFFL

LLM Attack Setting Defense Targeted Untargeted

TS (1) ASR (1) PR(t) PL(1) | TS(1) ASR(T) PR() PL(D)
Gemma3-27B Injection Attack None 85.40 85.40 85.40  85.40 - - - -
Gemma3-27B Prompt Attack None 89.20 83.60 83.60 83.60 | 96.20 73.80 73.20  73.20
Gemma3-27B Our None 98.42 95.58 94.83  94.69 | 99.30 83.10 81.80 81.49
Gemma3-27B Our + Injection Attack None 95.33 95.33 94.50  94.13 | 99.60 99.20 98.20 97.61
Gemma3-27B Injection Attack Rewrite 80.60  78.00( 74  T7.80 T7.51 - B - -
Gemma3-27B Our Rewrite 95.33 9050 51  90.12 89.65 | 97.00 83.60 (05 8174 81.19
Gemma3-27B Our + Injection Attack Rewrite 91.83  91.00( 43  90.17  90.17 | 98.20 9340 ( ss)  91.60  91.27
Gemma3-27B Prompt Attack Refuge 96.00 84.67 (+1.1) 83.50 R83.35 92.33  53.00( 208  53.00 53.00
Gemma3-27B Our Refuge 96.00 89.00( s6)  88.00 83.00 | 96.00 60.80( 223 59.20 5847
Gemma3-27B Our + Injection Attack Refuge 97.33 9733 (120) 94.67 94.67 | 100.00 100.00 (;05) 97.20  96.61
Gemma3-27B Our + Injection Attack  Rewrite + Refuge 94.33 9433 ( 10)  93.00 93.00 | 98.40 96.40( 25  94.80 93.68
LLaMA3.3-70B  Injection Attack None 75.80 75.80 75.20 7104 - - - -
LLaMA3.3-70B  Prompt Attack None 99.20 90.40 90.40  90.40 | 97.25 74.00 73.50  73.50
LLaMA3.3-70B  Our None 99.67 94.80 94.80  94.80 | 98.75 76.55 76.48  76.45
LLaMA3.3-70B  Our + Injection Attack None 99.47 99.47 99.42 9930 | 99.64 99.55 99.29 98.59
LLaMA3.3-70B  Injection Attack Rewrite 87.40  70.00( ss)  70.00  69.56 - - - -
LLaMA3.3-70B  Our Rewrite 99.73 9693 (:21) 96.80 96.80 | 99.60 81.30 (11w 7987  79.69
LLaMA3.3-70B  Our + Injection Attack Rewrite 99.20  99.07( 04y  99.00 98.87 | 99.60 9830 ( 13  97.73  97.57
LLaMA3.3-70B  Prompt Attack Refuge 96.50 8450 ( s9) 84.00 84.00 | 98.00 5533( 187 5533  55.33
LLaMA3.3-70B  Our Refuge 98.67 9040 ( 114 9040 9040 | 97.60 57.60( 19.0) 57.60 57.41
LLaMA3.3-70B  Our + Injection Attack Refuge 99.47 9947 (ro0) 9947 9947 | 99.20 99.20( 04y  99.17 9836
LLaMA3.3-70B  Our + Injection Attack  Rewrite + Refuge  98.40 97.87 (—1.6) 97.80  97.64 98.00 94.20 ( -5.1) 93.61 93.44 19
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[ ) tA 3 =]1=
(TN OGRS Gemma3-27B 90.83 33.33
_ EERESIIT LLaMA3.3-70B 92.00 30.67
BREER Qwen2.5-32B 89.23 15.38
o 3B GPT-40-mini 65.71 286

Tool Generation LLM

Base LLM

Gemma3-27B  GPT-4o0-mini  LLaMA3.3-70B Qwen2.5-32B
Gemma3-27B 95.58 82.86 82.67 86.15
GPT-40-mim 71.67 81.13 5511 80.93
LLaMA3.3-70B 100.00 98.57 91.80 96.92
Qwen2.5-32B 88.33 90.00 97.30 97.08
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[ ICML 2025 ]

From Allies to Adversaries: Manipulating LLLM Tool-Calling through
Adversarial Injection
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v : : A 7 R ecantesess
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Tool Calling of C S ant st ol | 73 Tool Calling |
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- PB1LiITEE
—. 3 pue G == (k]
— Bir: Pt — 1 E RS ~

\ IS0 Description: Train a model for biomarker classification using STAMP.

0 () https://github.com/KatherLab/STAMP
—_— (5 optional full-text article )
lISZEJﬁF’ J= FE'HzEIEHE E | mmens

AN n
— B

I

+ slide_dir (str): Path to the folder contalning the whole slide images.
Example; ® /mount/input,/TCGA_BRCA™

E + clini_table (str): Path to the CSV file containing the clinical data.
Example: " /mount,/input/clini.xlsx"

+ slide_table (str): Path to the CSV file containing the slide maladata.
Example; " /mount/input/slides.csv™
« target_column {str): Mame of the column in clini_table that contains the target labels.

‘1’ D

— I 1 *E Example: “pathologic_stage”

Returns:

« trained_model {str): Path to the trained model

BELIE

~ ETFREMRKK
EENE

_ BEFBEXKIIE e T —

slide dir: str,

RUN git clone https://github.com/KatherlLab/ clini_table: str,
_ EAH:: . }'I'I' \m ---EHQZ ‘q’* ’L\17‘] E’]} 1fIE- STAMP && % slide_table: str,
HIJ . BL i X—IL  ~ cd STAMP &6 target_column: str,

apt update &5 \ } = dict:

apt install -y openslide-tools &F # Actuwal code that performs feature
pip install -e . B # extraction and model training ...
stamp init &5 3\ return {“trained_model™:

\ stamp setup JAS trained_model_path}
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Kevword YouTube email stock

y ASRpe ASRpr | ASRpy ASRpr | ASRret  ASRpr

MCG @ 64 Step (ours) | 42.11% 36.85% | 50.00% 23.91% | 57.64% 50.70%

Poisioned RAG 63.16% 10.53% | 56.52% 21.74% | 68.75%  33.33%

Hotflip @ 128 Step 15.79%  10.53% | 28.26% 10.87% | 18.75%  14.58%

Keywords YouTube email stock
ASRpr ASRpr ASRpr

ASR ASB e GPT Llama3 Qwen2 ASRpet GPT Llama3 Qwen2 ASRpet GPT Llama3 Qwen2
ToolBench | 42.11% 42.11% 36.85% 14.04% | 50.00% 50.00% 2391% 13.77% | 57.64% 56.25% 50.70% 23.61%
Contriever | 82.46% 75.44% 61.40% 14.04% | 80.43% 78.26% 54.35% 15.22% | 91.67% 91.67% 88.19% 38.54%
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Keyword | YouTube ‘ email ‘ stock ‘
Metrics | Retriever/LLM | GPT  Llama3 Qwen2 | GPT Llama3 Qwen2 | GPT Llama3 Qwen2 |

ToolBench 97.62% 97.62% 97.62% | 100% 100% 100% 100% 100%  97.62%
Contriever 100% 100% 100% 100% 100% 100% 100% 100% 100%

ASRe ToolBench 97.62% 97.62% 46.45% | 100% 64.52% 43.06% | 100%  83.84% 39.31%
Train Jall Contriever 97.62% 90.48% 26.19% | 91.40% 79.57% 45.16% | 100% 84.85% 41.41%

Split

ASRpet

ASR ToolBench 100%  50.00% 7549% | 100% 36.84% 8542% | 100% 390% 81.86%
Dos Contriever 100% 3697% 100% | 97.62% 79.00% 97.44% | 100% 16.68% 70.88%
ASRim ToolBench 100%  100% 50.00% | 83.33% 100% 50.00% | 22.22% 66.67% 66.67%
vre Contriever - - - - 79.00% - - 89.58% -
ASR ToolBench 386% 3860% 4797% | 4638% 46.38% 47.34% | 5625% 56.25% 45.91%
Ret Contriever | 77.19% 77.19% 77.19% | 70.29% 79.00% 70.29% | 89.58% 83.34% 89.58%
ASEL ToolBench 386% 3684% 16.19% | 4638% 2391% 14.08% | 55.55% 44.44% 14.74%
Test Jall Contriever 63.15% 50.88% 2281% | 68.12% 79.00% 17.39% | 89.58% 14.14% 28.47%

ASR ToolBench 100% 3556% 75.46% | 100% 55.95% 90.00% | 100%  3.42%  90.00%
Dos Contriever 96.97% 2741% 100% | 100% 79.00% 9630% | 100%  0.00%  100%

ToolBench 3889% 41.11% 0.00% 202% 43.45% 0.00% 5.80% 6.84% 5.00%
Contriever 0.00% 0.00% 0.00% 0.00% 79% 0.00% 0.00% - 0.00% 3 4

ASRyrc
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0.6 Success Type
¢ Retriaved
o Privacy Theft

o o
> 3

Attack Success Rate
o
w

Percentage of Total Injection Percentage of Total Injection

Percentage of Total Injection
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