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SecFFT: Safeguarding Federated Fine-Tuning for Large Vision
Language Models Against Covert Backdoor Attacks in IoRT
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- KEWGEEERN: PN
. TP + TN
Accuracy. Amwucy_TP*TNiFP*FN Tr(l)Je Fa‘:se
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3 27 . — FP H3L25) alse rue
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SIELSR =W ISimXIEL

Strategy | Defense Acc. | Rec. | FPR | FNR | AUC | MCC — T¥EdgeCase ( None ) I 1 % ~
Foolsgold | 0.96 | 0.90 | 0.00 | 0.10 | 0.95 | 0.92 fEEdo ( ) Wbt
Nofie FLTrust | 1.00 | 1.00 | 0.00 | 0.00 | 1.00 | 1.00 o SecFFT: HI/AZES5EOIZEGXE)
Flame | 0.92 | 1.00 | 0.13 | 0.00 | 0.93 | 0.85
SecFFT | 1.00 | 1.00 | 0.00 | 0.00 | 1.00 | 1.00 | 1.00, FPRJJ0.00
0olsgo . . . . . . .
<o | FLTrust | 100 | 100 | 0.00 | 0.00 | 1.00 | 1.00 baseline: FoolsGoldBIFNRE S ,
Flame | 0.92 | 1.00 | 0.13 | 0.00 | 093 | 0.85 - e A
SecFFT | 1.00 | 1.00 | 0.00 | 0.00 | 1.00 | 1.00 71010, BHRIRERTIR;
Foolsgold | 0.96 | 0.90 | 0.00 | 0.I0 | 0.95 | 0.92 FlameBETRZREAR, 12)90.92
Anole | FLTrust | 0.94 | 0.85 | 0.00 | 0.15 | 0.93 | 0.88 _ )
g Flame | 0.92 | 1.00 | 0.13 | 0.00 | 093 | 085 — TESizesiAngleZIRTF, WEEFHAEE
SecFFT | 1.00 | 1.00 | 0.00 | 0.00 | 1.00 | 1.00

ay o =)
Bt N E o=
“Acc.” stands for Accuracy, “Rec.” for Recall, “FPR” for False Positive Rate, S+ 3 A
“FNR” for False Negative Rate, “AUC” for Area Under Curve, and “MCC” — Q 1[{. SeCFFTT_ *[p ISZEEiﬁI%

for Matthews Correlation Coefficient. The strategies are abbreviated as “None”

(EdgeCase without other strategies), “Size” (Size-limited strategy), and “Angle” Eq % Iﬁ ﬁ ;k: ]:E *;'Ti J: 15] % Fj! H:', 2@ ir_l' ﬂt
(Angle-limited strategy).
7, KiITHSEHH
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IT

‘!-’EQ]:E ¥ﬁ ﬂ i 5 ’I‘Q;E IEE’ gi Algorithm 1 Foundation Model-based D&Ttas-;et Processing

I: Input: Raw samples X', Post-processing sample number

— ?zﬁl?ﬁi‘ﬁﬂﬂi N,ﬂ Sample ratio  r,  Normalization weight 1w,

RFE feature number  n,., PCA component number

’kSHE e Tpca, SMOTE ratio S, Generator (7, Discriminator ).
iRAi 2. Qutput: Binary-class samples with soft labels X',

o 1@ 3. Raw data processing and augmentation: )
Elzis]‘[EIERﬂ*E . MlSSlTlg Value = - Zi=1 X 4 X, + preprocess(.X) R TR TR

n 5. X5 ¢ Recursive Feature Elimination{ X, ne )= — o
: 6: X3+ SMOTE(PCA( X5, npea ), Sy ) SHEIS R
W;E*T—‘Eﬂﬁ - X = X min(x) ?‘ Xa « Conditional GAI\?{XPCH(:‘ EJ N)
N . ; = : itional- .G, D,r,

X / normalized max(x)—min(x) N 1 3 ~

Pre-trained foundation model assistance for generating

« JFIEILHE soft labels:
T fr st 9 Y& snftmax(RoBERTa(X4 prompt))
@an:%iﬁ;ﬁ B/% ( RFE ) |}|-‘ﬁ *{LCI:—_I-{IE 10: | avg, + ,% Li ) :[] E’M,—T-\E’_-“Eﬁk
1: | avg, + Zt Y >~ 5T s S
Iﬁtﬁﬁ*ﬁ ( PCA) : Bsq%gﬁ 12: f]'"smmlh i {3‘“20 + avg, - Y:U o }igl]:\ﬁ- = - ! BE
-. T‘\, }
— CGAN&W?EIEEH gi 13: Fsmuulh — { f\muuth}

14: UYsofti & Yi — Wy~ ﬂ[]]'ITI.:l]lZE( Vsmooth.i - Fsmmthr

° HLR»’IH‘SI;I‘:; EF?%"QSHE%&'}E 15: return X' = (X, Yort)
* G(z,y): WARBZRFRAZE (IRF) v, £X; D(x y): KAEIHRSEF
» iEBIR: minmax{Brp g, 00[l09 DX, y)] + Ezep,n[log (1 = D(G(2,y), y)I}
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— BipiEs
« FIAMIIZRRoBERTAIZEEN “FUH” WU
oINS R ESURHIT TR BIFIHRINS 5733
- ROBERTa5BERTHELL, BEEGHWATE, illZk
R I LAB U iERC T iiFESS
« WA REFIEUK tiER,, REI=E0; %
b FEmEe(x)
* ¢(x) = RoBERTa(x; 0)
- BREE
- TTEEMREFIFNEIZE S
P.(y|x) = softmax(W - ¢(x) + b)
« PURZEAEEEONne-hot@bRZEE, ZEHIEIBIIE R IE(E
BBEFE, SEREHIRESFEEEISk

wREA |

BEEREATERIEE BERTEENE AT

\ B )
\

ERATIEEEE

,"" EAfbatch size
[

I/ exmmisses

. TBEENSPIES

\
\  EERSAFS
|\

\ BOOREEMASK

LT

,’/
RoBERTa
Fimles
R

Vil

RS (160GB)

GLUE

SQuAD

Transformer-Encoder

Token Embedding BBPE

in : Segment Embedding

Position Embedding

AESEMASK

Full-Sentence

#BIENSP

& X batch size

(EAEEEARIBBPE

BEFIRS
BooksCorpus
Wikipedia
CC-News
OpenWebText

Stories
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AR F E B SRNIRETE

— FHIEEIRN /
Pre-
Random Z thir(‘;?f;)s Self-attention Sigmod Prediction

N

YSUZLSTM WM RESUERINRF R | —T7 - 1
-a&%n:mumw;iw@yﬁm —
. RERE: HE N

- BIRSENS RS & = ETEIESL
- BEYFTRNS F—RBRIES SRS ) A

—(1—-6)- soft+ 6 :softmax(predict)
« PORERKEBHEL:

[ (predict, soft)

= U - softmax(predict, soft)
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lelm *E ;_:l:u E ,¥\T Algorithm 2 Federated Learning in Drone Networks

1: Input: Number of rounds R, Number of clients N, Num-
ber of local epochs E, Dataset X, Proximal coefficient p,

E F_._\[letm Kk D ( ALA ) weight of soft loss wyq, Weight of new soft w,,.
- ‘ L, 2: Ol}tputF Global model parameters W,
- RGEIRE (BH) 28, WUsE (Ti’Ri) s ) Seo: o
SIEME, I GAER i e AL G e
: E fe: x|i], soft labels y., ¢, and labels 1
. 1EEE ( | = 1,2’___,L —p) : W, = WG xtract features x[i], soft labels y,s:, and labels y

: for each epoch from 1 to E do
= ; : & loss_c: L. + L(y, 9
5B (i=L-p+1,...,L) : =w; + (W —w)OW, OHpuitS Jose o4k =Lilalyg)

6
7
8: Generate predicted labels: § = net(z[i])
9
Compute loss_s: L < L(Y. Ysoft)

11:  Compute loss_p: L, ¢+ 3 > (w, — wS)?
W, < W.. — n- VW L(WT D) 12: Compute 1oss: L «— Lc T s - Ly T [t - Lp
p p 14 Ll 13: Backward and compute gradients
2L 14: —CHip gradients andadd-Gaussian mofse 1o gradients
uﬂﬁIEm“ 1": 15: Update model parameters

16: Update soft: ysofe < (1 — wy,) - Ysofe + Wy - softmax(7)

Zl-‘ﬂl", .I‘J" 2?\ *E EIJ T_ZIX tm*** 28] ’ki EIJ g I A Iﬁ ) BEfﬁ“ :; ::l(lidf%',-i to the server
RS B S RE L SR i Ser:

21: for each round » from 0 to R — 1 do

U 22: ¢, + Choose clients of N
lp(W’WG) = —p”W — WG”2 23: for each client i € c; do
2 24: W « Localtrain(i, WC, X [i])
25: ﬂ:
26: 1(11 « N Zl l
27: en
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- FRYERS
- EBoIgEilE ST AMPESEE_ EERRE B =1 R I5EE
- SIABRTFESHEERZES R
s EX AT RBBE LRRIRSSS 2280, WA EN0EE:
VO =VO + N (0,0%)
« oiRIE (e, ) ENRFEMF:

1.25
o= Af.\/zin(T)

A ERERL2REUE, Af=miax(threshold,max(||79i|)); BhLET 5l = % KR = S BeU%
EBit8d5, Mm#uBiRiid XallEs, RIMEE o]t
s BTIETIcPRRS, STMBFARIPS A G INERZER)TE
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BIYEEE: cyber-physical datasets

RBESFEAN. £
G PN

42 263% W

Hl SEFDEIB UL E
12,5211

IEE -+ IR

— 60%ilIZk,

MM IEIR

WEEEZ&: SVM. DT RF. CNN. FNN

20%3G1E, 20%iMlizt

TP +TN

Accuracy 4acc=
Recall: recarr -

Precision:

TP4+TN+FP+ FN’

TP

TP+ FN'
PRECISION =

TP
TP+ FP

PRECISION - RECALL

F1-Score: #1' =2 srrcisioNn - BECALL

A FHLoRAH 1T = X FBH-UE

~ LRI S
£ PN

Cyber Features

Cyber Features

Physical Features

timestamp_c
frame.number
frame.len

frame.protocols

wlan.duration
wlan.ra
wlan.ta
wlan.da
wlan.sa
wlan.bssid
wlan.tfrag
wlan.seq
ip.hdr_len
ip.len

ip.id
ip.flags
ip.ttl
ip.proto

tcp.srcport
tep.dstport
tcp.seq_raw
tcp.ack_raw
tep.hdr_len
tep.flags
tcp.window_size
tcp.options
udp.sreport
udp.dstport
udp.length
data.data
data.len
wlan.fc.type
wlan.fc.subtype
time_since_last_packet
ip.src

ip.dst

timestamp_p
mid

X, V.2
VEX,VEY,VEZ
templ

temph

tof

h

bat

baro

time
agx,agy,agz
mpitch

mroll

myaw
est_x.est_y
cntl_x.cntl_y
residual
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FL-IDSEXINNE BE

Dataset TN FP FN TP Accuracy(%) Recall(%) Precision(%) F1 Scores(%)
Cyber-raw 5366 1165 1112 5491 82.66 83.16 82.50 82.83
Cyber-CGANs 2134 723 456 9122 90.52 95.24 92.65 93.93
Cyber-CGANs&Foundation model-based 2090 767 335 9243 LL_L 96.50 92.33 94.37
Physical-raw 595 293 17 1606 98.95 84.57 91.20
Physical-CGANs 1249 7 30 2409 PRAL) 98.77 99.71 99.24
Physical-CGANs&Foundation model-based 1251 5 21 2418 99.30 99.14 99.80 99.47
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