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s Also known as reliability e Aims to misclassify
attack. benign input sample into
+ Aims to reduce model specific attack class.
confidence score by » Unlike untargeted, it
increasing prediction error. predict towards choosen
+ does not specify target label attack class.

D |

[

White-Box ] [ Training Time ]

= Poisoning attacks takes place at
training time.
« Model is being trained with

Adversary has knowledge
about the target system
architecture.

e c¢.g., hyperparameters, corrupted input data.
gradients, dataset,
algorithm etc. -

. Knowledge
Black [ Testing Time J

e Adversary has no or very « Evasion attacks takes place at
limited knowledge about the testing time.
target system to be * Model evade the detection of
compromised Attack Types malicious input during prediction

e Adversary has to use g - time.
adversarial transferability
concept to attack target system.

[ Evasion ] [ Poisoning ] [ Extraction ] [ Inference J

e Occurs at inference time + Modification of training data « Steal model details such as * Steal information related to

* Modification of testing sample Insertion of malicious data during gradients, parameters etc. dataset ¢.g., training or testing

e NIDS evade attack detection model training phase ¢ Creation of surrogate model that dataset.

e ¢.g., adversarial perturbation, * Model learns both benign and mimic target model. o Creation of surrogate model that
feature manipulation, input malicious input « Use surrogate model to attack target  mimic target model using data.
preprocessing. s Compromised model behaviour system. s Use created model for attack

execution
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SiLIRIE GDA-FS

Boosting robustness of network intrusion detection systems: A
novel two phase defense strategy against untargeted white-box
optimization adversarial attack
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\ [ =R — Proposed Two Phase Defence Approach
vV E U i DD
HiESnlEs n
r B
PHASE - 1 (Training Defence) ; PHASE - 2 (Testing Defence)
b : L
r ‘ ) R R
Non-Robust Use ART (Adversarial Use ART (Adversarial
Sl ) Robustness Toolbox) GDA : Robustness Toolbox) FS
) Defence Method Defence Method
| O
OC} : ; List of C&W O_Q
DL | —> || GDADelence : Generated FS Method to Remove
Model . During Training : Adversarial Adversarial Noise
Re-T ' - agse s
e ; Examples Pre-processed
Deploy : L l
l Predict yr—
- | . . Performance
- ' Classification
- ' Classify Report
DL ‘ — +
Model E Confusion Matrix |
' +
Phase -1 : Phase -2 i AUC ROC Score '_

Robust Model : Robust Model
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« GDA-FS
Proposed Two Phase Defence Approach
el \ g L
— Bl Eﬂ IE B s "
NIt PHASE - 1 (Training Defence) . PHASE - 2 (Testing Defence)
« EUEFILIE N : "

R |
Use ART (Adversarial Use ART (Adversarial

* *i‘] ENIDS e Robustness Toolbox) GDA ; Robustness Toolbox) FS

Model Defence Method Defence Method

+ C&WHERTHREK S o R

L 2.0 ODA Defence : Generated FS Method to Remove
p During Trainin i s R P -
— *Z ’l-\’\ y —q% Mw] Re-Train g £ E Adversarial Pre_procﬁssed Adversarial Noise

Examples
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v

Predict
Robust
2 A A EJL 4 \ Perfi P
* ;m“ Et I}, I Ei I}E ﬁl] F S Classification L
Classify Report
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Model - Confusion Matrix

L] + k

Phasc -I E Phﬂsc _2 ‘ AUC ROC SCOI‘C ’

Robust Model ' Robust Model e i =
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Dataset Preprocessing Steps

Cleaning Feature Selection Fca{urci Spliting x
Normalization Training
Dataset
CIC-DDoS O — l!_ r— wc | w— ! >
Dataset

e Check null values e Use feature e Use Standard « Split dataset into Testing Data

e Check infinity values correlation method  Scalar function to training and

e Fill with e Use threshold to normalize features [cs[ingi\'c[b‘ —

mean/median values. drop unwanted 1
feature
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Hyperparameter

Values

Number of Layers

Number of Neurons in Each Layer
Hidden Layer Activation Function
Output Layer Activation Function
Batch Size

Learning Rate

Number of Epochs

Optimizer

Loss Function

Validation Split Parameter

One Input + Four Hidden + One Output
40, 30, 15

ReLU

Sigmoid

4048

0.0001

50

Adam

Binary_Crossentropy

0.25

o 5t XJH ( Binary Cross-Entropy )
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OptimizationFunction(OF) : minimizeo | o |[p + C*F(x + o)
« WHEIRKRE— R XUEBRERNEEZAZEEGE
ObjectiveFunction f(x') = max(max {H (xX)i : i # t} —H(X)t, —c)

P4 '
- BYERE
= = 3 : Pass Different Parameter Settings Adversarial List for
y H PS-1, PS-2 and PS-3 Different Parameter Settings
—h — \2' i H . .
¢ PS-I (%/I-.-0.000Z) : DL g
: [ ‘ Model | ! g - :

Adversary Carlini & Wagner

° PS_Z ( ?32-’:‘0.0003 ) ‘ - Euccess Adversarial Attack List of C&W

—

W ¥ <
- PS-3 (£3%o0.0004) ., = oo

Dataset | !

Use ART (Adversarial Robustness
Toolbox) Library for C&W Attack

Testing Dataset
and DL Model
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* Gaussian data augmentation(GDA) PHASE - 1 (Training Defence)
- ralmng elence

- BENESRRMARLDY, QREUERA i 1
[ BB ABIE B TR E 14 Non-Robust Robwstaces Toolbex) GDA
— BiR: 2/\YASRIERA S H AT P I E IR D etod
Minimum 6 E(x, y)~D[EAx ~ N(0,62)J(0, x + Ax, y)]] D DL O .| GDA Defence
. WEILSIE R —TRUNKIBEIIREA |, R Model | po-train | DUrne TN
IRMIER (SH7) 47, B3 +A lmploy
CYIEERISE , [BERATELEIR KT
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* Feature squeezing(FS)
?H“#—iﬂftrﬁ]%xﬂmﬁﬂﬁﬁéﬁrﬂ%ﬂﬁ |X x|<e PHASE - 2 (Testing Defence)

A
r 3

ﬁu Ss 21 ;R*EFZIX E I]r_l Use ART (s'\qdvcrsaria.l

Robustness Toolbox) FS
|Squeeze(x') — Squeeze(x)| ~ 0

Defence Method

o WS IEEZsRR Adversaral et AT
— FIEE I
o FEEESIEDEEREIMESS l el | Robus
s UFMBREPRIG—TEHIBEISAE, HHEIRS] ) Coeiry, DN A
B — P EMN . BIESENEEED SOl Contsion i
%, = round (:1:,,, N ) R —— EAUC ROC Score
_ R N Robust Model '
— SR/ EiR
« YIESBISIHERITE TR
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HUEEIE—CIC-DDoS-201981125E

R

107,764 119,384

G Ie IR
— ERZEE TP + TN
_ Accuracy =
- oEE TP+TN + FP+ FN
— fBiRE o TP
Precision =
— F1-Score TP+ FP
— AUC-ROC
Wi BEIS R

— Evasion Rate ( i§j

jb#

131,745

(R 62,391, iEE 69,354)

Recall =

Fl-score=2-

I ZrEHE R N SHESR

95,403

(R 45,373, & 50,030)

TP
TP+ FN

Precision* Recall

Precision + Recall

23



SIGLSR YIM XS

* NIDSTREZ VI BGE T B 1T gE
- WEEMBRENEGRENRIE G NS
- ETFPEUESE LRI5RIERZRIXE 98.5%
- B X@istrRE= IS
- BEIEREMERENF X 38ENIR R
* AUC-ROCHIHI 0.9847 Tistes me B fides
- BERSHKNoTEN Confusion Matrix Pre-Attack

#\

40000

3 FES ° hp B % ) BILEEA

- 12IEE (1.15% ) F0imHEZE (0.33% [t .
30000

2
© 25000

—
] - 20000

=
Name Classification Report Confusion Matrix Area under the ROC | F 49717 - 15000

Pre-Attack Evaluation A P R F TN FP FN TP AUC-ROC 2o

- 10000

52.11%
(Weighted Average) | 0.985| 0.986 0.985 0.985 44,272 1101 313 49,717 0.9847

A — Accuracy, P - Precision, R — Recall, F-F1Score, TN - True Negative, TP — True Positive, FP - False Positive, FN — False Negative.

- 5000

0 1
Predicted Label
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- WFaES=8Ecalx
« PS2INEERURER R, PS-3IVEBUREESS, DIEERIE X BIH o BB o3 i i E

o Post C&W Attack for Different Parameter Settings Post C&W Adversarial Attack
. Accur: 4
—f] =
. Recall #
08 Fl-score
. 3 0.8
©
o<
61 D o6+
T 2
o pur}
S ‘n
(¥}
N S o4
) K
o s/ —— Pre-Attack=0.9847
= 0.2 i n e -1)=
.-:‘.’ii’fﬂ—"" -~ AUC(PS -2)=0.3169
gl Liamess === AUC(PS -3)=0.4003
0.0 0.2 0.4 0.6 0.8 1.0 25
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(PS-11%35.5% ) BE12H
— WARNGZEENEUNEREEREEER
* PS-1ZEPS-38JAUC-ROCF35170.8519. 0.888%00.8919

Post Two-Phase Defence for Different Parameter Settings
Post Proposed Two Phase Defence
0892210 890.89 0.9 2220.89 0.9 1.0 1 — e
0.850.860.850.85 " S ——— ———
0.8 4 'l,ll
g os- ;
(1] I
o
0.6 1
) ]
2 Yos
5 =
» n
O ]
0.4 1 g 0.4
Q
o —— Pre-Attack=0.9847
= 0.2
0.2 -~ AUC(PS -1)=0.8519
cision -- AUC(PS -2)=0.888
.y -- AUC(PS -3)=0.8919
c 0.0 0.2 0.4 0.6 0.8 1.0

PS-1 PS-2 PS-3

Parameter Settings False Positive Rate
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- Recall /,_/’; = :f::ﬁ-' oa®
ia Fl-score E 0.8 ',”_’;' oE Fl-score - E
e e Yos LT
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NIDS-DA: Detecting functionally preserved adversarial examples
for network intrusion detection system using deep autoencoders
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whether the error
is more than the
threshold ?

X is not-
adversarial

Reconstruction

_ f}—f\ error
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r 1 Adversarial
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Test data sample
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Computing

e NIDS-DA
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Non functional functional

Average
reconstruction
error (Threshold)

“.. Jeatures  features .-

L ko2 - * Tme"rmiati"i" L) Femkas Training|deep autoencoder
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« YIEBN RS

A% 4
Eq: E%Hﬁ Z I_.l ( DNN ) Algorithm 1: Generating adversarial examples with constrained
L =25 = perturbation
- EHUA P III/ 2 Input : Dataset D of Dos datasamples and trained substitute
1=y ] classifier f
E *-F l: ﬁ F lIII/ CVRDILEE Output: Adversarial examples

.f.}; /*Non functional features in D

. R AR—LAD0S Il Ve

Adv < {}
— EHIJ A . ;Jﬁ;ﬁz’lﬂig*im ; Iniga;ze perturbation parameter §

4 Adv—Gen— Algo « {FGSM,BIM,PGD,JSMA, Deepfool}

— WiHHILE: FGSM/BIM/PGD/JSMA/Deepfool s for Vxin D do

6 x* « Adv— Gen — Algo(x, f, NF.8); /* function call

EEEE ‘T_|'*l=' returns adversarial example x* by perturbing
LirE - :
only non-functional features NF */
—— ag =+ 7 7 Adv « Advu x*
 BIEVIHETEAHIE il ¥

RS EIETEIFDIGE TSR P o retum Ad
BANEERES AR, X5
BHEANATRERES

Allll

34



SHAZ U= SHAH B ES

« DAEZH

- WA IEEHR (RHE) BAEEEISIE

— RS-V PiZR

- RIBZEE: WMASIE 1R5TAMRE. REREBERR
- JREE: mPBUENGD, BRIERBEA ()
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=
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SHAZ U= SHAH B ES

» DAEillZk
— = w — . ’ . Algorithm 2: Training Deep autoencoder
—_ IJII z,?\ E *’-F . Hilj\f‘t EﬂAlj AM;E 5 EB *i\] éﬂ]:E z IE-I Input : Dataset D of normal datasamples

QOutput: Trained DAE and threshold value

E{] % = 1 Dy Dyosy — train_test_split( D)
H 2 D wain iNON functional features}

? —
train_non_f unc

. . F2 8 Dyost non_fune = Dyess {nON functional features}
Reconstruction error = argmin ”x — X ” 4 Initialize learning rate, epochs, batch_size and nos. of layers
E.D s Initialize weights and biases of Encoder E and Decoder D
—_ ij"éﬁ \T_'-*i ’ & while epochs > 0 do ‘
7 encoded_output «— E(batch, Dy iy o func)
VAY VAY 8 decoded_outpur «— D(batch, encoded_out pur)
* %}]u 1t Bﬁ*ﬂ- %J]u 1{% ﬁq *I] ﬁfli ﬁq E’]WE'_G 9 loss < compute_loss(batch, decoded _out pur)
JLr=\ 10 compute_gradient(loss)
1ﬁ§ ) IEIJ"Q?\R*Q 11 update weight_and_biases(learning rate)
12 epochs « epochs — |

« FIFADAESE1AE11E, 1‘|' FIRK 15 end

; /* Using trained DAE for computing threshold */

,i n1§}§§*ﬁ*§ﬁu t 14 aggregate_error +— 0

15 fﬂl’ Vx H'l D:e.ﬂ_}mn_fmr:' dD'
_ |ﬂ”§ﬂ-ﬁ 6 | R.E — RMSE(x, D(E(x))
17 aggregate_error — R.E + aggregate_error

- Bl SRIEE G AVIZREFRIDAE o

19 threshold «

size( D te st s Sune 1

o -L-l-ﬁ@/\ﬁzzlxﬂ’]ir] % ( RMSE ) 20 return E, D, threshold

- HEFFENEARNTIZE, (ERRIEE 36



SEIRIE XT3 7N

. DAER TR I
gorithm 3: Detecting adversarial examples
— Eﬁ A . 1%*@ }mlj *EIEZI_( ( ﬁ;'é 22 J:lj 7J|J 7] “IE‘%" B‘] 7 ) Input : Test sample x, trained DAE and threshold

Output: Whether x is adversarial or not

A‘nl ‘TJ' D 1 RE « RMSE(x, D(E(x))
— “ ?
*_“*]L*EE 2 if RE > threshold then

« IV BEME ST S ADAE 3 | return True

4 else

. .L.I. E—E*ﬁllﬁ% E e|ndreturn False
-  XFiEE HZENTINER; &

m“ 7‘] IE .‘%‘. Eﬁ ZIX Trained Deep autoencoder

o
@
whether the error X IS not
Encoder & | Decoder
g is more than the versara
=] b ?
@ Reconstruction threshold ?
i ‘j A 3 error
N Xis
Adversanal
x |t | | f3 | fg e f

functional  non-functional
features features

Test data sample 37



IR RR

UNSW-NBI15 37,000 4,089 41,089
CICIDS2017 78 97,686 128,025 225,711
NSL-KDD 42 67,342 45,927 113,269
\ 2 Accuracy = Recall =
— HEHE TP+TN + FP+ FN TP+ FN
— ol . .
D5 P *R
WA TR 2 Precision = 1P Fl-score=2- reCfoon azll
— BiRZE TP+ FP Precision + Recall
F1-Score
ﬂhﬂ%ﬁﬁ

— FGSM. BIM. PGD. JSMA. DeepFool
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SIGLSR XIMIXSWi

) I:I: 1E E ft ﬁ X 2 D :I: YT_I. }ﬁ IQ E -F Eq II.E ﬁlé Dataset Normal data samples Dos samples Adversarial examples
— HURE&: BESiiESE (IEEES/ W) UNSW-NB15 11083 1244 1244

CICIDS2017 9773 12799 12708

- BEYUEERREL Lt G RSN HRE 2
— WERBRERZERSIER, CICIDS20178UEBEZ NG XK
— BNEXRBEBEIXEEHIETNERES RIS E S, EEZERIE

NSL-KDD CICIDS2017 UNSW-NB15

e 100 A A 100 4
_ WEE m WEE

100 4

80 - 80 4

60

TR (%)
HETATE (%)

40 1

20 4 20

FGSM Deepfool PGD JSMA BIM FGSM Deepfool PGD JSMA BIM FGSM Deepfool PGD JSMA BIM
WHs*& UG vaps UG Al
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| JSMATRE & | BIM &
99.59 100.00 i 1004 .86 99.59

« ARG B H B HERERI I -
— DeepfoolfDISMABGE R A{E 5 2B iHH -~
HTFRNRS b

— UNSW-NBISSUBSRUISRIBRIS 20T
FEMA M EIRERMBE S E0SE

FGSM Brai 7k | Deepfool B 5 | PGD i
99,59 100.00 | . 99.59 99.59

CICIDS2017
gk

100 4

Y (%)

20 A

NSL-KDD CICID52017 UNSW-NB15 NSL-KDD CICID52017 UNSW-NBLS NSL-KDD CICIDS2017 UNSW-NB1S
Hig%E gk b8



SCIGESER XIINNE i

R S SUB SRITIS D AERITT i S N gk

—_— " = — Dataset Threshold value
— TIE :/I\?ZSHE L2 = ﬁ?]u 1J" QZ.EDAE ’ fE EIJ DY 1E U:ISW-NBIS 0.0025
CICIDS2017 0.0000413

— DAERETIImAS 2 P 8 W i 2K NSL-KDD 000109
- ERRINGE N BEEREN0IEE, EESEZRIEE

NSL-KDD UNSW-NB15 CICIDS2017
© © ©
£ 1344 £ 1976 <
o =) o
_ =z o —
18] (1h] (]
o] 0 0
5 5 L
v 3] ]
- o e
= .o = © = .o
© © ©
Do 0 3121 o 0 1244 2.
] ] ]
= 3 3
< < <
Normal Adversarial Normal Adversarial Normal Adversarial
Predicted Label Predicted Label Predicted Label
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 NIDS-DAFTZEEPTBASIER LI HAERSHEINEE
- BREREBISEERIZILEE
- PHRRERIEEE RS ERIIFEHTTIE
— SAlslmanZF A (2024 ) FAXEIRBRBIBENAEEL, E74015%
— SRoshanF ARk, SEGEFERMHEREBELE, E74)11%
— SDebichaFS AMERAE T FEF SIRNZ TGN E ENEEE, 127118%

Detection method Datasets

CICIDS2017 UNSW-NB15 NSL-KDD

Our Work

Alslman et al. (2024) - 85.00 ~
Roshan et al. (2024) 98.72 - -
Debicha, Bauwens, et al. (2023) 88.67 - 81.85
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 NF-DAERIAZSFF-DAEFEIBLE
— NF-DAE: BIZKNM Fi%, BEIEVIGESIE
FilIZRBIDAE

_ FF-DAE: TE=ESE FYISREKIDAE BB

\ UNSW-NB15  0.01568636 0.0025
— EES

. FF-DAEENISTES :F'I:IﬁE, SHIZE4) CICIDS2017 0.000565036 0.0000413
i E ﬁﬁi; AEES NSL-KDD 0.00253260 0.00109
— SCISEE RO
- NF-DAERAEMBEESR L, PIERE
BEIE T BRPBESE NSL-KDD UNSW-NB15 CICIDS2017
- IRIREEIR o Gl ORI Caper e B AR s mw ames
Nos. of false positives reported by NF-DAE 1344 1976 1268
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« BiLtlFh
— NIDS-DA: BXiEITREBRIYZE (DAE) KN{UESEAENGEIS T IEE (R E

B
— GDA-FS: BGDASFSES, HlZr5NEim b P EIBhfE, SEHRERPEz Bhfl
BIE PR TE

- HiELHB
— NIDS-DA: 5FF-DAEMBLLREFRIXIEEE, 1257 NIDSHIE IR TE
— GDA-FS: GDAIBRTIEZINISIEN, FSRISIABBURLY T 1% S Bg20
- RERE: FAMIZRIEE RIS ITFE RS2 RAFIE IR IR S 1 N SCT
- SR BiiftiRABRERXENIFIE 75, MARKBRFENL S
— SEOIRREAL (XAL) Bk, S ReIEmyLEl, KIvmEsRes
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