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Boosting Adversarial Transferability
by Block Shuffle and Rotation
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Algorithm 1 Block Shuffle and Rotation

Input: A classifier f with parameters 6, loss function J; a
raw example x with ground-truth label y; the magnitude
of perturbation €; number of iteration 7"; decay factor
(t; the number of transformed images /N; the number of
blocks n; the maximum angle 7 for rotation

Output: An adversarial example 244V

1: oo=¢€¢/T,90=0
2: fort=1—Tdo
3 Generate several transformed images:

T (%2, gi7)
Calculate the average gradient g; by Eq. (6):
Update the momentum g; by:

oA

gt =U-gt—1 + _gt
||9t||1

N

Update the adversarial example:
zf? = 237 + o - sign(ge) (5)

end for
: return 723

e N
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Model Attack  Inc-vd  Inc-vd  IncRes-v2  Res-101  Inc-v3.,.0 Ine-v3...4  IncRes-v2...
DIM 98.6* 64,4 6.2 535 IS8 184 95
TIM 100.0* 493 439 40.2 246 21.7 134
Ine-v3 SIM 100.0* 69.5 fv8.5 63.5 323 31.0 174
& Admix  100.0* 822 81.1 738 387 179 198
PAM  100.0* 764 75.5 69.6 9.0 388 20,0
BSR 100.0* 96.2 94.7 %0.5 550 516 293
DIM 72.0 97.6* 63.8 572 26 2L1 11.7
TIM 59.1 99.7% 49.0 419 26.8 229 16.6
o SIM 804 997* 734 69.4 486 452 296
Incvd  gdmix 890  99.9¢ 853 79.0 55.5 517 323
PAM 86.7 999+ 81.6 759 554 505 332
BSR 96.1 99.9% 934 884 576 52.1 343
DIM 70.3 64.7 93.1* 58.0 304 235 169
TIM 62.2 55.6 97 4% 50.3 24 27.5 226
SIM 859 30.0 98.7* 76.1 56.2 49.1 425
IncRes-v2 : \
Admix Q0.8 6.3 99.2¢ 822 636 56.6 494
PAM 88.6 86.3 99 .4+ 81.6 66.0 58.3 51.0
BSR 94.6 938 98.5¢ 90.7 714 63.1 51.0
DIM 76.0 684 70.3 98.0* M7 8 196
T™ 599 522 51.9 99.2#* M4 32 237
Res-101 SIM 74.1 69.6 69.1 99.7+ 428 396 257
' Admix 845 30.2 80,7 99.9+ 516 4.7 299
PAM 774 739 75.7 99,9+ 512 46.3 322
BSR 97.1 96.6 96.6 99.7+ 78.7 747 55.6

Table 1. Anack success rates (%) on seven models under single model setting with vartoas simgle input transformations. The adversanes
are crafied on Ine-v3, Inc-v4, IncRes-v2 and Res- 101 respectively, * indicates white-box attacks
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Jll’.ﬁi)\’E‘ﬁISZEE (DIM\ TIM. SIM. Admix\ PAM) i,’é‘.\

T IA . B___/\} = L= 1 =
— #5ie: BSR 22— 1TiEAEEER, MARSHEMA AR HE
Attack Inc-v4  IncRes-v2 Res-101 Inc-v3,.,s3 Inc-v3,.,sa IncRes-v2.,.

BSR-DIM 98‘3T3|-9 94‘8T34-6 90'1T36-6 57'8T39-0 54.51\3(,_1 32.31;22.3

BSR-TIM 94'7T45-4 92-5T48.6 87'OT47-0 A -3T46-7 68.4T46_7 47'9T34-5

BSR-SIM 99-4T29-9 98.4@9.9 97'8T34~3 84.3T52.0 81'4T50-4 59'2T41-3

BSR-Admix 98-9T16.7 98.8“7.7 98'2T24-4 89.11‘50.4 86.9“9.5 68.0T43_3

BSR-PAM 98'5T32-1 97.3T21_3 96'9T27-3 79'4T40-4 75'3T36-5 50'5T30-5
Admix-TI-DIM 90.4 87.3 83.7 72.4 68.4 534
PAM-TI-DIM 89.3 85.5 80.7 73.6 69.1 32.1
BSR-TI-DIM 95.2 92.9 87.9 74.2 T0.7 50.0
BSR-SI-TI-DIM 98.5 97.1 95.4 90.6 90.0 751

Table 2. Attack success rates (%) on seven models under single model setting with various input transformations combined with BSR. The
adversaries are crafted on Inc-v3. 7 indicates the increase of attack success rate when combined with BSR.
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Attack Inc-v3 Inc-v4 IncRes-v2 Res-101 Inc-v3.ns3 Inc-v3.nsa  IncRes-v2.,.
DIM 99.0* 97.1% 93.4% 99.7* 57.6 51.5 35.9
TIM 99.8* 07.4% 94.7* 99 8* 61.6 555 45.6
SIM 99.9*% 99 |* 08.5% 100.0* 78.4 5.2 60.6
Admix 100.0*  99.6% 99.0* 100.0* 85.1 80.9 67.8
PAM 99.9*% 99 7% 99.4%* 100.0* 86.1 81.6 69.1
BSR 100.0*  99.9* 99.9* 99.9%* 92.4 89.0 712
Admix-T1-DIM 99.6* 98.8* 98.2* 99 8* 93.1 92.4 89.4
PAM-TI-DIM 99.8* 99 8% 99.2% 99.8* 95.8 95.2 93.0
BSR-TI-DIM 00.8% Q9 8* 99.7* 99.8* 96.1 95.1 90.8
BSR-SI-TI-DIM  99.9*  99.9* 99.9% 99 .8* 99.1 99.1 97.0

Table 3. Attack success rates (%) on seven models under ensemble model setting with various input transformations. The adversaries are

crafted on Inc-v3, Inc-v4, IncRes-v2 and Res-101 model. * indicates white-box attacks.
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NRP %)
— Wt R : FARASHEHE
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Method HGD R&P NIPS-r3 Bit-RD JPEG FD RS NRP Average

Admix-TI-DIM 928 935 94.5 82.4 97.6 909 726 804 88.1
PAM-TI-DIM 954 953 96.4 85.9 98.4 934 740 8338 91.6
BSR-TI-DIM 971 980 97.9 84.9 98.8 932 69.1 736 89.1
BSR-SI-TI-DIM  98.5 99.1 99.4 914 99.2 971 839 84.2 94.1

Table 4. Attack success rates (%) of eight defense methods by Admix, SSA and BSR input transformations. The adversaries are crafted on
Inc-v3, Inc-v4, IncRes-v2 and Res-101 synchronously.
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Figure 4. Attack successful rates (%) of various models on the adversarial examples generated
by BSR with various numbers of blocks, number of transformed images and range of the rotation
angles. The adversarial examples are crafted on Inc-v3 model and tested on the other six models

under the black-box setting.
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Enhancing Image Classification Robustness through
Adversarial Sampling with Delta Data Augmentation (DDA)
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Algorithm 1 Delta Data Augmentation

225 1
* ;ﬁiﬂ’ 'q% Require: Pre-trained Robust Model My, Dataset D,
Length of adversarial samples k

- E FH PGD ISI ﬂ.:l L;ﬁ?%ﬁﬁ EEMEE ﬁtyrj Ensure: Augmented Dataset D

- 1: Attack model M4 with PG D
T = AN | .

Select the images that fooled model M 4
v v Sample £ effective adversarial images

_ MEEI}] EﬂqﬁﬁﬂMB{] 12{ EIJ Bﬁ*ﬂ.ﬂ%k Extract in A < k the effective perturbations

A= H_ Resize A for D image size

= for z; € D4, pir, do

18 0 =11/ _/\ 2 —h £ A Randomly select a perturbation § ~ A

hEHy as B Pl MENEREA Apply perturbation on original image &; < z; + &
- BN, RS THES

- PN\ UALT
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end for

IR

0 Xp=(Xp+40).ded,

Delta Data Augmentation {DDA)

40



- BN EESCiN
— SIS
* ImageNet, CIFAR-10, SVHN

Allll

- Hih&E1saiK
* RandAugment, AutoAugment, AugMix

PGD Norm Dataset No DA RandAug AutoAug AugMix DDA (ours)
CIFARI0O 6.48+0.63%  7.64+£0.54%  6.42+0.54% 7.79+0.97% 8.94 £+ 0.69%
la =05 CIFARIO0 2.46+0.24%  3.2340.25% 2.61+0.16% 2.84+0.34% 4.06 + 0.35%
SVHN 5.7741.03%  3.234£0.25% 11.21+0.80% 6.99+0.67% 19.55 + 2.37%
CIFARI0 239+0.34% 2.95+0.32%  2.11+£0.11% 3.55+0.74% 3.73 £ 0.57%
l =4/255 CIFARIO0 1.274+0.21% 1.78+0.11% 1.394+0.20%  1.6040.26%  2.17 + 0.33%
SVHN 4.60+0.35% 11.91+1.23% 7.93+0.89% 6.16£0.27% 16.23 + 2.88%

Accuracy

0

1/255

2255

SVHN

4/255

AugMix
AA

8255

RandAug

DDA (ours)
Standard T.

16/255

41



- HRESEYS
— ResNeti=E! X/\HBLHF

100

Accuracy

8

Model

ResNet18
ResNetl8

ResNet50
ResNet50

5% ( Z£JResNet18 )

Accuracy

—e— RandAug

—&— DDA (ours)
—&— Standard T.

Datasets PGD Norm

CIFAR10, CIFAR100, SVHN
CIFAR10, CIFAR100, SVHN
MNIST, FashionMNIST
MNIST, FashionMNIST

Image Size
32:% 32
32 x 32
28 x 28
28 X 28

Channels

Grayscale
Grayscale
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