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.....

an unknown attack type that has been classified
— E *’-Ti . for In in range (len(Z)) do
' X = Z[In];m = X.shape[l]; p — X.shape[1];

3:
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BN EERFAENI = BIER I —2 554, 1FAS ZEH?ﬂﬂﬁﬁﬁﬂa
1 0=G"W,
wpr | T T T T T T T e n . —V—Y-
FRADWE LR . f}r (‘Q/;,Kf VXY in (Q.K.V.X): do
10: CA_1(Q1—1.K;_1,V,;_;) and PA,_, are calculated

: :
| I
Y-\ . L { _ _
—_ EHIJA . : " according to Equations (18)-(19).
| : 11: Calculate outl according to Equation (30);
0 O E AZ N1 ||I\' =X *A‘ IJ =E I : i 12: Calculate out2 according to Equation (31);
- I —L’* DU% | W ! 13: X! = out2;
n | ; B ’ ;. . .
: The sample X' is recharacterized according to
= A | Causal I 14 samp g
BN S ; T e,
| | 15:  end for
}ﬁ, 1’E . : - : 16:  The reconstruction error is calculated according to
- JIK . [ : Equation (32), and pred is obtained;
T_' I 17:  if (|predy—pred,|< 8)// The reconstruction error is less
I
%transformer i | than the threshold. then
| | 18: UC.append(X"), Z.Delete(X"');// Add to the set of
*i le HX 5i& *I] ]:,:—F- ﬁ l m : already classified unknown types, and remove from Z
I I + I 19:  else
1 : 20: Z.ppend(Xppeq,) // Add to Z as a new set.
— L 21: In=1In—1
EH'J II:I:'I Unsupervised learning 22:  end if
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an unknown attack type that has been classified
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B2 : . on (27);
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10: CA_1(Q1—1.K;_1,V,;_;) and PA,_, are calculated
I 7N according to Equations (18)-(19).
IE—E-I 1E tl: 3.4 11: Calculate outl according to Equation (30);

Allll
ap
N

|pred0 _p redl | _< 5 E ;ZY?liutl)a;tfz;ouIZ according to Equation (31);
14: The _samplc X! is recharacterized according to
« HARFERASPENIZEZ=FRN, MWIDASHZES s edtor
| 16: The reconstruction error is calculated according to
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° E% E x :Ing'*izlx\ﬂ@Z ) ’:”F-F_E/E\QIE 18: maggjp;t:ﬁ?;i(;; él.jgglete(Xt);/f Add to the set of
. N already classified unknown types, and remove from Z
- FIEEREI—IXRMIER)E, RETEMEIE 9 else
20: Z.ppend(Xpreq,) I/ Add to Z as a new set.
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23: end for
24: returnZ
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SRR
— BWESR: Darknet (FEZAREL: 31,192) ( ToN_loT (AF7Z<¥: 8430) FINSL_KDD
(FEIREL: 14726)

- B

— (BHRMMEEFES)RiA: I1solation Forest (2022) « SVM (2013) ( LOF (2022)

— BEIPEMLE AL LSTM Univariate (2018) « LSTM_AD (2022)  LSTM
(2021)

- EERSHEIE2EALE: DAGMM (2024) « OmniAnomaly (2022)  USAD

(2020) « MAD GAN (2019)
— Transformer5i¥517%: TranAD (2022) . Attention ( 2019)
— HiREF3HiL: MSCRED (2019) « MTAD _GAT (2023) « GDN (2021)

}SFR: Accuracy. Precision. F1-score
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SKITR T YIS0

iy Non-Tor Non=VPN Tor
o %gﬁfg% Methods Ac Pr Fi Ac Pr Fi Ac Pr Fi

TranAD 0.9540 04968 05723 0.9069 00905  0.0404 09793  0.6946 08198

LSTM_Univariate 09571 05238  0.5891 09730 07359 08479 09711 0.6202  0.7656

Altention 0,9549 05046 05768  0.9723 07315 0.8449 09660 05810 0.7350

LSTM_AD 0.9547 0.5026 0.5774 09722 0.7307 0.8444 0.9700 06113 0.7587

DAGMM 0.9505 0.4709 (.5559 0.9740 0.7434 0.8528 0.9845 0.7527 ().8589

OmniAnomaly 0,9544 05006 05748 09715 0.7256 08410 09728 06342  0.7761

USAD 0.9555 0.5092 (.5823 0.9715 0.7256  0.8410 0.9724 06304 0.7733

MSCRED 0.9523 0.4837 0.5635 0.9732 0.7374 0.8488 0.9824 0.7281 0.8426

MTAD GAT 09519 0.4806 0.5602 0.9720 0.7293 0.8434 0.9757 0.6599 0.7951

GDN 0.9542 0.4987 0.5723 0.9711 0.7228 0.8391 0.9754 0.6568 0.7929

MAD_GAN 0.9543 0.5000 0.5744 0.9723 0.7315 0.8449 0.9756 0.6589 0.7944

Isolation Forest 0.7521 0.0230 0.0378 0.8464 01877 0.2344 0.8780 0.1655 0.2328

S5VM 0.9449 0. 1648 0.0775 0.8342 0.0602 0.0695 0.9223 0.0772 0.0669

LOF 0.8955 0.0353 0.0410 0.6956 0.0741 0.1157 09216 0.0858 0.0762

LSTM D.6051 0.0268 0.0477 0.5228 0.0920 0.1595 0.4440 0.0638 01181

Causal Transformer  0.9548 10000 0.8008 1.0000 10000 1.0000 0.9998 0.9953 0.9976
Methods Normal backdoor ddos password

Ac Pr Fl Ac Pr Fl1 Ac Pr Fl Ac Pr Fl

TranAD 09471 0.3801 04571 09878 09711 09853 09876 0.9639 09813 09772 09653 0.9813
LSTM_Univariate 09581 0.4575 0.6382 0.99 09762 0.988 09914 09749 09869 0.9348 09673 0.9869
Attention 0.9622 0.433 0.6667 0.9884 09726 09861 0.9888  0.9673 0.983 0.9267 09785 0.983
LSTM_AD 09602 04765 0.6768 0.9904 09772 09885 0.9924 09777 09884 09876 09766 0.9884
DAGMM 0.9553 0.4128 0.5865 0.9907 09777 009887 09893 09687 09837 09783 09777 0.9837
OmniAnomaly 09545 0.4501 0.5765 0.9918 09803 0.9901 0.991 09735 09862 0987 09623 0.9862
USAD 09708 04171 0.6127 0.9889 09736 09866 0.9893 0.9687 0.9837 09792 0.9681 0.9837
MSCRED 09702 0.5282 0.7132 09882 09721 0.9858 09792 0.5385 0.7121 0.9692 0.6385 0.7452
MTAD_GAT 09608 0.4471 0.6189 0.9922 09814 09906 09917 09756 09873 09873 0.8752 0.9873
GDN 09802 0.5281 0.7143 09891 09741 09869 0.9888 0.9673 0.983 09898 09572 0.983
MAD_GAN 0.9649 0.33 0.5585 0.9902 09767 09882 0.9352 0.9739 0.8917 09632 09841 0.8917
Isolation Forest 0.7589 0.1886 0.3028 0.5043 0.2221 0.1208 0.5174 0.1234 0.0971 0.613 02222 0.0971
SVM 0.8746 0.3367 0.3421 0.5982 0.5319 0.2647 0.6614 04342 0.2178 0.65 0.4332 0.2178
LOF 0.9267 0.3452 0.3322 0.576 0368  0.0819 0.6493 0.1509 0.0316 0.6561 0.251 0.0316
LSTM 0.791 0.1229 0.235 0.5164 0.3689 0.2987 0.5202 0.2833 0.2977 0.6202 0.2933  0.2977
Causal 1 1 1 0.998  0.9951 0.9975 0.9964 0.9894 0.9943 0.9932 0.9865 0.9943 36
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iRt XIE K5

. TRER

ransgmwanre Efﬂﬂﬂlﬂg XSS
Methods Ac Pr Fl Ac Pr Fl Ac Pr FI
TranAD 0.9876 0.9639 09815 09657 09631 09776 0 0 0
LSTM Univariate 09914 09749 09346 09321 09743 09880 0 0 0
Attention 0.9888  0.9673 09833 09111 09635 0981 0 0 0
LSTM_AD 0.9924 09777 09856 09651 09726 09817 0 0 0
DAGMM 0.9893  0.9687 0.9651 09876 09769 09838 0 0 0
OmniAnomaly 0.991 09735 09732 09456 09792 09846 0 0 0
USAD 0.9893  0.9687 0.968 09888 09725 0982 0 0 0
MSCRED 0.9792  0.5385 0.7312 09875 09707 09849 0 0 0
MTAD GAT 0.9917 09756 09556 09931 09778 09825 0 0 0
GDN 09888  0.9673 09781 09777 09708 09774 0 0 0
MAD GAN 0.9352  0.9739 0.8897 09675 09747 09818 0 0 0
Isolation Forest 05174  0.1234 01972 0612 02197 01117 0 0 0
SVM 0.6614 04342 03172 05899 05309 02585 0 0 0
LOF 0.6493 01509 0.1315 05991 03587 00765 0 0 0
LSTM 05202 0.2833 03214 06132 03662 02943 0 0 0
o ﬁ-}*ﬁ: ﬁ:‘f“] 0.9964 0.9894 0.9932 0997 09916 09974 0 0 0
sformer

- BiEE=TH8IRE L XS WG ETERRITF
- GBI ERRESNORIVR K RESHITIRE, HERTEREXEL, stls MeErDii
SXRBPHAK B ARBRESRE, ARSI ERINE 37




JEiRit XIEU XIS

. LRER

Methods Ac Pr F1

TranAD 0.9774 09646 0.9820 Methods Ac Pr F1 Methods Ac Pr F1
LSTM_Univariate  0.9798 0.9683 0.9839  TranAD 0.6983  0.6989 0.6994 TranAD 0.4790  0.9992  0.6328
Attention 0.9809 0.9700 0.9848  LSTM_Univariate 0.6993 0.6997 0.6995 LSTM_Univariate 0.5717 09992 0.7167
LSTM AD 0.9857 0.9773 (0.9885  Attention 0.6992 0.6994 0.6955  Attention 0.5131  0.9995 0.6648
DAGMM 0.9836 09741 0.9869 LSTM_AD 0.8546 0.8546 0.8546 LSTM_AD 0.5049 09991 0.6574
OmniAnomaly 0.9851 09764 0.988]1 DAGMM 0.7994  0.7996 0.7998 DAGMM 0.5278 09994 (0.6783
USAD 0.9742  0.9599 0.9795 OmniAnomaly 0.7987 0.7983 0.7992 OmniAnomaly 0.5495  0.9991 0.6976
MSCRED 0.9847 0.9758 0.9878% USAD 0.8241 0.8241 0.8241 USAD 0.5696 09993 0.7149
MTAD GAT 0.9798 0.9682 (.9839 MSCRED 0.6532 0.6532 0.6532 MSCRED 0.5066 0.9993 0.6589
GDN 0.9849 0.9761 0.9879 MTAD_GAT 0.7516 0.7516 0.7516 MTAD_GAT 0.5872 0.9994 0.7297
MAD_GAN 0.9815 0.9709 0.9852 GDN 0.7516 0.7516 0.7516 GDN 0.5034  0.9991  0.6560
Causal 0.9950 0.9919 0.9959 MAD_GAN 0.5546 0.5546 0.5546 MAD_GAN 0.3829 09994 0.5334
transformer Causal Transformer 0.9890 0.9890 0.9890 Causal 0.9972  0.9998 0.9985

Transformer

- 3
- SEE=THRESR LREENS IR
- YNEEREFRHITIIZS, RS FMBASIERIEERSEFNNRRIGAE, FHiR
VY 51 R EZEE T R KBRS AE B R i
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BREESLIFRE

= =
. BERE

— CASR
o B RERRYSTHRIDG. KRB IZZHERICE RIFE
- FHSIHRIRSUEIIHEEIN
— CTloT
* A do-FMFESIFANECEFIELIINL, BASFHIEEIIRRIMNNEW,
IINFHEZ BT, 1BN0¥HREET]
- FHRRITEET], NABFESINENNE, BEZIRNBGEER, HHIIEx
- T{ERE
- FRIBERIEAIERSIXBHA—ERAMERE, —S0T6EEEEH, BSEFEERE
— WFRin A FEERSYSHELATIE, D] ARIRG RSN DB, 17X
BRSES
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