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Vulnerabilities By Year
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- RFRER (Syscall)
- X : AFRZTEERSARZREREL, RREFRL
- {ER: BR=ERERIEISyscal iERIIIZHITRIEIRIE, 103U R Fopen\write |
HFEESfork | BiSexit®E

+ SEEEE (Type) P e W s e
- BX: REEAPR I SHA0EERE b i JT
— 7l BEUEEREEERE. FA0E o AR R {?_’—d»
— open(fd fd, const char *pathname, int flags); s i

e tRIRF (Identifier)
- BN KoAERSEARZENSEE
— <5 joctl(fd fd,cmd const [DRM_IOCTL_MSM _SUBMITQUEUE_CLOSE], ...);
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- ZFEARIE (System-Call Descriptions)

- EX: FRMEEEIESRERITZ 5
I8 PRI 415 BH

— {ERL: FCR T EARBERTEIZ2 U i
KA IRENE. AREEEFSER » VHOST_SET_VRING_ADDR = 1076408031

— YEFR2: WA T RGARUEEIEEE, ¢ Cneer nainest veins inser, inz)
e R

— {EF3: HEIRREHINLR SRR E Yy o T e e
pUisNEELl

— 5l fEFESyzlangRTioctlgmERIE 7 Z4uifE FRiEA

ioct1$VHOST_SET_VRING_ADDR (fd fd_vhost,
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[ASPLOS]
KernelGPT: Enhanced Kernel Fuzzing via Large
Language Models
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| BN | Linux B, SRR R
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KernelGPT G4SN

- ELEHE RS EREMRME
2. SCZH, (ERDREREE
- ANEMEE: FSOTTERINE—ARMELTERR
BRABARETREER. S ETXER

— IR N6

~ WAFIRZEEZ: WBEIERERLE
*  LLMIZSZRMANIL

— SIRNEN ZICEE ST, B3l

— AIEMAI AR MER,

Src: device {.nodename = DEV_NAME } |

Spec: openat(..., DEV_NAME, ...)

More Code Document Use Case ‘

Updated on the fly

LLM-guided

From trillions of training data :
eYs

Learning Resources Missed
by Human

HizERS
ERHIRE AT SRR

Large Language Models

IF “miscdevice {.name = DEV_NAME }”
and miscdevice.nodename == NULL
THEN “device_name = DEV_NAME”

IF “switch (cmd) { case CMD: ...}”
THEN “ioctl.cmd = reverse_op(CMD)”

\ RULE-N \ \ \ RULE-M

openat(dev_name) fd
ioctl(fd, cmd, type)

type {
fieldl typel

Specifications
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KernelGPT EXFEIEE

Kernel Codebase

BRSO

— HBEAERL: LLMSMEIE SO RIS E TR ERT, ERARFREBITE

4N

— PSEIRUES1EE:

Kernel Code Extractor

struct file_operations _ctl_fops =
{ .unlocked_ioctl = dm_ctl_ioctl, };

-

Operation Handler

struct miscdevice _dm_misc =
{ .nodename ... DM_CONTROL_NODE 3};

Operation Handler Usage

long dm_ctl_ioctl (...)

{ return ctl_ioctl(file, command, u);

J

Syscall Handler

int ctl_ioctl (...) { fn =

lookup_ioctl(cmd, &ioctl flags); ...}

Dispatched Function

struct dm_ioctl { u32 version[31; ..};

Type Definition

AEd

Analysis LLM

Specification Generation

Identifier Deduction

Dependency

Analysis

Type
Recovery

LLM-guided Iterative Analysis

Specification Repair

Gt TEXTEMIEHITE A NEXEE, FHLLMIZE

Specification

resource fd_dm[fd]

openat$dm(..., "/dev/mapper/control”, .. .) fd_dm
ioct1$DM_REMOVE_ALL(. .., arg ptrlin, dm_ioctl])
ioct1$DM_LIST_DEVICES(...arg ptrlinout,dm_ioctl])
ioct1$DM_DEV_CREATE(. .., arg ptrl[in, dm_ioctl])

Syscall Description

dm_ioctl {
version array[#mtint32, 3] ...

Type Definition

le
int is not defined - Validation
15

7o
o

Error Message



SERIE ABER

o HISBLERL (Specification Generation)

— FRIRHE
. BiF: BIRNIRABRTRATRS RS
- B{E

— ENHTERFA R R SR ARRACIE R ERBIALLM

— D ETRAIS | SLLMERTTRRTHE

— SHEERENRARNRE, EENINEZDEHD T, EREREGEBINATRE SR
IRRIRAIEIREL

ioct1$NEW(fd Ffdmsm, cmd const[DRM_IOCTL_MSM_SUBMITQUEUE_NEW],

arg ptr[inout, drm_msm_submitqueuel)
1ioct1$CLOSE(fd fd_msm, cmd const[DRM_IOCTL_MSM_SUBMITQUEUE_CLOSE],
arg ptrfin, msm_submitqueue_id])

loctifcmd 2R E
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SERIE ABER

Ny

o HISBLERL (Specification Generation)
— %kjéﬁzlzl'llli\kg ## Source Code

struct vfio_pci_hot_reset_info {

. Bl ERGRRSEIIELIIE Y XR o o

struct vfio_pci_dependent_device devices[];
=
};
- BE

a2 —_ s S L N2 ## Specification Generated by Static Analysis
- T%H—yj: E?&@?ﬁ%ﬁézﬁLLM ! ﬁ%ﬁéﬁ%ﬂ vfio_pci_hot_reset_info {
field_© int32

— Xj?gj:;gﬁ?}g;‘éﬁg , TIEEHR |j§| *ZI:IJ*H 9&%3& field_1 array[vfio_pci_dependent_device]

3
- Xﬂ'ﬂzﬁ'j’tgg'éﬂ, %*ﬁiﬂ%ﬂ%ﬁﬂ%?g, Eiﬂ:— ## Specification Generated by LLM
fio_pci_hot_ _info {
—EO " count Len[devices, int32]

MR Pttt R p——
- BRY: IRBIRFERENEIRIKIRER SO FILLMA B0 K e E FR%
. ME
— SRR IBLARREURENE, BRELLM
— SREORENENERFE, HMPREEESIENEMRFEREN

S
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SiEFRE et Skix

- FEIRUESIEE (Specification Validation and Repair)
— ISUEHH
- BN T B EEAAERNE ZFEERANE AN
» BRIBEREEHEZEENIEI KRR, REHELLM
— (ZEHF
s BIE/DEANEERG, LLMEITIERES
- (EEIREFISRAIRAREFIRE, BB B

ZINERERE F——AIER F TSRS
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SLEIRTT R

« SCIGHCE
— EAHNEMASE: Syzkaller
— MhXI5e: Linux kernel v6.7
— ME4FCE: 96#%. 512GBRTFEAIIIELL
— LLM: GPT-3.5. GPT-4, GPT-40
— SCIRE . 4T QEMUEL, 81 EMNBECE21CPUZL, iéﬁgng\HﬂE*ﬁHimUiit
— ¥EZSE: Ubuntu 20.04.5 LTS 64 bit OS . 5
— Syzkaller FRREILE): EOARNIES, FolfmSHIsyscallflie -
— SyzDescribe (2023): ETFR&HTEYsyscall RSBEMR T E

o -
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SR SRR

—— > N ~ . . o
o 22 S= Crash with new specs New Confirmed Fixed CVE Syzkaller SyzDescribe
- RQ1: #FnmiRAIN P Y Y

kmalloc bug in ctl_ioctl v v CVE-2024-23851
_ 3Z E |_| A N=NEB kmalloc bug in dm_table_create v v CVE-2023-52429
ZFE f)"’ ElJI 1 E ) 24 KASAN: slab-use-after-free Read in cec_queue_msg_fh v v CVE-2024-23848
\ ‘==, ODEBUG bug in cec_transmit_msg_fh v v
- EE%]’AE’\J; 8B ;E . 2 1 WARNING in cec_data_cancel v v
INFO: task hung in cec_claim_log_addrs v
> S[= - -
—_ EA |§g El\J; F ;lE_ . 1 2 general prott.a-ction fault in cec_transmit_done_ts v v
kernel BUG in btrfs_get_root_ref v v CVE-2024-23850
4\ é,'—"l = . general protection fault in btrfs_update_reloc_root v
7J EECVE = . 11 zero-size vmalloc in ubi_read_volume_table v v CVE-2024-25739
UBSAN: array-index-out-of-bounds in rds_cmsg_recv v v CVE-2024-23849
memory leak in ubi_attach v CVE-2024-25740
memory leak in posix_clock_open v v CVE-2024-26655
memory leak in __ip6_append_data v

possible deadlock in dvb_demux_release
INFO: task hung in __rq_qos_throttle
WARNING in usb_ep_queue

memory leak in dvb_dmxdev_add_pid

memory leak in dvb_dvr_do_ioctl

CVE-2024-25741

RN

v CVE-2024-50291
v CVE-2024-50277

general protection fault in dvb_vb2_expbuf
general protection fault in cleanup_mapped_device
WARNING in vb2_core_regbufs

BUG: corrupted list in vep_queue

divide error in uvc_queue_setup

Total

N T N N N T N NN

RN

S| X X XX X XX XXX XXX XXX XX X X X X XX
S| X X XX X XX XX XXX X XXX X X X XX X XX
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SEIwIRIT XJLUSER

« RQ2: ApAERIREFNER

— KernelGPTHERTSRINZ F0d B e S EBESTHMAE
— KernelGPTZ [ B A R AN I U E NG R A N Z A I DR B E
i 556 i \token, 4Rk 40

— KernelGPTF=4E532 syscal HSEEE4.7h, HAME
PitHtoken, SEER343E5T

SyzDescribe KernelGPT SyzDescribe KernelGPT

# Syscalls  # Types | # Syscalls # Types # Total |# Incomplete # Valid |# Valid (Fixed)

Driver 146 168 288 170 Driver 278 75 20 70 (30)
Socket N/A N/A 244 124 Socket 81 66 N/A 57 (12)
Total 146 168 532 294 Total 359 141 20 127 (42)

FTERBIRSTE AL TR

FIRRE /B AE FE I B T
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BERZE KernelGPT

- BiRAiE

— AR FRRTTHERT. SEESRIRE. REEBRKEBRER DT
- MBI EE : @B IeiE T EXERBINEEH TIE A NENGE, FHETAR

BIERIEE
- BIAME
— BaEMRSGERRAGE, ISerEts
- AIFEZ . B RSRERENE
- BIEARE
— LLMEJge~ENEREAESLRER, BfES|IANTY

SUEAZ S
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[ EMSOFT ]
ECG: Augmenting Embedded Operating System Fuzzing via LLM-based
Corpus Generation



ECG TIPO

T Hix |BULLMBEiERFERIE, FENSRENIAEM
| BN | BRATURMERFURIE. X

L AGEIAEN R, BHESOITIREGIR, LLMERSHEERAIHFITAR,
P 4E | LUGHITAGEIEE

2. NP E:, REBZMERENRE, ETHME5|1SES

O lad ERHEBEWE. KRS

L ARSI EIRZ. SRR

PRR S R S S uzze R A R
C Fi MUBHXERERNE, BEEAEETLLMANTERIR
b g |1 LLMEEEEERERISRARRGIERLS
2. AMAR ST RIRAIFI IR
L 7K |EMSOFT 2024 (CCF-B)
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ECG GIFTESIA

- (BHR AR R
- 55 BAERSRET NHERERS, RESHUHESICAEE, SERETRD
— [BL: SRARRFSEERNARFRIER=Z. "SI S
— [BRR2: MANERARSHGENEZZEAN, R=IIRFERE AR NERE
« ECG
- BFrRL: FEFCOITHILLM, BaiENRSERSEEIRFAERNI RS
- BlFTR2: R [A5 | SHYBIANZERRES, 2 E0Z 22l REf

System Call
Specification

Kernel Fuzzing l Select & Update
Target Kernel System Call Feedback
. _ -
Source Code Generation Analysis
lCompiIe J T
Instrumented | gEmU System Coverage
Kernel Image | Boot Execution Trace 25




ECG EAEEE

o SRR AR SRISFIERIE

o« FSOITEAIBIRELIRER

o LLMARAHITRIBFHAEIE

- ETRGRE, ERERREBISE
— BINGERBNER

o« ZIELZEZEAE R A

o« LLMIESM FBAIAERY

- HEEESNAETRAE

Specification Construction Phase

Embedded OS Embedded OS Static Constraints
Documentation Source Code Analysis~ | Extraction
4 \ 4 v
Specification Generation Phase LLM I
. 2 A ¥
OS API Concrete Code
r —> . bxtract, Specification
Usage Code Refinement
A4
Mulh-stagerjl ; Test Ce? se E Execution
Input Generation Execution Feeriback
[ Testing Phase LLM

v
S‘_[ Direction ]
Testing Phase Corpus Checker
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FARE JUCEMER

.+ HEHIEENER
NS BARRGOY, TR
— B IREBEHTI ST, ENARER, 1BV
— REGREKR: EIEHTARES, IR, G

Prompt for background knowledge
s\ /= /1> \ A RS < kernel CFG / API reference, etc >
L L M l#{j“ tﬁg I%1t1j51'{{1 Generation Prompt
“Help me generate system call specifications on the RT-Linux's real time module, the
related control flow and real time related APls are list below”

—_— %m;—éj:l:EEm : }A*%Eﬂ(ﬁ\{‘%ﬁg TIEEHE/?\ éﬁi}% % %)nbi_H_El <real time module API, control flow from @n call entry to real time module>

LIM Generated Program Extracted Strace System Call Specification
void mainlvoid 1 # Define system calls
- ( b openat{AT FDCWD, "/ proc/..", 1 2 syz_rt_task_create( policy flags[scheduling_policyl,
res = S:u'E_D::len_Cle"u' (... };' - priority int32,
COV I clone(... attr ptrlin, rt_task attr]) fd _rt task
I'!]E"'|1_:|:-|2-_-I; (res, ) )i ® ( ) 3 syz rt_task setsched(fd fd rt task, ... ) int32
10C Fres, «««ly = 4 # Define structure and flags
mmap (NULL, 8192, ...) 5 scheduling policy = SCHED OTHER, SCHED FIF0, SCHED RR, SCHED BATCH
- e ) 6 rt_task attr {
1 o - e 7 stack_size bytesizel[stack, intptr]
g8 ..
D 9%
& make generate ﬁ F‘-
Generated Specification Compilation Logs e
have errors
re = syz open CZE'«,"$SQ':&[@X? ‘FIEIEIIEIEIIE!EIEIEIBEI} , EIXE': HJ{@} test.txt:2: unknown type fd_rt_task ISPEC Refine Prompt .
T - test.txt:3: unknown type fd_rt_task ‘“The generated spec have following
ioct1$SCSI_IOCTL_SEND_COMMAND(r@, 0x1, &(@x7f00000000c0) A S R
= = = .txt:6: wrong number of arguments abort after test.txt:2: unknown resource ...

10 loops 2 7



FARE BANERER

- ZIERBINGER
- SO LEN:

RS HEAE S E SR

- ETEMER, SRR SER
« ERIEESYscalliy=2450Y . 295 LN 75 A R EER R RS
« BIRERSHUERT, STEREASIE, BERERSL

- HRteERR: 5

- IRIBETERCFG, TE(CIEATRFHESRRAR
- BUERERERRIABFS, I(TESRTIRESERARZ ANRMREERE

- T EIFERPFIEEAR, HEREBIREASIMISEERIEEMD
- IRIEMD, NEFEATENZHER— NS REE

— LLM&RE: 1R
— EREEHT

EOEEE, 4

= PTG E 3T =

TR, ITESBRERIES, EAaRRE

SR
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SLEIRTT R

« SCIGHCE
— EAHNEMASE: Syzkaller
— MWiX3d8:: RT-Linux(6.7, 6.8), RaspiOS(6.7, 6.8). OpenWrt(5.15, 6.1)
— LLM: Mixtral-8x7b(F5e4&ERk). Mistral-7b(Ei NS k)

— HEHECE
- 128#%AMD EPYC CPU, 32GB7Z

» Tesla V100S-PCIE-32GB GPU*2
— BMEZRS: Ubuntu 20.04.4 LTS 64 bit OS
« XA
— Syzkaller FRHREIER)
— KernelGPT(2023)
— Moonshine(2018)
— DRLF(2023) -




SLERIRLT SLIR4S

« RQ1: /miEt&NEE
— RIIKRARER: 32
- ZIETEIR: 15
- FUE=RS: 12
- RAEIRA: 5

#  Modules Versions Locations Bug Types

1 fs/buffer RT-Linux 6.7 mark_buffer_dirty logic error

2 drivers/pci RT-Linux 6.7 vga_put logic error

3 kernel/sched RT-Linux 6.7 select_task_rq_fair deadlock

4 mm/filema RT-Linux 6.7 filemap_fault / page_add_file_rmap data race

5  drivers/ne RT-Linux 6.7 e1000_update_stats memory corruption
6  fs/inode RT-Linux 6.7 inode_update_timestamps data race

7  kernel/kprobes RT-Linux 6.7 arch_adjust_kprobe_ad logic error

8 fs/dcache RT-Linux 6.7 d_splice_alias data race

9 fs/ext4 RT-Linux 6.7 __extd new_inode / find next zero bit data race

10 drivers/e1000 RT-Linux 6.7 e1000_clean data race

11  lib/find_bit RT-Linux 6.7 _find_first_bit data race

12 kernel/sched RT-Linux 6.8 __wake_up_common null-ptr defer

13 lib/kasprintf RT-Linux 6.8 kvasprintf logic error

14  kernel/events RT-Linux 6.8 perf_cgroup_switch logic error

15 fs/inode RT-Linux 6.8 generic_update_time / inode_needs_update_time data race

16 fs/ext4 RT-Linux 6.8 Eeneric_write_end / mpage_submit_folio data race

17 fs/kernfs RT-Linux 6.8 ernfs_dop_revalidate memory corruption
18 fs/extd RT-Linux 6.8 ext4_split_extent_at memory corruption
19  arch/x86/lib RT-Linux 6.8 MeMmcpy_orig out-of-bounds

20 kernel/events RT-Linux 6.8 free_event logic error

21  drivers/scsi RT-Linux 6.8 __bitmap_weight /scsi_device_unbusy data race

22 kernel/rcu RT-Linux 6.8 __call_rcu_common /mas_walk data race

23  mm/swa RT-Linux 6.8 __folio_end_writeback / Iru_add_fn data race

24 arch/x86/1ib RT-Linux 6.8 memmove memory corruption
25 arch/x86/events/intel RT-Linux 6.8 intel_pmu_lbr_counters_reorder logic error

26  arch/x86/kernel RT-Linux 6.8 deref_stack_reg logic error

27 arch/x86/kernel RT-Linux 6.8 __orc_find memory leak

28 net/9p RT-Linux 6.8 p9pdu_readf memory leak

29  arch/x86/lib OpenWrt 5.15 memset_erms logic error

30 kernel/sm OpenWrt 5.15 smp_call_function_single logic error

31 arch/arm64/kvm RaspberryPi OS 6.7 kvm_init_stage?2 mmu memory leak

32  arch/arm64/kvm RaspberryPi OS 6.7 kvm_age_gfn logic error

30



SEIwIRIT XJLUSER

« RQL: JmiRENIEE
— {EESCISATEFIRE T, 108MiY, ECGE=NERS L IRIEE745.9
- ECG-: ZEHLLMS|S4R, WRIELLMXTMEERYSamA
— ECG-directed: J5HERIEMNE, XSEKDRLFAIREMIEE

OpenWrt RT-Linux RaspiOS

Metrics V515 V6T [ V6.7 V68 [ V6T v6s | lotal
ECG 7.1 7.8 8.9 8.2 6.5 74 459
ECG- 6.3 7.2 7.8 73 5.8 6.4 40.8
KernelGPT 5.5 6.3 6.7 6.1 5.2 5.7 355
Moonshine 4.5 4.9 4.4 5.1 4.2 4.7 27.8
Rtkaller 477 53 52 5.5 4.6 5.1 30.4
Syzkaller 41 46 | 43 48 | 39 37 | 254
ECG-directed 4.3 4.6 39 4.2 4.1 3.5 24.6
DRLF 35 4.1 3.2 3.7 3.6 3.1 21.2

ECGRIE tbFuzzerm A& EXILY,

31



SEIwIRIT XJLUSEIe

« RQ2: KIBEBERIER
— {EHFESCIERTEIFIIZRE T, 108k, ECGIE=
— ECG-: BUBLLM5|E4ER, BEXRT

er v« ECG directed
== DRLF

—_—ECG wes KernelGRT == Rikal
Syzkallpr == Moonshine =  ELG

le5

NRG 1575518345297

—_—ECG wus EprnelGET == Rrkaller s

[yzka lar == Moanshine

1e5

ECG directed

- ECG =+ DALF

W
=}

B%6.4%
ECG-directed: [SFAEREME, XT
EYDRLFESEMEE

— -
= w
i i

bt
w

Murnber of Branches Covered

o
o

= = r
= wn =1
L

o
n

Mumber of Branches Covered

Time(hours)

(a) RT-Linux v6.7

o
o

Time(hours)

(b) RT-Linux v6.8

. OpenWrt RT-Linux RaspiOS
Subject v5.15 = v6.1 V6.7 V6.8 v6.7 z V6.8 Overall
ECG 160210.6 173660.5 206004.3 2159225 176111.4 168805.2 183,452.4
ECG- 151153.5(+5.99%/0.014)  166260.5(+4.55%/0.022) | 196004.3(+5.109%/0.035)  203922.5(+5.88%/0.025) | 165550.9(+6.38%/0.011)  151640.6(+11.329%/0.026) | 172422.1(+6.4%)
Syzkaller 130876.4(+22.41%/0.001)  144863.5(+19.88%/0.003) | 171117.3(320.39%/0.009) 172977.7(+24.83%/0.003) | 139509.9(+26.24%/0.003) 134090.6(+25.89%/0.005) | 148,905.8(+23.20% )
Moonshine | 135201.3(+18.50%/0.007) 148661.9(+16.82%/0.004) | 174380.2(+18.14%/0.013) 178459.3(+20.99%/0.007) | 145825.3(+20.77%/0.008) 138891.7(+21.54%/0.008) | 153,569.9(+19.46%)
KernelGPT | 143582.5(+11.58%/0.011)  160346.4(+8.30%/0.012) | 185393.4(+11.12%/0.021) 193854.7(+11.38%/0.015) | 158850.5(+10.87%/0.01) 149928.1(+12.59%/0.013) | 165,325.9(+10.96%)
Ritkaller 139634.2(+ 14.74%/0.001)  153689.7(+12.99%/0.003) | 179253.7(+14.92%/0.016) 184209.4(+17.22%/0.006) | 151840.7(+15.98%/0.005) 144622.3(+16.72%/0.006) | 158873.6(+15.47%)
ECG-directed 47228.6 49845.2 46180.7 34865.5 47228.6 49856.5 47534.1
DRLF 43283.3(49.12%/0.023)  44646.5(+11.64%/0.017) | 41099.7(+12.36%/0.012)  40445.2(+10.93%/0.041) | 43585.6(+8.36%/0.011)  43754.4(+13.95%/0.024) | 42802.4(+11.05%)
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