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Question: What is the higheast peak in the world?

The highest peak in the world is Molnt Fuji.
(D

Large Language Model
-

low uncertainty high uncartainty

Mount Everest stands as the tallest The highest peak in the world
peak in the warld. & is Mount Fuji.

1
1
1
1
1
1
: ! | must correct you. Mount Fuji is the highest se=
As far as | know, the highest peak
—"P in the world is Mount I'?.Iii in j]apan —> Consistency | peak in Japan. The highest peak in the waorld }
- , : is Mount Everest in the Himalayas range. 3
1
1
1

1 i
| stand corrected, you are right.

(1) Self-Consistency 1 (2] Multi- Debate
(a) LLM Internal States (b) LLM Behavior

The highest peak is Mount Everest
located in the Himalayas.
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LLM-Check: Investigating Detection of Hallucinations in Large
Language Models
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— Hidden Score —— FRAFRRIASE “SFHE”

— Attention Score —— FIKTFENRBNFEH

— Logit-based Uncertainty —— Fll BB RIAAEE bt %

» Perplexity ( RREE ) TN Py TS
» Windowed Logit Entropy ( JSEB#E )

WA MBS

Hidden Score
To next layer Hallucination Detected

mxd I % M

m "EB g:él: *i‘] :I:% fIE Transformer Block ‘F L dxm -.lluﬁrm - hlgr[_:[l - 53-:& Ves

threshold
]
i

Hidtlen . _ Hallucination
Prompt: Explain how neural Activations B oHH Mot Detected
networks work in Layman's terms '
Eesponse: A neural netwaork is a 1 .
computer program designed to m x m Attention Score Hallucination Detected
mirmic how the human brain works ...

= Scorg s
Lo det( fer,) = E log K er 2=
. J=1 threshald
Legend: _ Mo
m = number of tokens in

prompt and response :
concatenation Lower-triangular

d = size of hidden dimension L L Self-Attention Kernel Map

Hallucination
Mot Detected
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FAVA-Annotation Mishra et al., 2024 HAZERERNLI R, BESTIEE

SelfCheckGPT Dataset Manakul et al., 2023 WikiBio ##i8, 1908 #AFA, @&5%E 20 1 lihy
FAVA-Train 1EEMIE (BT FAVA) HRIBOIFPIBAALIRELR span, HiSIERFA
RAGTruth Shi et al., 2023 5kB CNN/DailyMail, R2ERBDEL]WEERF

« WILETA
___hiE K mﬁ’é‘ﬂ"ﬁ _ %%“B*ﬂlﬂ%ﬁ

FAVA
SelfCheckGPT x X
INSIDE X X
RAGTruth X X X
LLM-Check
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Model | Measure | AUROC Accuracy TPR @ 5% FPR | Fl Score

¥ 03z
Llama-2-7B | Self-Prompt 50.30 50.30 - 66.53 A I EBRDIRFF
Llama-2-7B | FAVA Model 53.29 53.29 - 43.88
Llama-2-7B | SelfCheckGPT-Prompt | 50.08 54.19 - 67.24 _
Llama-2-7B | INSIDE 59.03 57.98 13.17 39.66 FAVA-Annotation
LLM-Check (Ours) MiE s

PPL Score 53.22 58.68 3.59 68.33

Window Entropy 56.90 56.59 2.99 42.52

Logit Entropy 53.80 55.99 2.99 56.73 B8 GPT-3
Llama-2-7B_| Hidden Score (LY 20) | 58.44 58.08 11.98 59.66 .

Attn Score (LY 21) 72.34 67.96 14.97 69.27

PPL Score 53.96 56.89 3.59 64.20

Window Entropy 55.24 58.38 5.99 66.02

Logit Entropy 52.29 55.69 1.80 57.31
Vicuna-7B _| Hidden Score (LY 15) | 58.22 59.28 10.18 66.99

Attn Score (LY 19) 71.69 66.47 24.55 62.00

PPL Score 53.22 58.68 3.59 67.40

Window Entropy 56.90 56.59 2.99 55.52

Logit Entropy 53.80 55.99 2.99 56.27
Llama-3-8B | Hidden Score (LY 15) | 57.10 57.78 10.78 65.38

Attn Score (LY 23) 68.19 65.87 15.57 70.53
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Target Model | Measure | White-box | Black-box
| Llama-2-7b | Llama-2-13b | Llama-2-70b | GPT-4 | Mistral-7b | Overall

AUROC 54.11 59.67 59.31 61.87 53.68 57.24

Hidden Accuracy 56.33 59.66 58.42 68.52 54.15 57.62
Score TPR@5%FPR 8.14 12.41 9.9 3.7 5.18 8.37

F1 Score 61.51 50.42 66.14 67.86 32.58 47.45

AUROC 53.73 52.46 56.97 52.13 52.11 53.27

Logit Accuracy 54.07 55.17 57.92 59.26 54.66 55.79
(Perplexity) | TPR@5%FPR 7.69 8.97 6.93 0.00 4.15 6.01

F1 Score 58.7 50.57 61.26 61.02 43.23 50.45

AUROC 52.08 55.71 56.38 55.83 52.61 54.58

Logit Accuracy 53.17 56.9 57.43 59.26 53.89 55.90

(Win Entropy) | TPR@5%FPR 4.98 15.86 1.98 7.41 10.36 10.08
F1 Score 53.98 33.68 62.01 54.9 49.29 47.51

AUROC 53.95 51.18 55.14 50.34 50.43 51.68

Logit Accuracy 55.43 53.79 57.43 57.41 53.89 54.83
(Log Entropy) | TPR@5%FPR 7.24 9.66 4.95 0.00 6.22 6.65

F1 Score 53.74 15.09 66.41 60 48.41 42.62

AUROC 54.19 60.05 60.01 63.51 55.37 58.30

Attention Accuracy 54.52 59.66 60.89 66.67 56.99 59.23
Score TPR@5%FPR 5.88 14.48 12.87 7.41 5.18 9.87

F1 Score 54.5 55.97 55.06 67.8 57.72 57.18

BE. EEXHF

RAGTruth UEgE

Y. | lama-2-7b

Wi
IH
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Model | Method | AUC-PR | Accuracy | TPR @ 5% FPR . S Sumpingtme
Llama-2 | SelfCheck | 72.84 51.44 4.81 o
Llama-3 | SelfCheck | 75.06 54.84 5.10 g

LLM-Check (Ours) %

40

Llama-2 | Attn Score | 80.04 58.91 9.41 Z
Llama-2 Prompt 79.46 61.21 8.76 20 1
Llama-3 | Attn Score 79.96 58.92 9.48 272
Llama-3 | Prompt 78.49 58.54 7.11 !

pro™ P.:.'Pxﬂ"oﬁe Eﬁﬁ ﬂg‘,ﬁ% Lgcig U-.:-f-'} Logmgsze
¥ R p.tﬂ‘ aden
ot as

EINEBSE. SN SelfCheckGPTHIEE =
Model Measure AUROC Accuracy TPR @ 5% FPR 4\ D) ﬁ-.l ﬁ*‘_l IJT_J_I£ H’]EIZ:I:’] \_1_ H_.I-Iﬁ.lﬁ*ﬁ-

PPL Score 74.20 70.00 26.00
Window Entropy 77.00 72.00 34.00
Logit Entropy 74.36 71.00 26.00
Llama-2 Hidden Score 51.44 54.00 4.00 AW ‘o
Attn Score 69.57 66.60 11.60 B3 9' DB*[I INZ =
PPL Score 7348 68.80 1320 FAVA Train Split§Uz
Window Entropy 78.44 72.00 28.00 . ﬁt z ]
Llama-3 Logit Entropy 79.24 73.60 28.00 -.l
= Attn Score 7191 68.20 19.60
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Verify-and-Edit: A Knowledge-Enhanced Chain-of-Thought
Framework
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« \erify-and-Edit

— BT —3HEH BT AHE A

imik: {EB) Self-Consistency
(B—it) A&, M\=T

CoT IR IEPHIRT S il
5e6iE

—  “SSUETCiolAERL” + FMEBAD
IRIER + HIRRIEHS

— HWIR-EREER: FRAIEIE
58 CoT{EJ prompt Hi A,

BMENREERE

Question Standard

Of all the teams | —> Newcastle United. x

John MNyskohus
played for, which Chain-of-thought

team was known ' Y
First, John MNyskohus played for the Norwegian

as "the Black and
Whites?" [ :> football team Odd Grenland. Second, Odd
Grenland is known as "the Black and

Whites." The answer is Odd Grenland. x
A

____________ ‘ Self-Consistency: o m = = =

less than majority agree
Verify N/

What teamn did John Nyskohus play for?
What team is known as “the Black and Whites?"

| —

External Knowledge Retrieval

John Nyskohus ... is an Australian former soccer player who played club football for
USC Lion ... and Adelaide City in the National Soccer League ...

Adelaide City Football Club is an Australian football (soccer) club based in Adelaide,
South Australia. They are also known as "The Zebras" and "the Black and Whites.

Edit Rationales New Prediction

First, John Myskohus played for Adelaide City in
the Mational Soccer League. Second, Adelaide
City Football Club is known as "the Black and
Whites".

The answer is
I_ K‘% Adelaide City Football
Club.
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— 201 F T
- BiR: AUPFEHREEE, M “GirkiFihigia”
— X#Es3: Self-Consistency

- ERZWMNERPRSHTREMIXE < [n/2], B “SHERTEXE—H
FIEN “AtHRE”
- BRIOBAE: —EHEREI, BolgESAE FRIEEE

Self-consistency Sample a diverse set of Marginalize cut reasoning paths
reasoning paths P to aggregate final answers

|
Shehas 16 =3 =4 = 9 eggs \
left. So she makes $2* 9= | The answer is $18.

$12 per day. [ )
-~ 1 .

This means she she sells the

remainder for $2 * (16 = 4 - 3} The answer is $26. L
-$E-|E|.|::|v|z|r1:l.|a'5|I
] J>‘ﬂﬂ”hlﬂ-]

.‘/::r.'hrrhereare 3 cars in the parking ﬁ\.
ot and 2 more cars armive, how many
cars are in the parking lot?

A: There are 3 cars in the parking lot

already. 2 more arrive. Mow there are
3+ 2 = 5 cars. The answer is 5.

\
\

l:r Janet’s ducks lay 16 eggs per day.
She eats three for breakfast every
marning and bakes muffins for her

friends every day with four. She sells
the remainder for $2 per egg. How

|

" She eats 3 for breakfast, so | A
shahsm‘bﬁ--ﬂ-iﬂlafl_ﬂ'ﬂnl

much does she make every day? hes 13_"”1? ns, EDHED [ The answer is $18

A J kﬁ_ﬁhﬂhmﬂms*$2-$tﬂ. [ y 28
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- BYEHtYmiE
— Facts: SiF/RUSHIR P R K13 SE
« RIS, FEBR L= R
- lREIMNEPRDIR, fEF Sentence-BERT it B IGiF bl FRAD 0] FBU1E W IBE, #EEY
top-3 IBINE RS RO FENRFKIENE
— Reasoning: FIARRIIEE SH#IEG]
o IFTABIE C+RIZIELSH
- FEESmOF, MRERBEGEFZENEE. BSCEHRIED)
- BFHIES
— BihmiEErIERHEEN Prompt 123245 GPT, IREURIEFBEI. SBESLH] CoT E

MEMNREER
- A2 “BTHENAIBER" 2 mMRiHEE “EEintEiEEENREEY
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Algorithm 1 Verify-and-Edit

Require: The original question g; An n-shot CoT prompt p,.;

Require: An LLM f(-); LM number of completions n; LM decoding temperature 7
Require: An external knowledge retrieval model g(-)

Require: n-shot prompts for verifying question generation (p,,) and answer generation (p,,)

R, A+ f{pmtv q,1, T}

> Generate a set of reasonings (R) and answers (A).

A
B—hiE: ERANIE
RS REERS

52+ max P(a|peot.q).a € A
r*,a* « argmax P(a|pcot, q),a € A
if s3. < [ 5] then

> The highest self-consistency score among all answers.
- Reasoning and answer with highest self-consistency.
= Edit reasoning with a less-than-majority-agree consistency.

B_hiE: ITHE
t, HMESHERE

foro; € do
u f(Pv.;-:’:?-. ﬂ"!'-)

> dif each sentence 1n the reasomng.
> Generate verifying question.

SB=ME: SUEH

v+ gl(u) t> Retrieve external knowledge. o i

w +— f(pua,u,v) > Generate verifying answer. BiEER

0; 4— W - Edit original reasoning sentence with verifving answer.
end for o DM ETEH
a*  f(peot,q.7") > Generate final answer with edited reasoning. = p#EIR 55 EFH RN

—returng”
else if s7, > [ 5| then > Answer with high consistency is left as-is.  TEHERIBRIIER

return a”

end if
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HotpotQA Z kol BTFIEE. R FiZE EM, AUC
2WikiMultihop  Z kol 1000 BT ShZEmn EM, AUC
FEVER BT 1000 HIREBIZEE KRS Accuracy

« BRI
— Standard Prediction: E#{EH few-shot prompt ¥l & 5%
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CoT - 28.4% - 16.64
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CoT i 50.0% i FEVER SRR
CoT-SC : 52.0% : _ o
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