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k Demonstration
T Examples
Template New {

Review: [Text] Query
Sentiment: [Label]

Text Label
Delicious food! 1
The food is awful. (
Terrible dishes! 0

Review: Good meal! Sentiment:
.

(:: " — - ot \
Review: Delicious food! Sentiment: Positive

Review: The food is awful. Sentiment: Negative

Review: Terrible dishes!  Sentiment: Negative

J/

l Input

[ Large Language Model ]

Parameter Freeze

l Output

Positive
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6 repeat
- — 7 State 5§ < CHOOSESTATE (S)
E TAF LN ETE ‘Eﬁ 3/|\ LLM g'Z E,] _Q_E_":I:H f'_r 1%' gﬁ 8 | Messages M, response R < CHOOSESEQUENCE (C, s)
9 (M, M2, M3) + M (i.e., split M in subsequences,
L s.t. My is the message sequence to drive Py to arrive
- 1 IE g I EJ"R E at state s, and message M> is selected to be mutated).
10 for i from | to ASSIGNENERGY (M) do E =
o LLMEHFFERT RN X u | | if Plateaulen < MaxPlateau then  VBIESI
12 i UNIFORMRANDOM () < ¢ then
« SKMIEIEIE SRR o ﬁl;’ F(i;%l\h;;ﬂf\k:;t;mru (M2, G)
14 = 1, Mz, M3
_ 17 33 1 oIS
*[p?l':' *-“:E gi 16 | M’ <« (M, RANDMUTATE (M3), M3)
x YA VI WS 17 end ;EE;-‘E‘.;:.— L]
- ¥V ERVIBR-FERE s | | eise B R
s e e o e 19 M,' « CHATNEXTMESSAGE (M, R)
— BRI 2 M' «— (M, Ma', Ms)
21 Plateaulen < ()
\R| E
¢ E,]u_.\'lku_.\;&u‘ﬁ'—ig I ~3 :; E",d(_ SENDTOSERVER (P;, M)
Algorithm 1: LLM-guided Protocol Fuzzing 2 if ISCRASHES (M, Pr) then
Input: Fp: protocol implementation 5 Cx ¢ Cx U{M'}
Input: p: protocol name 26 P lateaul.en < 0 g
Input: C: initial sced corpus 27 else (Lf lSlI:ﬁTERI{ESTlI’\IG (A}l , P, S) then
Input: 7 total fuzzing time 23 J+— CuU{WM', R)
Output: C: final seed queue 29 S < UPDATESTATEMACHINE (S, R')
Output: Cx: crashing sceds 30 Plateaul.en < 0
1 P < INSTRUMENT (FPn) LVAE B Is
L2 Grammar G < CHATGRAMMAR W]\IXID ’EL-"EHR ;; elqe Plitsailon = Ploteaulon a1
v ¥ AL o N 1':'3
[=_C < CU EnricuCorpus (C.p) ] FDFiB I 105 P indl
4 Plateaulen < 0 34 end
s StatcMachinc § « 0 35 until timeout 7 reached or abort-signal 12
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Prompt N 1 Model Output }——
° i‘E‘ ;E 9 I =< ’E\ -!?'r ﬁﬁfﬁﬁ:prml, all of client :
73\ s E Q:I: ) Bﬁ sl A AT\ \E quﬂ-i-“Bt ?:ma: E:_ :.dvalueb ET8R/1.00'n,
L ﬁ:‘: l} lﬁ B4t *i‘] ;R;[l Ili_l L* ; E EE{T.I- - 'I',j]\ 1)( 1I:l S:::r:. ormat: gseqlzgﬁ.ralm:-;f:? .
-1: sar-Agent: <Values'rin,
1 g\ ) For ths ETEP protocol, the PLAY Arcent: <Valoes'r,
%= BB RGN 51 m?;ﬁmﬁ;mmnm e
o ,— t : . E;;;xazu?;tﬂbirm, %I%{‘hm ETSP1.0r'n,
R ST ||
) 1 4 - ! 5er- : «E ufb.-l'.r"m.,
- L L M IE ;£ ;EEHX Shot-2: o ;i;spuﬂ: “Valueirn,
. \ \ e \ I For ths HTTP pm:tum],ﬂleGET client .
o BI/CHAGEIEFSIE LLM ERTNYGE | B T ) )L )
ISEDER eSS e N
+ i = Grammar Corpus EEAY ;":':-IIE&;SPFLD 'r'a
- gl:l *i\] 1‘K ’1\ 7T » Us:i-&geut: <Value='r'n
. Session: <Value=>'r'n
- JHBYIANEEFE (U0 PLAY ) F0032 L = Ramge Vabova ,
$ 'EQ *E iE iE ;E 1?.'- ( u[l <Va| u e > ) gMMCh @Maﬂ{ mutahle
ammar regions
° 12 YT.I‘ ﬁ.l- ’E $ Eﬁ L;:I: 17 E\ El' ( n[l g?ﬁ U R L N PLAY rtzp2//127.0.0.1:8554/aac AudioTest! RTSF/1 0ir'an
CHeq: 4'r'n
ﬂ% ESZ C S e q E ) , ﬁﬁ 1% }ﬁ ’§‘ *g :—[t S }E g::m;ﬂgt;;;imnm (LIVES35 Streaming Media v2018.08.28)rn
::‘EE apt=0.000-rn PLAY Request 13
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« WEE LLM £RERI= = H 2 258 59105
MpFppIZEs, IRERLNFEAIRE
— LLMERHTEHRBR R
« 3R LLM TEILETD 7 il A TR I ZEEY
FiER, HiRFRFSIASEkRBIZIE
« FTIMEA: BRFZZR N DRSS
B (40 Session ID ) fEARKR, Rk
LLM FpEiiE BT 8 _E T3 R o]

e %

- Model Output

For the RTSP protocol, the following
1z one sequence of client requests:
DESCRIBE rtsp:/. .
DESCRIBE stzp://.. ..

SETUP risp://. ..

PLAY rtap://. ..
PLAY ri=pa//... rtsp
SET PARAMETER rtsp://...
Please add the[SET PARAMETER,
and TEARDOWN|client requests in TEARDOWN rtsp:i/. ..
the accurate locations, and the

k__m':'diﬂﬂd sequence of client request isi_,..i
L.
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&;EBI8 CHATAFL

=== if Plateaule MaxPlat. th
. %m = E%ﬁﬁ - | i UN!F(')IR;EANDOMe‘:‘)‘ 2 :nthin
A 13 M, ¢ GRAMMARMUTATE (M>, G)
_ BEEER: BHETERERNESTE o || L
- ZRERBEREBAL. AEEEZRS = T T AR
18 else
_ BRRASARSESENE, 2lSE=Es . T
e 20 M’ « (M, Ma’, M3)
RESSRBEINRR s ol PlateauLen <~ 0

* E ;; Ve | Prompt Template | N

_ n-_-l%._lé.l_,_ *“ In the [protocol-name] protocol, the communication history between

the [protocol-name] client and the [protocol-name] server 1s as follows:

. LL-L-I-MEE-EEE‘ ;"-1(; N % \SZ R*Sz i_ll:l:'ll:—t.l ?F’ﬂmmliﬂatiﬂﬂ]f?ﬁtt-tﬂj |
Eﬁmﬁ LLM :Fi{ﬁ EE:ut the communication history here]

_ I_ I_ M :Ikll.-\ Eg *g g I (= E;Zf::; z;ii?_t request that can induce the server’s state transition to

* IﬁlLLMhEi %ﬁu f.-,_E, ﬁ?ﬁﬂzﬁtﬁlﬁmﬁ Desired format of one real client request.

ﬂi‘ﬁ ,Ik N ’] ﬁ = [Put one real message example from the initial seed corpus here]
\_ J
15




* ABRR . IS

Subject Protocol | #LOC | #Stars | Version _ EEEx
E m =~
57k 631

Live555 RTSP 31284aa N
ProFTPD FTP 242k 445  6le62le B 17(155.3@]‘?5%2:,; ‘ )
PrueFTPD FTP 20k 572 10122d9 s FRIRERYE (IKEEEE)
Kamailio SIP 039k 1915  a220901 » REZBREIIRE (FEIREEE)
Exim SMTP 118k 662  d6a5a05 — Vargha-Delaney3 NS B 24,
Forked-daapd DAAP 79k 1718  2cal0d9 - I 2N EESERE, BFE=tm
« WEERIE TN HZ BRNERERE
— AFLNET (2020) - Bt CHATAFL 5EZ& T BRI &E
. MR BE T RTHUS I % =R

— NSFuzz (2023)
« BEUFBFSHNRMNIREEZE, HEIRSTER
TENBERIERIE, INEXIVIRSTIBRES 16



Ak e === V7] 24hmj:1?‘ *EEIJ3*¢I %B’]Jklb\lh\w
° R 1 . 'Ik;k/\ E-l, == 7
Q1: T |BlfE mEs —

. %MEE*:% Subject ICHATAFL“AFLNET Improv|NSFuzz Improv| Total

= _ Live555 14.20 10.00 41.75% 11.70 21.16% 15

e Total: 24hNIZTTITRZP3IFP THBE ProFIPD 28.70[ 22.60 26.84%| 24.30 17.81%| 30

e o PureFTPD 27.90[ 2550 9.37%| 24.00 16.20%| 30

BHASBEL Kamailio 17.00] 14.00 21.43%| 15.10 12.50%| 23

Exim 19.50 14.10 38.19% 1440 3542%| 23

_up: = S|E
- Speed-up: XMESBRLBRIEZZER forked-daapd||  12.10[  8.70 39.74%|  8.00 51.39%| 13
B2 FH =4 AVG - 29.55% - 25.75% -
e A, BIYCHATAFLSE&ZTEIRAEE \
s ‘_/_ |7 |7 rl/\

BEEZ | MEas 24hIETTI0IR, RS S . FEKEED

i | T Transition comparison with AFLNET Transition comparison with NSFuzz
Robject CHATAEL AFLNer Improv Speed-up A2 | NSFuzz Improv Speed-up A,
CHATAFLEEIIEE£ME TLivesss 160.00 8380 9098%  228.62x 1.00 9020 7738%  63.09x 1.00
gli= ProFTPD 24670 | 17260 42.91% 7.12%  1.00 18120 36.11% 497%  1.00
ABBIRS = BHRER PureFTPD 28180 | 21690 29.91% 561%x 100 206.10  36.72% 794%  1.00
Kamailio 130.00 9990  30.14% 553%  1.00 10530  23.42% 458%  1.00
Exim 108.40 6270 7298%  4027x  1.00 6950 55.97%  1325% 100
forked-daapd 25.40 2140 18.65% 1.58%  1.00 2010 26.52% 1.79%  0.86
AVG | - - 47.60% 48.12x - | - 42.69% 1594x 17 -




SKIGESER YIS

w:i

« RQ2: ({I9EES
— BN ZEEZF=HITEEER,, CHATAFLBIILFWEERiA

Subject CHATAFI Branch comparison with AFLNET Branch comparison with NSFuUzz

’ * | AFLNET Improv Speed-up A;2 | NSFuUzz Improv Speed-up A,
Live555 2,928.40 | 2,860.20 2.38% 961x 1.00 2,807.60 4.30% 21.60x  1.00
ProFTPD 5,143.30 | 4,763.00 7.99% 4.04x  1.00 442180 16.32% 2196x  1.00
PureFTPD 1,134.30 | 1,056.30 7.39% 1.60x 091 1,041.10 8.96% 1.60x  1.00
Kamailio 10,064.00 | 9.404.10 7.02% 12.69x  1.00 9,758.70 3.13% 295x  1.00
Exim 3,789.40 | 3,647.60 3.89% 427x 100 3,564.30 6.32% 11.33x  0.77
forked-daapd 2,364.80 | 2,227.10 6.18% 463x 100 2,331.30 1.43% 1.66x  0.70
AVG ] - | - 581% 6.14x - | - 6.74% 10.18x -

—— R M A AR
* RQ3: HREESE ERRATIE

1 1 L} Y~ r=:=} —3 sha \
—BHIBASISERS, . WFERIBES,. BESERMSs, - FEEMUEEN
Subject CLO Enable strategy S4 (Cl:l) Enable strategies S4 and Sp (Cl:2) Enable all strategies (CL3)
Improv Speed-up A,z Improv Speed-up | Ajz Improv Speed-up A2
Live555 2,860.20 0.28% 1.60x  0.89 | 1.49% (1.21pp) 8.45x 1.00 | 2.38% (0.89pp) 961x 1.00
ProFTPD 4,763.00 3.63% 245x  0.60 | 5.27% (1.64pp) 3.69x 0.63 | 7.99% (2.72pp) 4.04x  1.00
PureFTPD 1,056.30 6.67% 1.3dx  0.61 | 6.70% (0.03pp) 1.36x 0.86 | 7.39% (0.69pp) 1.60x 091
Kamailio 9,404.10 0.60% 1L.75x 096 | 2.24% (1.64pp) 8.92x 1.00 | 7.02% (4.78pp) 1269x  1.00
Exim 3,647.60 2.36% 248x 052 | 2.54% (0.18pp) 2.36x 0.58 | 3.89% (1.35pp) 427x  1.00
forked-daapd | 2,227.10 4.67% 248x  0.68 | 4.93% (0.26pp) 2.98 x 1.00 | 6.18% (1.25pp) 463x 1.00
AVG | - 3.04% 2.02x - | 3.86% (0.82pp) 4.63x - | 5.81% (1.95pp) 6.14x " 18
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« RQ4: BugkM#i=
— % A SRATAR AN B 45 U MY AR 55 im i3 17 it
« CHATAFLAEEI 97 BH 2 B A0 R P63
HEIBTBIA, AFLNETHZWZEIS. 6. 931 HRpE
- MBEIBTIBIA, NSFuzzi&iUlZEI5. 6. 7. 9HAT-ERPE

ID | Subject  Version IBug Description Potential Security Issue | Status

I [Live555 2023.05.10 | Heap use after free in handling PLLAY client requests Remote code execution | CVE-requested, fixed
2 | Live555 2023.05.10| Heap use after free in handling SETUP client requests Remote code execution |CVE-requested, fixed
3 |Live555 2023.05.10| Use after return in handling DESCRIBE client requests Remote code execution |CVE-requested

4 |Live555 2023.05.10| Use after return in handling SETUP client requests Remote code execution | CVE-requested

5 |Live555 2023.05.10 | Heap buffer overflow in handling stream Remote code execution | CVE-requested

6 |Live555 2023.05.10| Memory leaks after allocating memory for stream parameters Memory leakage Reported

7 |Live555 2023.05.10| Heap use after free in calling RTPInterface::sendDataOverTCP Remote code execution | CVE-requested

8 |ProFTPD 6le62le |Heap buffer overflow while parsing FT'P commands Remote code execution | CVE-requested, fixed
9 | Kamailio a220901 Memory leaks after allocating memory in parsing config files Memory leakage Reported

19



- Bik=mk

— gl AXKiIE SRR R IRPMXAE N N 25
- IBMEANEIRE: MA LLM BIIERPHYXEIBZAESHE (W RFC) , EME
o[ iXkBiE RiB ARSI EIE1E
» )EIRESIS T LLM IRIEE S SESCBTERTTMMRE, ERL oI AR A FIAESHIER
— HELLMS| SHRSIEMNNTUESR

- RERA BRI SIFIRAZ IR

- BiEA R

— SEHREIR, MREFDRITMIENXSZE S MGEIE

— EZFELLMIZEHRY

_ ’[,j]\i)‘(ilewj?f'_—‘r—_'#

Scx=EmBIlE

R, BT HEEINLERHR

20



5:EB® ChatHTTPFuzz

6

ChatHTTPFuzz: large language model-assisted loT HTTP fuzzing
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l BurpSuite
: Section 4.2 Section 4. I o
- [ Packet ] y [ Secd Tcmplatcj l [ Data ) (" Header Fu ﬂj Seiid Dita PR Liill
. \_Generation _ Generation Preprocessing ) —3 ° = E .
/7 a L —
P Sectiond3 & . Content Fua) ¢—Rcsponse Data A E -
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Record Seed

\
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;B2 ChatHTTPFuzz

« LLMSIEBRHTTPIMNYZE
DN E S IR S TR

—_— 1
i

ViE KNG KPR E O] ZZF

e — _‘ Header Prompt

Task lnstructlon
Identify variable fields in the http protocol header part and
identify them.
: Identify and mark the values in the HTTP request
headers, using a template like S#value#$. Focus

particularly on GET parameters and other variable values
/

@ . | Okay. can vou give me some examples?

. | POST /api/users/123/settings HTTP/1.1
| Host: example.com

, Cookie: SESSION=1a490b87¢286¢51

|  Key: MTIzZNDUZNw==

i @: "POST /api/users/$# 1234 %/settings HTTP/1. 1
; Host: example.com

Cookie: SESSION=$41a490b87¢286¢5 148
. Key 1$AMTIZNDU2ZNw==H$'

|
! :(GET lapi/secure-data HTTP/1.1
| Host: example. com
Authorization: Bearer abed 1234
| | X-Service-Token: service123-tokend56
GET /api/secure-data HTTP/1.1

| &: [
|

Host: example.com
—\ulhomal ion: Bear:r\ $4 ‘\b(.d 1 734?$

/
l‘ Task Instruction :
Identify variable fields in the http protocol content part and
| identify them

e -{ContentPrompt =ty ==

. .using a template like $#value#$ and requires recursive
l parsme processing

l @ ()ka\ can vou give me some examples?

Identify and mark the values in the HTTP request content.

o LLMZERHTTPIMYIDFIER
- DJEFRE

D7I'R

Eﬂ

SR (28,

$E )

— ?—Eiﬂ’]z-rr:clﬁj

- lnmrll.-\ %

! @ 'Ila_=‘§#I#S&p’lss‘S#I"34~§&nallon-$«#(‘Hﬁ$~$#l‘Sﬂ‘v

| @: (e
1

( Ilan=l&pass=l 234&nation=CH:US

<info>
5 alice]10jstu
| </info>
\ <fuser>

| e
: {<user>
| @ <info>
. $aliceh$iSH 10A$1$H stuf §
| </info>
b \<user>
|
|
|
\ Y s w— e e ww— w4 ww— 0 e ww—— we— w— —

POST /apruser/ 1234 HTTP/1.1 /\\
Host: 192.168.0.200
Content-Length 101
Authorization: Bearer abed 1234

Seed Template
Generation

fileCode=UTF-8
&password=admin&
premitEn=0& guestpwd=guest&
guestuser=guest

/

= ) [

?

[ POST /api/user/$# 145 HTTP/I | \
Host: 192.168.0.200
Authorization: Bearer S+2¢5

\ (‘omcm-l,cngxh' $#3#8%

Header _label :

~

tlle( ode=571

Content_label :
| premitEn=5:3

s&password=5+245&
S&guestpwd=5e448

("1": 1 "type™ "int","value":"1234"},
"2":{"type" "str'.”\alue' "abcd 12347},
"3 "type" "int","value" " 101"}

(1" "type” "\1r"."\':|luc" "UTF-8"}.
"2" | "type" "str”,"value® "admin"}.. }

Header_var:

Content_var :
ID : HashKey
¢ ParentID : HashKey
| ChildID : HashKey

Info: < MutationSpace: {"header™ ["1"["valuel" "value2", ]}
Score : |1
\ Num: 0
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e Q\I one Packet-Code PrompD_ -

* L L M g I TEJ: Hq *[IJ ¥*§*ﬁ ]:r‘g '/ .Task Instruction : \
- Eﬂ$1clu..\ EF ftﬁqﬁ%ll_.\ﬁ*ﬁ: !
¢ ﬁq:lk Bu.‘.\"" E :
°%EELW%EEWWM%EE%W% |

— FABSANERIESLLMT B TEIR | :
: SetSambaConf{) l

|

|

|

l

|

|

|

|

Generate new packets based on routing information and code.

; - | I'll give you code snippets and URI. information. Your
task is to analyze the code and create HTTP packets

based on the logic and variables. Only output the data
packets, separated by "-+-+-+-+",

o e . =
" kOkay, can you give me some examples’

' Z qgotbrm/SctSambaCfg

Attt

Axd

¢ 2 TI' T IE-I ]:rE action = get _data("action");

[
|
|
|
|
|
|
|
— RIS BT BoTREYE | O Y
| SystemCmd("string_info=%s", name);
void formSetWanConfig() { l }
|
|
|
|
\

char® action = get data(“action™); return send_response(req, 200);

U Y

if (strcmp({action, "update™)) {

SystemCmd("config --update %s", action); @ : FIOStTllggf;)gr;gssasodmbaﬂg”TTP/'-'
ost: .168.0.
h Content-Length: 101
} Cookie: cookie-value
- \usbName=usb&action=del )
o FAD-F RN R . )

- RS REE NSRS oo SR —
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- WRFIBmMDFIRRIEER] « SCHieSRE%
— A B BHREIFD F 1= — Thompson3RkiE
2 o NI EER 5 w22 « BT JReEEEE W I H 5 I =R
— {EEsmifE A BIFD 1R - REFEHREF
- RIFWMATESETESEEH « JNRHIXEEYBIETR S E T B S BRI
FEZRFBIIMFIEN _ log(totaliriqis/N + 1)

= Efactor; =
- PRI NE S CEIRE factors = log(ay + B + 1)
| Seed Templates | \
————————— ' _POOIP Lepvrmeresiees Amm - %)§T.¥

[y
| £
g 4t A
: 3 faction = WIS ﬁliﬁ*ﬁﬂq igr'idgrlﬁ.l
R s e | = Seed Templates
: g .‘:n.:\rr - ;J.nd;ilc?c....{ M _ log(vl + 1)
| 2 e ———— S————— factor; — N
s S A oy v+ 1)
| E i action =add " action = delete check |} _— g’;_{ O 1$ﬁ
\-- “‘"J *"’""’*J P J - Muaion
mAm - || AT - || _mAmr - || _
‘(—e*,~,\¥ l ,,,,, 1 Score; = 6; - (1 + Mfactori) (1 + Efactori)

(‘action = add N\ ((action = add
usermame = 'x00test usemame = testtest | Mutated Seed 2 7
| password = sdmin passwoed = admin Mutated dSeeds
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» ChatHTTPFuzzZEBXTRHKIE

- BFEBRNTRRIE
« BUEERB, T NINFENWIRE, HITRIRSEFISIE
- IS5UkRTEFR, StREBETSERD, FRISFSIEERAOTANE

- FTFTVRINSRRTRA L
c LLMa T SHTTPEIESMEXERSin{tiY, IRENOIZFEPESErAESHENEE
- SHEIHCEERERNE, BEXRP NS ERNTITS

- HiBWETESFHiE
- BRERFSIR, TF/F\0. BIT\n. BIE\r. iRt
« MENTZFH, 8EFEEN AT (BLiEA. EPiGh. BEiad )
- FARadasmajB AR HITER
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SKIERIT BB

- FEYE (1RBER) + W%

Vendor Device Version Type — BooFuzz ( 2024 )
Cisco RVI10W V1.2.2.5-8 VPN - HFERPSHEEMINKTR, FAL
D-Link DIR-816 VI1.10 Router e
DNS-320 V2.05b08 NAS EXZRTE
DNS-320L V1.09b06 NAS _ Snipuzz ( 2021)
DNS-327L V1.10 NAS
Tenda ACI15 V15.03.05.19 Router o ST RILIVIERREE, BEloTE
ACI0 V16.03.10.13 Router *ﬁﬂ ; k“ﬁt I -E-
AX1806 V1.0.0.1 Router
TP-Link WRS4IN V3.16.9 Router — Mutiny (2017)
WRO940N V3.20.1 Router
o 421;
Linksys WRTS54G V4.21.5 Router CISCO HEE’]IX_X" U]\IXE*EH'*“E{I"’ Eq:
NetGear WNAP320 V2.0.3 AP Radamsa Bf#l e )
R9000 V1.04.26 Router
R8500 V1.0.2.160 Router 1E|21ﬁ ;‘Ef,' h‘;
VIVOTEK CC8160 0113b Camera _
ToToLink NR1800X V9.1.0u.6279 Router — mibl M=
Zyxel NAS326 V5.21(AAZFE.18) NAS




S iy 632 2 = H Y -3 L

o mibAIMEE
— ChatHTTPFuzzRiRznlb 1165PimiE, 570k kEEmiE, CVEIALE23FD

Vendor Device CVEID CVSS v3 Vendor Device Version Vul Undisc. Vul CVE
Linksys WRTS4G CVE-2024-41281 8.8 / High D RVI10W V1225 13 1 B
D-Link DNS-320L CVE-2024-7828 9.8 / Critical ;
CVE-2024-7829 9.8 / Critical Telank WREAIN Y3163 2 B B
CVE-2024-7830 9.8/ Critical WR940N V3.20.1 I = =
CVE-2024-7831 9.8 / Critical D-Link DIR-816 V1.10 12 9 21
CVE-2024-7922 9.8 / Critical DNS-320 V2.05b08 31 30
CVE-2024-8127 9.8 / Critical DNS-320L V1.09506 - -
CVE-2024-8128 9.8 / Critical
CVE-2024-8129 9.8 / Critical DNS-327L V1410 - -
CVE-2024-8130 9.8 / Critical Tenda ACI15 V15.03.05.19_multi 17 2 —
CVE-2024-8131 9.8 / Critical AC10 V16.03.10.13 4 - -
CVE-2024-8132 9.8 / Critical AX1806 V1.0.0.1 8 -
CYE2RAtny  38sChtal Linksys WRT54G v421.5 8 7 2
CVE-2024-8134 9.8 / Critical
CVE-2024-8210 9.8 / Critical NetGear R9000 V1.0.4.26 1 - -
CVE-2024-8211 9.8 / Critical R8500 V1.0.2.160 5 1 -
CVE-2024-8212 9.8 / Critical VIVOTEK CC8160 0113b 1 - -
CVE-2024-8213 9.8/ Critical ToToLink NR1800X V9.1.0u.6279_B20210910 2 = =
ol aEeen Zyxel NAS326 V5.21(AAZF.18)C0 1 9 -
CVE-2024-7849 8.8 / High
CVE-2024-7832 8.8 / High Total 116 70 23

CVE-2024-7715 6.3 / Medium 3 O




FJ( Qm

S55R  XIELSXE

i) AZ IS = LT EE
— ChatHTTPFuzz{i#

o ZRBVGIEEIN

BRI AR EAERT

- FTYmIRRE: 53irieinfCi9SCilE i E Xk AR A
%, BIEREE-ZTR-FIE

» FEFIEIFRE: BAARRIBBILEIEE

CVEID Type Device ChatHTTPFuzz BooFuzz Snipuzz Mutiny
CVE-2020-8423 Buffer Overflow TP-Link y X
CVE-2020-3331 Buffer Overflow Cisco RV110W X X v
CVE-2024-7439 Buffer Overflow Vivotek CC8160 X X X
CVE-2024-41281 ] Buffer Overflow Linksys WRT54G v X X
CVE-2024-2855 Buffer Overflow Tenda AC15 X X X
CVE-2024-2902 Buffer Overflow Tenda AC15 v X v
CVE-2019-20760 | Command Injection NetGear R9000 X X X
CVE-2024-7922 Command Injection DLink-DNS 320L X X X
CVE-2024-8130 Command Injection DLink-DNS 320L X X X
CVE-2024-7715 Command Injection DLink-DNS 320 L. X X X
CVE-2022-41518 Command Injection ToTolink X X X
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- HirkTmmk
— FRALLMUHTTPINYHITOI ZF EiRit, EaihFIEl
- FALLMATEIRHESEBER, ¥ EIhFiElR, BHIESXIGR
- RO FRIIROAESEE, P EERTIE
« FEpEFTRDFIRIR
— T RREPFIE Vo F HIFIEZ T, WigdEH{TE N
- WRAFRAEREE, Fi& “HWESHAY
« BIEAE 1';
— LLMIZBI o] B S Rl K
- KB IREIRE
- PEEFE R FBSSTIRBESHEHBER
- ISIZIHEESAE: ISEMNEH. NNBESTHHY

SUMMARY?
AGAINII

——— e — - ——
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— CHATAFL & ChatHTTPFuzz
- Wit ARISH
— FIALLMIRIERFCMASBESCPRi E NS T Al S AP IR R
- VRMAEIR
- MALLMIRIBRFCY BN T RBHIE BT RAAZIE
- 1R R
- BEERRRE. QAFBHEFERRAERE
— AKDPMMAE RN, XDIREMRRIMYGE 6] T2
- =28l
—- WTFEFHENRL

'|'.\-
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