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#of #of [Image, # of Omitted Max Patch  # of Wrong

— BETF 152 LinuxRtZimiEaI«M TR
=z

L\EI

SUE AR mAY*
—- M T 1= TERTF
4.37% BURN T RN ATEEHT, HA

VT IREHIESEE
AHYRIRE

Vendor Images Vul] Pairs’ Patches Age (day) Patch Reports?
Google 152 4,690 0/0% 0 2/0.04%
Samsung 120 3,414 133/3.89% 643 0/0%
Xiaomi 52 1,585 57/3.60% 1,018 0/0%
Vivo 22 652 94/14.42% 893 4/0.61%
Huawei 186 3,911 9/0.23% 373 3/0.08%
Meizu 102 2,563 349/13.62% 1,085 235/9.17%
Oppo 29 852 25/2.93% 935 15/1.76%
D-Link 25 422 97/22.99% 1,451 N/A
NETGEAR 27 496 48/9.68% 1,322 N/A
Total 715 18,585 812/4.37% - 259/1.39%
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+ BN
— #*NT (Patch) E—F34. BRERFE HFIEFHITISSRYE L

1—%65 ):'I-ETL 01 static int
274 02 - validate_event(struct pmu_hw_events *hw_events,

03 - struct perf_event *event)

— ?é% |\T (Secu nty Patch ) 04 + validate_event(struct pmu *pmu, struct pmu_hw_events

05+  *hw_events, struct perf_event *event)

N 06
¢ 1'5%2 l I:I:I I: H:ll;)E:lﬁﬂE o7 -{ struct arm_pmu *armpmu = to_arm_pmu(event->pmu);

08 + struct arm_pmu *armpmu;

+ RIARENHIERGEI] 0., o eaerpma T eentarotp feaderzom
10 ...

11 + if (event->pmu != pmu)

— Bug 1E%pMT (Bug Fix Patch) 12+ refurno;

13  if (event->pmu != leader_pmu || event->state <

* %#Ij&iFA{ngg E_| =0 :; PEl:r.eme:Em STATE, — OFF)
° 1|§§W§;ﬁ;ﬁ :IE + armpmu -itn arm pmu{wfnt ->pmu);

19 }

— Ij,] ﬁbim EE?‘ |\T ( Feature PatCh) } CMP x:1,x22 CMF‘.\ X1,X2 func_exit:

BNE func_exit BNE func_exit

o ]: iA#FH/J\—/— &72\— MOV WO#0 MOV WO0,#

1 - I e
* iﬂEﬁb [I'Tﬁ- j:it D EJZAP I iéz [;:_;9__02 + 0x78] :}} :v:ll:t-::-pmu
* iﬂaﬂ B'E; -{g'l\i X2: [[arg_2 + 0x48] + 0x78] > event-_iﬁ::ﬂp_leader
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W#Z#t X (Linux Kernel Community) 1E kernel.org 4

RBINEEREEN, EBRTEZEGE (1
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o JBERGITERS (Source-to-Source)
— (KEGRCRD: IXETHMERRBRIHTIR, gk i

— XTELRACEERYAST (H

SIEAW) . NEBENEIBEN, D T 2EHRN

A

o THFHINGZHE (Binary-to-Binary)
— Tl S IXSETT AR A SN, NE RIS
— BREIREEXS LA IE SR ELXI iT U EBIE BRI
o« JEASXTi#EH (Source-to-Binary)
— &% (Reference) 2IRIS, Hix (Target) 2TiHE
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TS ER

o RIRAERT
— TIHENCEEAN T FEMEN (Binary Patch |
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I R B C RIS RN T | |E
— XRERNZHGISUFH T, T2RET
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KB R FRRSERNT

- AEYmi%EEs ( GCC, Clang) . A[FEZEt ( x86.
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ffssnsE “AGICASN T R EIEN

AndyZ AR BinSlayer7535CFG  ZhangF AfRH T FIBERTTIZX, XUZE A2 H T PatchDiscovery 753,
( Control Flow Graph) #0CG IR BERCFG, BT raiErasH FAN T RIS B LLR B —

(Call Graph) FMAREFS NEGNETE, REMRER RO R R EMISESE . XT

MR IR ATEME SEEAR
2013 2018 2023 2024
2015 2020 /
Jannik % A 3R R B IR JiangZE ABRIZHIE RBIAGINT Zhan%Mf%tHRE/fCT, U
(intermediate representation) FEMEMXGE, XFRBIENE IRIE R ﬁﬁ%lil_ﬂi%]{tﬁfjﬁﬁ
WA E, BERAMARTS B, ERATIEVEERESR, 127 PEFTR, FHOFTERIREE
HEIERAIR faR S RN DAL, #

17TNREITEL
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KHEM =5 uu,. S5iERE

- HI7%E (CFG, Control Flow Graph)
— —#8BME (Directed Graph) , BBFFER

—Il
RIS RS | L
- F

\II

— T (Node) : FEFRIEALL (Basic G
Block) , BI—#HIRFHITRIIES JIE e
— 18 (Edge) : FEFRIEHIRBEE, Bf — | e
HARZ BaSHTINFE, TLAZIRFHRAT. " B T
St bkaRa ok Bka L e i

- JAMEHE (CG, Call Graph)

- —$EF1 [E, RN ERIEAXER
— T (Node) : FTa—1ERZX (Function)

— jj (Edge) . %T_/\ *iﬂﬁﬁTjj_/\ : prinf| [scan] [print] [scant] [distance] [print] [scan
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* IR (Intermediate Representation, B

Z IV

L

2 IR 5, HES*N THFELE

~11

EFRO RGN : 7 IR Emist

(TEHRATER
— THHIE

N—

EmaotT, EimE

diff --git crypto/x509/x589_cmp.c
index c9d893364@..a964bbf94b le8644
--- afcrypto/x589/x589_cmp.c
+++ bfcrypto/x569/x589_cmp.c
8@ -39,6 +39,8 @@
unsigned long X589_issuer_and_serial_hash(X5@9 *a)
if (ctx == NULL)
goto err;
f = X589_NAME_oneline(a->»cert_info.issuer, NULL, 8);
+ if (f == NULL)
+ goto err;
if (!EVP_DigestInit_ex(ctx, EVP_md5(), NULL))
goto err;
if (!EVP_DigestUpdate(ctx, {unsigned char *)f, strlen(f)))

Original C Code

J, Compile

define i64 X509_issuer_and_serial_hash(a)

12 15 x86/ARM/MIPS £515 | i

%4 = icmp eq %struct.evp_md_ctx_st* %3, null
br %4, label %5, label %6

o

SEEBRABAN LLVM IR, LUEES -

|

CEHIT

#7 = getelementptr(a, 8, @)

%8 = getelementptr(®%7, 8, 3)

%9 = load %8

%18 = call X589 NAME oneline(¥9, null, @)
%11 = icmp eqg i8* %18, null

br %11, label true, label false

LLVM IR compiled by Clang

AEIRR) B TR SIS
&R, AT, ol
— TR TN BT

TX589_issuer_and_serial_hash: Target Binary
endbr&d cmpg  $8x8, -8x38(%rbp)
pushg %rbp je Bx25556a
movq ®Ersp, #rbp movg -8x48(%rbp), %rax
subg $@x58, ¥rsp movg  @x38(%rax), %Erax
movg %rdi, -8x48(%rbp) movl $8x8, ¥edx
movg %fs:@x28, %rax movl $ex8, ¥esi
movg %rax, -0x8(%rbp) movg  %rax, %rdi
xorl Heax, Xeax callg @x258ddf; X589 NAME oneline
movg $@xe, -8x38(Xrbp) movg  ¥rax, -0x28(%rb
callg @x191b&9; EVP_MD_CTX_new cmpg $0x8, -ex28(%¥rbp)
movq ¥rax, -8x3e(%rbp) je Bx25556d
| Lifting

define i64 X5089_issuer_and_serial_hash(Xargl)

%@ = alloca i8

%1 = load %8

%2 = load %@

%3 = load %8

%4 = call _ readfsgword(48)

%5 = call EVP_MD_CTX_new()

%6 = icmp eq i64 %5, @

br %6, label end, label then

%7 = add ¥argl, 48

%8 = inttoptr ic4 ¥7 to ie4*

%9 = load %8

%18 = call X589 NAME oneline(%9, @, @)
%11 = icmp eq isd %10, 8

br %11, label true, label false LLVM IR lifted by RetDec
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IFEE (symbolic variables) {XEHIN,

- FFIEHIT (Symbolic Execution)

FrERERRE PR TSI AI S 2R

— (&5EHAT: ﬁﬁﬁﬁﬁﬁﬁj)\ﬁ%‘ﬁﬁzf‘ f5la0 x =5,y =10
- ST ERTSEE W x=0y=8) . FEFITIETHESHRIEN

. KB
- BIRISRRERERE —
- FENKBES L S S

) — > v 1 S AT i) i A=Y e B8 TRk
— AT RGBS BaltimmEie TRTOTRAITHEEE, ExN T 2REE T RE
/l\% REBIEEEE REMAUENHTER, EaldEEE
2 /2|2 h | BIEhERIERAN &4 SMT kiEss, SEARREIIEMREAN
- BERE (Pat Explosion) EAFHEISHR TRTOTRMTHEE, ENTESEETRE
— RS KAREIE
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.+ IMRRE—TESTESARIS (W0 C, C++, Rust) FEHEAETHITHI ZHELHD

BT E

— EZADM (Lexical & Syntax Analysis) : BHTR{CED, MEIEXESER
— (REB{UIL (Optimization) : LIRS, (FEHITERSSHE/DRIE

— {UBB&ERL (Code Generation) : FUUERMIBAER I B TR CPU 18<

» IRIECICRBIIEH T fmiFEst A S, B ERUABHITIOER. oK/

FRE(TAT 1R
— NERENH R B SE RIS
GEEIR  Haik A
00 Fffith, EIEEERIRCHED RIDETEMER, (BMAE
01 EAMk, BRILANKES RIDARRS RN, MERSRT
02 BB, BRETRERS FFHHESTER, WO RNt
03 EEiitt, BREFYMULAERETD| SALtEs, (ErSaEKAREE
Os  RATEEEIADN, BERTRARRS | TSRO MRLUR I RRAR 15
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PatchDiscovery: Patch Presence Test for Identifying
Binary Vulnerabilities Based on Key Basic Blocks



PatchDiscovery TIPO

BtR

il B —HE R A e NFEIR

BRI

BHirx—H#H{ChE (the function that needs to be tested, TF)
#NT RIZHFIEES  (function that contains a vulnerability, VF)
T IBEZHHIRAS (function with the vulnerability being patched, PF)

A1

LANTZE: IREGAARI G CRBHICFG, Frd Tia<Ia—1
24NT o IRENPFRIVFRIREIRANAN TSR, FHsEEEEARR
3ANT AR ETFPERPFIIVFHNEZEERR

O

ki

Bin —HECREEAFEHN]

|A)ER

MELARIE SRR B BN T

15
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PatchDiscovery &EA/RIE

° #lf}ﬁ =
- #NTE: REGARNTHBBICFG, F#EITIESII—L
— N T o IEENPFAOVFRYIRIEFI#N T g2, FElNEEEAR
- N TF T ETFPERPFIIVFRNEZERNR

Patch Location Patch Analysis /" Patch Presence Discovery
O——I | |50 TF
; R Path b ] § Search Range ——
_l Preprocessing ? Extraction ; Reduction | ﬁ;’"
— | w, ()
E> @ @G ’:> @ !': ‘ E> @ ((.)) E> Result
Basic Block }

Matching i‘i

Key Basic Similarity 1
‘ Block Selection ﬁ) ’ Calculation j

'% Binary Normalized and Simplified CFG ﬁ Vulnerability Scope % Patch Scope i.i: Vulnerability Paths % Patch Paths p Key Basic Blocks ((O)) Search Range O Similarity Score

18



PatchDiscovery GlIETSHT

- MBLIAFERI
— BHTFENRENFBIRICE A Afa R _
X DTmarlkh T, (KIREETRILES: T

MR e

— G NRELTEREARR, Al AL F
L‘Eﬁly \DJIJ%ID = K%‘Zﬂ/& VS jg{tﬁgﬂ'
% (AT EED) 5| ANEINER

« PatchDiscoveryBIfRIR T %

— {ERRBEEARILED

- RTEIESHER R, TRk T X I B |
HoAth dobugsection in Bimuils vorsons 231 (@, 2.32 (o), and 229
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PatchDiscovery GlIETSHT

« HNTHRIE

— CFGHaiE: KB HEIIBRIESER
* FAIDA Pro3REX Zi#HHI{CABRICFG

- B tRE: HREFESRNENFHRS TILmBRNEE S
- F1FE5 (Register) — Z—EIR)T "Reg"
- NEMENE (Memory) — Z—&R9 "Mem”
o it (Address) — ZF—&iaSg "Addr"
« FRFEBSIA (String Reference) — EEE{REBEAFRIE
o FERREUEIE (Library Function Address) — B 0ZERZLE (40 "call strlen”)
- BAPENMBREMEIE (User-defined Function Address) — J3—{49 "UDFunc"
* MIER nop 1§
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PatchDiscovery GlIETSHT

- WTHE
— BEARRILES: ATREEHEMEANSHT, Ko EENE RIS g8/ N+
T95, FRERRIEADITETT
» ERRIRRLESEITEERIG
» HFRIFSRMUSARmFES, RENERRIEFEEEER
— FFEEARIFIC: REALO,; BEEO, FASEERNERR, REERR
- LECRZR . NERLECEARRAINBET R EFT AR RIR

=
. RIS | |
A#1 = R Y E 11111 ¢ Reg, Mem T Y i Reg, Mem
° v Pog T
A |5Eﬁl_'_37|< test Reg, Reg test Ree. Reg
jme J_addr jeq_addr
| | I 1
- IBREILECHIE AR [ 1 1 1
11111 Rep, Mem J mov Rea, | (1] mov Reg, Mem i mov Reg, | q
moy Reg, Reg jmp Addr mov Reg, Reg jmp Addr
i.t.!;l"R.L‘g Ree lL.-HRLg Reg
je Addr Je Addr

21



PatchDiscovery GlIETSHT

- ANTIE
= I“]ﬁUI“]FTEE?
. SR %|‘TI'_I§§SI (PF) AR mERIERREGHRIRE

* BP (=R EE . XJ bp 7 PF FE I RIEREARR b, , 1R b, ELTE VF
EP&?EUTIEEEEI’\JEZIKH& b, , BB b, RIEKRICECRIFAERIRION Bp  ({E/90]
BEAIPLECXISR)

* By (IRIEFHES) : X b £ PF FHBNEHRERR b, AR be BETE VF
R T ILECHIE AR b , BBA b, HIEISRICECHIBIERERNRIIAN By ({F/9RTHEE

HUTTNSED) | |
111111 Reg, Mem I mov Reg, Mem i
test Reg, Reg test Reg, Reg
jne J_addr Jeq_addr
| | I
i 1 i 1
11111 Reg, Mem J mov Reg, | Q mov Reg, Mem i mov Reg, | q
11111 Reg, Rep jmp Addr mov Reg, Reg jmp Addr
R et Reg test Reg Reg
je A-;ldr Je Addr

[ I
! ' ! |
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PatchDiscovery GlIETSHT

. 3 |\__]_ / \1;)? Algorithm 1: Patch Path Extraction
% D Input:
y, = s —_— S A 2 Bp /fthe patch basic block set of PF
— Eg‘féj:xEHy: }MME’}]EZISi;&HZ}Eﬁ%UMb:Eﬁ_ E gBPV {fthe ]‘E'!.ll[i_'h'l._\ll h'.l_.\ic block set h-.:m::n PF and VF
utput: P //the set of all patch paths
Pp 0

for each b € Bp do
\; if b.Pres=0o0r 3b;cy, p,.. € BBpy then

5, BEDTHRBARBRRER
« AT RREL (PF) FHEBCRKERIAN T B8R | Drnmerth, prow, Pe)
« mERREL (VF) PREEKERRRERE ¢ return Pp

Function EXTRACT (b, prow. £P):

b fe k=

=1

- Bp #NTEARES (Patch Basic Blocks) ; | ifhe e e,

— BBp, ULECHIEAEES (Matched Basic 5 | "7 o brSues = dor Sloop then
BIOCkS) lli else o bijISMS R

- Pp#NTE81ZEE S (Patch Paths) . L BXTRACE (b, e Pr)

— PyiRiEISREESR (Vulnerability Paths)

FREERED (VF)
A+B-C-D (FEHE O

FNTEREY (PF)
A+B-X-C »D (MBI B ZBEAIKET)
23



PatchDiscovery BUFToHT

o *NT Ot
- WEERRRN: BEiiaSHHEURMTHEER
« XTFP,FHE P, . EPyFRERINAIpy , EERERRRIFESTER
— ¥HAHEICHE (Rough Matching)
- SHIRTTXRIER, B EREE
- FABEILEC(SR (matched neighbor blocks) , #ERIBEILECHIESZEE
- EFELERER, REREREERE py
— ¥EHAUTHED (Precise Matching)
* 3XF LSH Forest (Eak8UEMa®H) HITHEIUEER

AR (VF) .
.ﬂ.—bE—}[-}D{.‘;ﬁ.‘;lEJE [:'

\ / [ \ FRTERES (PR -
- EREEREP, HREISELEY py AsBoXoC - GNTBHRT B ZEMHE)
- TMIEEITER
« XEREKAITEFFEF(Longest Common Subsequence , LCS )ELEFMRIRRIIESES
IEE

24



PatchDiscovery GlIETSHT

o NI FEFIT

- NWFEETF, #ERELFENT EERIE
— EESoE4YE/)N

- BIERRILES, PUESH TF 0 PF/VE ZBRIEIUE SRR
— tiEFiEHIREl (sub-CFG)

- BEILEEARR, & TF#EITHD, S N\NFAHEHIRE
— 1BIHETTE

len(lcs(kb,b))

 sim(kb,b) = T griene
2

wrpXsim(kb,kbpcTF)

* SIM(PF,TF) = Yypekp,

2kbeKBp @kb

25



Patch

Discovery SCIG LT

pLr N

|[=Rv¥/h R

ZUEEE . HHCVE Details, CVE List,
NVDRJub T EE
“iadlgmE: BRMALE (-02) BY
GCCHRIEN THHBIRTNI TS

iR HUCABIREN : 58 IDA Pro fziC

wmIE
TTERIEIR:
F-Measure (F1) . Accuracy (A)

https://www.cvedetails.com/.

https://cve.mitre.org/index.html.

https://nvd.nist.gov/.

Precision (P), Recall (R),

Proeram No. of No. of No. of No.of
© CVEs VF-PFs  Versions TFs
Binutils 147 296 10 1061
Expat 2 2 4 8
FFmpeg 52 232 55 5570
FreeType 57 82 19 776
Libexif 7 3 12 77
Libpng 4 11 18 162
Dataset-1 yipxmiz 37 124 12 744
Libxslt 3 3 5 15
OpenSSL 70 142 22 2201
Openvpn 6 13 7 46
Sqlite3 6 14 10 97
Tepdump 88 150 3 252
Dataset-11 OpenSSL 45 72 8 598
Term Abbr Definition
True Positive TP the number of patched functions that are
correctly detected as patched.
. the number of vulnerable functions that are
True Negative TN
correctly detected as vulnerable.
. the number of vulnerable functions that are
False Positive  FP .
incorrectly detected as patched.
False Negative FN the ‘numbcr of patched functions that are
incorrectly detected as vulnerable.
Precision P TP/(TP+ FP)
Recall R TP/(TP+ FN)
F-measure F 2PR/(P + R)
Accuracy A (TP+TN)/(TP+ TN+ FP+ FN)

26
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PatchDiscovery SC38 1% 1T

* %ﬁﬁ?@ﬁ
— NIEHIBRFAER*NT &2 (Patch
Signature) FRIEES

(Vulnerability Signature) B9 /" """" e

0.819]

AR "

— 61.4% HY*NT BREL (PF) 83 <8 & | :
NPT EALR (PBBs) N I .

]
PBB ===- openssl|

— 38.6% HYXNT RRELEL S > 81
0.0 00510 20 30 40 50 60 70 80 90 160110130

0 200 400 600 800 1000 1200 1400

=220 /N No.BBs and No.PBBs in PF N
PB BS ! Eiya'l-lz 359 I P B BS (a) CDF of the number of patch basic blocks and (b) Fp values regarding different N values
LS . all basic blocks in patched functions
— N =5 5 PatchDiscovery 12{{t&{E
ab
g
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PatchDiscovery XJEb3ELG

- EIRER

— BinXray(2020): EF4#N T EBMNERFRERHI TR

— Gemini(2017): EFHLMETTE THBIRETBLE

— BinXray ZIRFitEFHE, 143 NHEIRREGER (>2 /\\Y) |, xSt

— BinXray fEE*N T A/MEDD, 1@NESEZE441E, Mo PatchDiscovery YN
BIEARARZHNT KNS

— LIRAERIENNET (Version Gap >9) , Gemini #1 BinXray B9 F1 5 Z(E & &

Total
Time(s)

PatchDiscovery 0.943 0.903 0922 0.930 1.000 4606.437
Gemini 0.793 0.784 0.788 0.797  1.000 3922.668
BinXray 0.831 0809 0.820 0.833 0.987 159328.891

P R Fq A TestRate

28



PatchDiscovery XJEb3ELG

W= S

— Function Size: VFfEALESE

— Patch Size: PFHRRJANT BEALLZLE

— #MNTBRA/N: PatchDiscovery {38%
KEEALR, NS ES*NT KN
x, EBEERES

— IRAEREXILL : H&Zﬁ'%@l)\?j{
ESHNT BXREMIBETE, 2t

UCECRY/EERRIE

— HARREE: PatchDiscoverybt,Gemini
MBinxray S8 Bs#%

040  40-80 80-120 120-160 160-200 >=200
Function Size

(c) Resilience to Function Size

0.0— T T T T . - -
0-10 10-20 20-30 30-40 40-50 50-60 60-70 70-80 ==80

—0=— PatchDiscover 1.0 "_-h T —
10% = T
0.84 L
1024 i -:'-'-l--.-,_
1
g 10 o
o ]
k) 100 0.4
0.2 —:— PatchDi Y
10-14 . e BinXray
Gemin
0 100 M
F'hS 0 1 2 3 4 5 6 7 8 9>=10
t Version Gap
(a) Effici nyCmp son between (b) Resilience to Version Gap
PaichDiscovery and BinXray
1.0 1.0 —
0.6 0.6
— —
w w
0.44 0.4
| = PatchDiscovery | = PatchDiscovery
021 a. BinXray 021 . BinXray
~ae Gemini ~a Gemini
0.0

Patch Size
(d) Resilience to Patch Size

29



PatchDiscovery B314E

1.0 1.0

- SLIgeEE le
— B RZEIATEFENERERS T 5 E:I
0.87, EAERRZRAZF 0.930

- . ] 2leare a:d malpg e Sﬂ 10 0.0 0.2 ?e:t TimeD.sﬁ 0.8 1.0
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