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Orion: Online Backdoor Sample Detection
via Evolution Deviance
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Spectre SCAn Beatrix Orion
PRE REC F1 ‘ PRE REC F1 ‘ PRE REC F1 ‘ PRE REC F1

Badnets | 95.37 87.30 91.15 | 89.70 93.80 91.70 | 96.90 91.40 94.06 | 99.50 97.80 98.60
Blended | 93.30 88.24 90.69 | 91.47 92.80 92.13 | 95.00 9490 9494 | 9890 97.60 98.20
~.WaNet...[.100.0....74.07...85.10..,..92.36... 88.79....90.53..|. 95.20 89.20 92.18 | 99.79 97.80 98.70

Dataset Attacks

CIFAR-10 : IAD 3238 43.40 37.08 | 3420 27.87 30.71 |:93.60 91.40 9250 | 98.00 99.80 98.90
L TACT 836, 75833..769.30..95.00. . 88.80..91.79.17.94.47....92.40....93.43. ). 99.79....97.00... 98.37....
: Feature | 88.69 0.16 031 |8833 040 0.79 | 2820 6.23 10.21 | 93.70 98.60 96.10 :
“BEdHets " 94.29 776 2T 84.26 71954082 8T " " 88.66 [ 95007 9T 40" 9300 "97:04 " 91 B0 19434
Blended | 94.60 76.41 84.54 | 9390 78.60 85.57 | 9590 80.60 87.58 | 94.38 87.40 90.76
GTSRB ~-WaNet...|.96.20....79.66...87.15..1.92.30...83.40....87.62..[. 94.11 90.80 92.42 | 9550 99.80 97.60

: IAD 95.60 37.24 53.60 | 83.23 6440 72.61 |:92.60 90.80 91.69 | 95.00 91.60 93.37

TaCT. 8319, 46.800..59.90..[ 89,40 . 8060, 84.7.1..96.19...70.80....81.56.{. 96.09....83.60....8941..

: Feature | 30.47 343 6.16 | 99.65 289 561 | 5460 29.42 3823|9533 8580 90.32:

“"Badnets | 99.91 " '82:20"90.19 [ T00.0""8T.00""89.00 [ 94.89" " 91.49 " 93.15 1 95:557°93.40""94.44~

Tiny-Imagenet Blended | 9145 68.33 7821 | 89.18 77.40 82.87 | 88.36 58.20 70.17 | 91.02 77.00 8342

WaNet | 77.30 67.21 7190 | 76.24 70.16 73.07 | 82.50 75.30 78.73 | 88.49 75.40 81.42 21
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Robust Backdoor Detection for Deep Learning via
Topological Evolution Dynamics
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o ERASHT (Principal Component Analysis, PCA )
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SERIR

BUEREW  RREE (ISRMIR) LS bR IR i
MNIST 60000/10000 28*28*1 10 E1& FEHFIRH
CIFAR-10 50000/10000 28*28*3 10 EBl{& = WSy 2E
GTSRB 35288/12630 15*15*3~222*193*3 43 EB& 599 (] Vil S

« SR
— TPR ( True Positive Rate ) : iRFIBISI IR E SR MEREERILEH]
— FPR ( False Positive Rate ) : BIEEHFRFABIIHANEE S RIEEFTEE
BIEE B
— AUC (Area Under Curve) : AT ZEIRBBFLE IR, iTEOIRER 53 ZEEEN
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« BIWE: AMIERZE, BE2MPFeH T RIS
T ws mm kE

' 2020- _
i = TR A B T IIGE 1 CompositeBA 0-CCS (CCF-A)
2 TaCT 2021-USENIX ( CCF-A)
2021-NeurIP F-A
MEERFNRENBINE LA eurlPS ( CCF-A)
4 SSDT 2024-S&P ( CCF-A)

« WEEHE: ApERKNAIE
wm ps mm ke

BT ERERNG BN 1 STRIP 2019-ACSAC ( CCF-B)
ik 2 EE NS BN 2 SentiNet 2020-S&P Workshops
—BEFESREEIIEEN 3 SCAnN 2021-USENIX ( CCF-A)
= BB S AR XA 1 ) I A i 4 Beatrix 2023-NDSS ( CCF-A)
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o« WFALEZEFENTLLNBIIG (YWSSTD ) , §T/al JHIRBIfRA 28D
A—, HiZZMB1NHRBEFHE T, Al

— VT: V|Ct|m-tr|gger Samp|eg TABLE 3: FPRs and TPRs (%) of different detectors on
MNIST, CIFAR-10, and GTSRB under SSDT.

— NVT: Non-victim but triggered samples

: TED i Beatrix SCAn STRIP SentiNet

— NoT: No Trigger samples © MNIST
. ‘ TPR VT 110000} 8250 4400 050 275
« TEDBItENFEEISIXEIL100%, HY epr NVT P 130§ 427 500 4.00 4.50
‘ ., ] o NoT 500 455 500 550 450

NVTHImIRZRRIE, WA ERIE L amaR0
‘ = N TPR VT (10000 9000 3650 000 675
HKGE L ESRaNE epr NVT 400 P EE6EST 500 700 500
NoT | 550 A5 500 600 450

— BeatrixX] S HiriEMCK LA 2= R+ i GTSRB
iy TPR VT (10000 10000 9950 050 525
LIRSt == TER BN INVT NVT {090 :i6255F 500 400 500
FPRO NoT faso DTHITTY 500 550 550

BRARNEFHRNSITS R EEABEATEHRBE TG
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« TEDTENLPIIRS ZAZ AP fo i ) LAl
— NLPIRE! (U0Bert) AEH2EABMBEN. 2 01{EHE T ERBIiR M LS
— TEDXFTransformerRidBlisliIx ABE. BEENE. BHREMNNRGEHE
— AH{EA N ZER R &EPEIFRFHESE AR S FEIIFHE TR, 2
AN ZE R K-nearestPUTAFINBIHES

. BURERIE: TwitterBUEEE

- BIE: 2WBGERA WILEFiA: 2Fhi&imrsi&
L
2021-ACL (CCF-A) STRIP 2019-ACSAC (CCF-B)

2 DFEP 2021-ACL ( CCF-A) 2 DAN 2022-EMNLP ( CCF-B)
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XIEBR XhHRIBEGI Xl

TABLE 9: Performance of TED on toxicity detection over

o iAﬁIElff:% ( Radius r ) Twitter data with various radius ».
— W K-nearest3PiA AP RIKIHIT Atk Metric Radius 7 AV
PELEN 0.50% 1.00% 1.50% 2.00% : :
TPR (%) 9250  92.00 92.00 92.00 :92.12:
_ 1000 EP FPR (%) 2050 19.00 21.50  23.00 :21.00:
r=om’ /0 AUC 9309 9267 9296 9280 .9288:
_ L _ TPR (%) 9500 9500 9400 9400 :9450:
o ¢RI ERIZER, mER DFEP FPR (%) 21.00 18.00 19.00 18.00 i 19.00:
. v e AUC 9565 9528 9545 9527 i .9541
ST EES RIS 9541,
o« EARBIRIrT, TEDY 251X TABLE 10: Performance comparison between TED, DAN,

and STRIP for toxicity detection.

B 118 R B SUOR

Attack  Metric TED DAN STRIP

 {RIETPRIFFED], TEDBIIZEIGEE o LIPRU%)...9202.. 9342, 9499,
i . FPR (%) 2100 3009 66.11

LT STRIPHIDANT AT T DFEP .IPR (%)  94.50 9354 9499
TEDJI LB ATFIEMINLPIIKR A 2R 51T  [PR (%) 1900 2139 4889 :
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PIsRA Orionfh R SLE

OrionP 6T FI iABI RIS 1E6E

Dataset Attacks | Trigger size Poisoning rate  Target label ASR PA
BadNets 5x5 0.05 1 97.94%  91.34%
Blended 5x5 0.05 1 85.88%  90.89%
WaNet global 0.10 | 97.45%  90.78%
CIFAR-10- 1ap alobal 0.10 3 99.39%  93.58%
TaCT 5x5 0.05 1 94.40%  92.22%
Feature global 0.10 0 99.69%  86.26%
BadNets 5x5 0.05 1 96.65% 97.97%
Blended 5x5 0.10 1 94.11% 96.57%
WaNet global 0.10 0 85.66%  94.95%
GISRB  1Ap alobal 0.10 1 9971%  98.51%
TaCT 5x5 0.10 | 100.0%  98.38%
Feature global 0.10 0 99.80%  95.68%
BadNets 6x6 0.05 1 96.65% 47.44%
Tiny-Imagenet  Blended 6x6 0.10 | 85.57% 46.77%
WaNet global 0.10 | 89.55% 44.97%

Table 4: Detailed attack settings. ASR means the attack success rate, which is the proportion of samples with triggers that are classified as
target labels. PA represents the prediction accuracy of clean data.
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piIsRB Orionfh AR SKE

* OrionFRAERESHEN

Dataset

Attacks

PRE

0.1%
REC

F1 | PRE

0.5%
REC

1%

5%

FI |PRE REC Fl |PRE REC

Fl | PRE

10%
REC

Fl1

CIFAR-10

BadNets
Blended
WaNet
IAD
TaCT
Feature

85.64
95.48
95.16
94.33
93.96
94.12

33.40
97.20
98.40
93.20
96.60
99.40

48.06
96.33
96.75
93.76
95.26
96.69

95.31
95.14
95.00
97.20
97.20
94.44

93.40
98.00
98.80
97.40
94.92
98.60

94.34
96.55
96.86
97.30
96.04
96.47

99.50
98.90
99.79
98.00
99.79
93.70

97.80
97.60
97.80
99.80
97.00
98.60

98.60
98.20
98.70
98.90
98.37
96.10

98.60
98.79
98.79
98.80
98.60
96.59

98.90
98.20
98.80
99.00
96.30
96.40

98.70
98.49
98.89
98.90
98.60
96.49

99.20
98.60
98.80
99.60
99.00
95.69

99.39
99.80
99.20
99.60
99.00
97.80

99.29
99.20
99.00
99.60
99.00
96.73

GTSRB

BadNets
Blended
WaNet
IAD
TaCT
Feature

73.38
75.29
74.00
75.41
71.68
73.22

97.60
88.40
96.20
98.80
87.60
96.80

83.77
81.32
83.65
85.54
78.84
83.37

95.62
82.58
84.33
83.83
82.71
80.45

91.80
92.00
98.00
99.60
89.00
98.80

93.67
87.03
90.65
91.04
85.74
88.68

07.04
04.38
95.50
95.00
96.09
95.33

91.80
87.40
99.80
91.60
83.60
85.80

04.34
90.76
97.60
93.37
89.41
90.32

95.60
94.50
95.76
95.41
94.84
95.37

100.0
99.80
99.40
100.0
99.40
99.00

97.75
97.08
97.54
97.65
97.07
97.15

96.33
96.14
96.70
95.41
94.16
97.65

99.80
99.80
99.80
99.80
100.0
100.0

08.04
97.93
98.22
97.55
96.99
98.81

BadNets

Tiny-Imagenet Blended

WaNet

66.33
63.18
66.34

92.20
85.80
82.00

77.15
72.77
73.34

82.55
78.49
76.44

95.60
87.60
84.40

88.60
82.79
80.22

95.55
91.02
88.49

93.40
77.00
75.40

04.44
83.42
81.42

94.48
95.69
95.49

99.40
89.00
84.80

96.88
92.22
89.83

05.33
96.25
95.99

98.20
92.40
91.00

96.74
94.28
93.42

Table 5: Impact of different clean data size.
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