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[ CVPR]

The Secret Revealer: Generative Model-Inversion Attacks
Against Deep Neural Networks
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PSNR 1966 2078 | 2197] 1860 2549 2758 | 1977 2405 | 2679

VGG16 Feat Dist  2073.56 204299 |1904.54 1651.72 1866.07 [1379.26] 1798.85 1838.31 |1655.3
KNNDist 216440 2109.82 194697 1871.21 1772.74 [1414.37] 1980.68 1916.67 |1742.7

Attack Acc 0% 6% 43% 14% 34% 78% 11% 20% 58%
PSNR 19.63 20.78 22.00 18.69 25.49 27.34 19.89 24.05 26.64
ResNet-152 Feat Dist  2006.46 204299 |1899.79 1635.03 1866.07 J1375.36| 1641.31 1838.31 |1594.8]|
‘ KNNDist  2101.13  2109.82 |1922.1 1859.78 1772.74 [1403.24| 1847.74 1916.67 |1670.05
Attack Ace 1% 6% 50% 9% 34% 80% 11% 20% 63%
PSNR 19.64 20.78 22.04 18.97 25.49 27.69 19.86 24.05 25.77

Feat Dist  1997.93 204299 |1878.38 1609.35 1866.07 [1364.42] 1762.57 1838.31 |1624.9
KNN Dist 208553 2109.82 |1904.47 1824.10 177274 [1403.19| 1962.07 1916.67 |1682.5
Attack Acc 1% 6% 51% 12% 34% 82% 11% 20% 64%
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[ TDSC ]

The Role of Class Information in Model Inversion Attacks
against Image Deep Learning Classifiers
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Algorithm 1 Supervised Model Inversion

Input: auxiliary dataset Au, victim model F,,(x)
L »@_. 5 . i mose | Output: inversion sample X
O Gememitie W ' — o # Training stage:
I v Train the cGAN model with Au
real samples Discriminator Train SMI model with Eq.1
(a) Training Stage # Inoversion Stage:
victim model

Calculate P(§ + A,)rarger Randomly initialization y

fore =0tondo
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e S e Update 5) Generate A = (60 g eeiey O )
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— NNI (CCS 2019 ) . GMI (CVPR 2020) . KED (ICCV 2021)
« FEfHHER

— SSIM-R and SSIM-C: 451t E

— KNN Dist: /ijEtFR2IBIREREIZIE S

— ACC: RisHiT{H1E5 T2 EE I

It
i

33



it XIELSCE

T—shirt Dress

Ground
truth

(a—)rlnversion of Fashion MNIST

- SCYRLSIE
— SMIDJLAE
- SMIEEFREI S LEAEFIGEE

- SMIERZHRTE I LEAF0EE

Fashion-MNIST

(c¢) Inversion results of CIFAR-10

3 i2PTA L

Metric
Benchmark _ SMI GMI NNI KED
SSIM-r 0.383 0.330 0.263 0.277
SSIM-c 0.407 0.352 0.224 0.266
KNN Dist 953.84 1396.45 2131.67 1447.52
Acc 0.9082 0.8511 | 0.7695 0.7745
Metric | MNIST
Benchmark —SMI GMI KED
SSIM-r 0.554 0.555 0.506 0.508
SSIM-c 0.489 0.494 0.416 0.374
KNN Dist 1195.07 1392.68 1767.75 1353.44
Acc 0.9900 0.9205 | 0.8834 0.7497
Metric | CIFAR-10
Benchmark | SMI GMI NNI KED
SSIM-r 0.087 0.088 0.038 0.072 0.004
SSIM-c 0.120 0.122 0.047 0.110 0.005
KNN Dist 2344.00 2381.16| 4305.07 2693.67 5229.83
Acc 0.8332 0.4024 | 0.2723 0.1372 0.0586
Metric | CelebA
Benchmark  SMI GMI NNI KED
SSIM-r 0.4928 0.3308 0.2141 |0.3427| 0.3201
SSIM-c - - - - -
KNN Dist 3409.61 3716.96 7040.13 4493.84 5678.89
Acc 0.7186 0.42501 0.1391 0.0023 0.2148
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Target Class Yy P(')targct
5 (0,0,0,0,0,1,0,0,0,0) 42%
5 (0,0,0.2,0,0,0.3,0.2,0,0.1,0) 1%
8 (0,0,0,0,0,0,0,0,1,0) 1%
8 2%
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— oJLAEE LI ysRiZ S RiB I BRI ZE
— P()targe ByRIZ LTI IEZ 5 7))
- SCEMFEEIE (2)
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(c) NNI

Class 1 4 T-shirt Ankle boot Horse

Method SMI

c=3 743.53 [1204.11 1477.48 880.50 2119.72

c=5 865.64 |1817.78 1081.36  1049.83  2667.20

=9 521.59 |1238.37 1317.72 949.07 2547.96
Method GMI

=3 1287.09 [2128.35 2141.61 1872.21 4624.81

c=5 1567.78 |1407.31 2235.26 132699  2161.41

c=9 757.51 |1206.41 2576.34  1462.21 1590.27
Method NNI

=3 968.92 1191951 2029.89  1388.08  4136.68

c=5 1065.43 |2332.67 2573.18 1039.12  3233.22

¢=9 821.99 |1230.22 977.60 986.73 3809.64
Method KED

c=3 1707.94 11692.36 1593.57 1478.23  5608.19

=5 1421.92 |1552.25 1481.11 129995  5766.65

=9 114890 |1367.20 112540 127246  5597.21
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