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J1XCVE-2022-45380 Detail

Description

Jenkins JUnit Plugin 1159.v0b_396e1e07dd and earlier converts HTTP(S) URLs in test report output to clickable links in an unsafe manner,

resulting in a stored cross-site scripting (XSS) vulnerability exploitable by attackers with Item/Configure permission.

Weakness Enumeration

CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') m NIST
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E )‘( Software Vulnerability Prediction with Vulnerability Type Explanation
rea 1 static sk_sp<Sklmage= unPremulSkimageToPremul

b‘)}

. ﬁﬂ
(Sklmage™ input) {
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return newSklmageFromRaster(
info, std::move(dstPixels),

o W ~N 3

static_cast<size_t>(input->width()) * info.bytesPerPixel()); Detected Vulnerable Line

-

0} CWE-787 (Out-of-bound Write)
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LCVE—Z}ZOJBSO: A remote code execution vulnerability exists in J

Function Call Graph
handle requests, aka 'Windows DNS Server Remote Code Execution (fun 1 P fl] 1n 2) | ----------------------
/_ EEEEEn _"
(@) (asy—ay)

CWE-119: The software performs ST L UL T (fun -1 . fun 1 )

: : exploits a buffer overflow
operations on a memory buffer, but it P

Windows Domain Name System servers when they fail to properly

— Statement 1

-CVE-2017-100012‘|: The UNIX IPC layer in WebKit, including source Statement 2 !
WebKitGTK+ prior to 2.16.3, does not properly validate message size code ETELE 1 @ @ @ @

can read from or write to a memory =l Inerability in tar_ggtec_I E (ﬁ.ln 1-1 . fun S) | @ @
location that is outside of the sc—f‘FNlare through |Fject|0n of !
" malicious content from a |
intendsd boundary of the buffer. custom-built hostile service. < , > I
I

metadata, allowing a compromised secondary process to trigger an Statement n-1 |

integer overflow and subsequent buffer overflow in the Ul process. :
This vulnerability does not affect Apple products. Base Score: 9.8 Statement n I @ - @ """"""

I
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|
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Vulnerability Details : CVE-
2022-34803

Jenkins OpsGenie Plugin 1.9 and earlier stores API
keys unencrypted in its global configuration file and
in job config.xml files on the Jenkins controller
where they can be viewed by users with Extended
Read permission (config.xml), or access to the

Jenkins controller file system.

Published 2022-06-30 18:15:14
Updated 2023-11-22 19:59:15 Source Jenkins Project
View at NVD¥, CVE.org¥

Exploit prediction scoring system (EPSS)
score for CVE-2022-34803

Probability of exploitation activity in the next 30 days:
0.05%

Percentile, the proportion of vulnerabilities that are
scored at or less: EPSS Score History EPSS
FAQ
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CVE-2021-25964

In *Calibre-web™ application, v0.6.0 to v0.6.12, are vulnerable to Stored XSS in “Metadata”. An attacker
that has access to edit the metadata information, can inject JavaScript payload in the description field. Wh
en a victim tries to open the file, X85 will be triggered.

Disclosure Date: Oct. 4, 2021

CWE ID: CWE-T79

CWE Name: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’)
Extended Description: ... The web application dynamically generates a web page that contains unt
rusted data. ... does not prevent the data from containing content that is executable by a web browser. A v
ictim visits the generated web page ... Type 2: Stored XSS (or Persistent) ...

Common Consequences: Confidentiality, Read Application Data

Likelihood of Exploit: High

Potential Mitigations: Use an application firewall that can detect attacks against this weakness, ... .
as an emergency prevention measure while more comprehensive sofiware assurance measures are applied,
or to provide defense in depth.

Commit Message: Added Ixml to needed requirements. Improved displaying of series title,
book of series, comments and custom comments

Commit Date: Aug 27, 2021

7 changed files with 21 additions and 12 deletions

+ from Ixml.html.clean import clean_html

if book.comments[(].text |= comments:

- book.comments[0].text = comments

+ book.comments[0].text = (comments)

+ ("escapedlink")

+ def (url, text):

+ return "<a hrefs'{}'>{}</fa>". {url, (text))

il ST "+ url_for(...) + " =" + entry.series[0].name + " ")|safe)} }</p>
+ <=p>{{ ... (url_for(...)|escapedlink(entry.series[0].name))|safe)} }</p=>

12



IREE AiESIREPIRERSE

[ J i iE % E Eg Eq } E ;ﬁ ﬁ ¥ & please classify CWE-ID for the following function: V4

static sk_sp<Skimage> premulSkimageToUnPremul(Skimage* input) {
Skimagelnfo info = Skimagelnfo::Make(input->width(), input->height(),

\E—l— #Hlj \;-/—\ \fI=

— 3 Ay 1 .

— E * 1D - 1;: I 1 l ’ﬁ ’IDI 'ﬁ' | i _ kN3_2_SkCoIorType, kUnpreml'JI_SkA-lphaType),
- RefPtr<Uint8Array> dstPixels = copySkimageDatal(input, info);

if (!dstPixels)

- WBCIHESITFEIER{ICIBEE B
- B2 FiHRUZ R L :

static_cast<size_t>(input->width()) * info.bytesPerPixel());
-
- BERNRBIEE LT
Hﬁ T! x 76 i =i E E '*’ The CWE-ID for the function premulSkImageToUnPremul() is CWE-754, which is Improper Input Validation. This is
because the function does not properly validate the input parameter. This could lead to an attacker being able to
2 W 7.|<‘ Z L) - 7|<‘ - pass in a malicious image that could then be used to exploit a variety of security vulnerabilities.
o TIEVWCWEGIRZERH{THE
The function premulSkImageToUnPremul() first creates a new SkImageInfo object with the
'Y 'Y kUnpremul SkAlphaType alpha type. The function then calls the copySkImageData() function to copy the data from
— 1 ‘ ﬁ_q ﬁ *ﬁ 1 ‘ ﬁ_q E m the input image into a new Uint8Array object. If the copySkImageData() function fails, the function returns
\ nullptr .
| The problem with this function is that it does not properly validate the input parameter. This means that an attacker
- D X could pass in a malicious image that could then be used to exploit a variety of security vulnerabilities. For example, an
attacker could pass in an image that contains malicious code. This malicious code could then be executed when the

premulSkImageToUnPremul() function is called.

== b A \, 2> -
- BELEIHESIIZRIER
In order to fix the CWE-754 vulnerability in the premulSkImageToUnPremul() function, the following changes need to

be made:

H E?MWﬁE* = ki
[ J \
éﬂ ;E % I ’. ﬂ' E E. Hﬁ ﬁ I I « The function should validate the input parameter to ensure that it is a valid image.

« The function should not call the copySkImageData() function if the input parameter is not a valid image.

Once these changes have been made, the premulSkImageToUnPremul() function will be protected from the
CWE-754 vulnerability.

2+ U7 A CES E Rk 6/ 5 o 6o
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vulnerability _cl

. . commit _id
assification =

ref link

https://github.com/bratsch

DoS Exec Code e/pango/commit/4de30e55 4de30e5500eaeh49f4bf [glyphstring] Handle overflow

00eacb49f4bf0b7a07f718 0b7a07{718e149a2ed5e
el49a2edse

Overflow

commit message

with very long glyphstrings

files changed

{"sha": "8fb70313eb8835dcce812a86209e2a7d88457795",
"filename": "pango/glyphstring.c", "status": "modified", "additions":
20, "deletions": 6, "changes": 26, "blob_url":
"https://github.com/bratsche/pango/blob/4de30e5500eacb49f4bf0b7a
07f718e149a2ed5e/pango/glyphstring.c”, "raw url":
"https://github.com/bratsche/pango/raw/4de30e5500eaeb49f4bf0b7a0
7f718e149a2ed5e/pango/glyphstring.c”, "contents_url":
"https://api.github.com/repos/bratsche/pango/contents/pango/glyphstri
ng.c?ref=4de30e5500eacb49f4bf0b7a07f718e149a2ed5e", "patch”:
"@@ -61,14 +61.28 (@@ pango glyph string set size
(PangoGlyphString *string, gint new_len)n while (new_len > string-
>gpace)n  {n if (string->space = 0)\n-\tstring->space =
Lla+t{\a+\t string->space = 4;\n+\t}\n else\n-\tstring->space *=
2)n-\n-  if (string->space < 0)\n \t{\n-\t g warning (\"glyph string
length overflows maximum integer size, truncated\");\n-\t new len =
string->space = G_MAXINT - 8;\n+\t const guint max_space =\n+\t
MIN (G_MAXINT, G_MAXSIZE / MAX (sizeof(PangoGlyphinfo).
sizeof(gint))):\n+\n+\t guint more_space = (guint)string->space *
2)n+\o+t if (more space > max space)n+'t {\n+\t more space
=max space;n+\n+\t  if ((guint)new len >
max_space)n+H\t{\n+\t\t g error (\"%s: failed to allocate glyph
string of length %i\\n\",\n+\t\t\t G_STRLOC. new_len);\n+\t\t}\n+\t
Ho+n+\t string->space = more_spacen \t}'n  }n "}

Features

Access Complexity

Authentication
Required

Availability Impact

Commit ID
Commit Message

Confidentiality

Foges®

Column Name in the
csv

access_complexity

authentication_required

availability_impact

commit_id

commit_message

confidentiality_impact

Impact
CWE ID cwe_id
CVE ID cve_id
CVE Page cve_page
CVE Summary summary
CVSS Score score

Files Changed

files_changed
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Distillation for Explaining Vulnerability Types
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. CWE-IDs CWE-IDs CWE-IDs CWE-IDs CWE-IDs
belonging belo:;ging belo;ﬂrln b'lﬂ:;!l’ﬂll balq;glrlg
to
Base Class Category Deprecated Variant

=
~

I
s !
.—»E‘N—w:
5 ]
Ne—p

4 4 V(Z5.)
fomd [E= [famm) P [ {© | * | ® @)
r 4 } b4
A 4 A 4 Self-Attention

Base Class Category Deprecated
{Common) (C ) (Com:i ) {Rare) (Rare) f
CWE-TBT ... CWE-119 ... CWE-399 ... CWE-17 ... CWE-415 ...

@» Similar CWE-IDs ) { [ ] }

€» More Balanced &)

|, Hierarchical Gro ing of CWE-IDs M. Class Code Distillation SEP
. ' Upag M token tokens token token

1
1
1
1
1
1
1
1
1
1
1
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1 Student Model
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° ﬁgﬂiﬁiﬁ Imbalance Ratio
— BiR: URATERRSHE, 5—
TEXATEREIRAHELAS
T EE/ FERNEIRES 100 - IH }

Entropy

Deprecated
— Mif: SPREFPIRMATAHIIRK -
% (CWE ) RAEDIRIFNAR I 1-
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- IBIRBRICWE-IDMIREFIEIEA, SIENHEINTES

« TextCNN-TeacheriZEB! i3 A4 A BT S =
_ WFE A CWE abstractZEE TRIHIA, Lk e e Juomne
— 1" TextCNN-Teacherf2 8! / cﬁi“;d\ /.a\ /8;“.:':,%’\ °°°'°°:,\ /“ﬂ"';:\
— L= TextCNN-TeachertZBIRIE5 F S SN S S
- WIS, MESTHEL, ANEET "5~ E" -
YBase, YCategory, YClass. Y Variantfl /[r“f:*] [;f“ﬂ [;:-f'@“:*] [F} [E'T
YDeprecated S e &
 frenencommgacvens ]
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FHpythonPBitree-sitterel
Class Code Distillation SEP
— Eﬁttokenﬁﬁu token tok:ans token token
« XIRAF; = [tq, ..., 1,]
« HnTiEEBPEHE LT EIBItokenZH Y

Source code data flow edg
_ E EE *’_.I_i IE ,_-¥_§I J de{‘f%:f:fbf @ﬁ Masked Language Modeling T R ,’prizca_nri?bjj gt?_\
xZb' - 7' L, aaE
. BWTHIEZ, LMEn = 512 token e | 1L ot T T1
return x L1z

* [cls]bRic: AFF3IHE AR, Comment GraphCodeBERT E

Return maximum value

B 7323513 CWE-ID Dm i ARARANAR :
° — N . -l-l-Hu B I'-.\;:.,E;: iy [CTIS] TRerurIfM.Isnthuet [SII'] T._.xjoiftl [LMKJTX:!JLSE.T.. [TlT bT xT 0 b I X h X a x
o [dis] ric: FF MTeachertZBIpi2 Ly R AU R S AR AR SRR
ﬁ*ﬂi’q ( EI]MTeXtCNN-TeaCherH{JEHéIj %" Value comes from Text Code Variable Sequence

HpFE3]) .
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- E B, fEABRERERIMEA, EB—TZABRERF2ERIRIPEMS

HRY A o
H, = En(H,—),m€{1,..,12} | e
- BE—TREETEIBZ 7 {[ & ©)
- Ht, Hy,BIH,s F0H,; B & Ktokenf=4E 1
- PREEETE [ T I,
- PO NBTER Msotmaxifith, y AHSRE

Lsose = (1 = MLcg(WW(Z515), ¥) + Mg, P (Z5;5), Y (Z1))
Lhard — (1 _ }\)LCE(IIJ(ZCIS) y) + }\LCE(UJ(ZCSZL'S): yt)
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n,kiiE a I R availabilit cve id cve_page ewe id access co confidentia integrity i

y_impact mplexity lity impact mpact

— §UESR: Big-Vul
WEEFIi&
— COdeBERT, GraphCOdeBERT, CodeGPT Pattial . O liﬁgscgﬂefgfﬁt CWE-189 Medium  Partial  Partial

2009-1194

- HUER73730: BAGSFILFME
— imiRl sy RIER
* Devign ( Zhou et al. 2019 )
« ReGVD ( Nguyen et al. 2022 )
;‘Egﬁ iﬁ% Models Optimizer LR  GradClip Batch Epoch A
— E%ME{EE{?%*BEBG%"}:iﬁ% Teacher AdamW 5e-3 1.0 128 50
AN 1S 71—
1:F1,| ;B *’-'F Student AdamW 2e-5 1.0 16 50 0.7

— HERZE ( Accuracy, Acc)
— BEIAZE ( Overall Accuracy, Overall Acc )
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Method Group By CWE Abstract Types Indicators
Subsets Yelass Y base Ycategory Y variant Ydeprecated Overall Acc F1
Devign 58.11 44.05 45.10 31.71 38.46 51.16 48.71
ReGVD 60.42 5595 56.21 36.59 57.69 57.52 56.45
CodeBERT 68.00 58.93 60.78 39.02 57.69 63.19 43.07
CodeGPT 65.26 60.12 64.05 51.22 53.85 63.08 62.30
GraphCodeBERT 63.16 63.19 64.05 41.46 61.54 62.27 62.74
BAGS 63.58 54.17 54.90 51.22 42.31 58.91 57.32
LFME 65.47 58.33 61.44 39.02 50.00 61.57 60.15
GraphCodeBERT Soft—
66.53 64.29 62.75 56.10 57.69 64.58 6391
VULEXPLAINER
CodeBERTSoft—
68.00 64.29 67.97 48.78 61.54 66.09 62.93
VULEXPLAINER
CodeGPTSoft—
68.63 62.50 60.78 56.10 57.69 65.05 63.77
VULEXPLAINER
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- CHELSR

— 5H1{b/FAMBEELE, BiEAMEBE FTransformer PEBISCI 5 1456
— FLAILAR A&z H—FiRE /216 /HER=E
— BEEERDE RPICWE-ID _LEBEENSRIFIITEERE

N\

Method Group By CWE Abstract Types Indicators
Subsets Y class Y base Ycateg(uy Y variant Ydeprecated Overall Acc F1

GraphCodeBERT | 63.16 63.69 64.05 41.46 61.54 62.27 62.75
GraphCodeBERTr. | 64.21 62.50 58.17 53.66 57.49 62.04 61.61
GraphCodeBERTLa | 63.58 64.29 60.78 43.90 65.38 62.27 62.74

GraphCodeBERT
66.53 64.29 62.75 56.10 57.69 64.58 63.91

VULEXPLAINER
CodeBERT 68.00 58.93 60.78 39.02 57.69 63.19 43.07
CodeBERTsL 64.63 58.93 66.67 41.46 57.69 62.62 44.42
CodeBERTra 68.84 66.69 60.13 53.66 65.38 66.09 51.64

CodeBERT —

68.00 64.29 67.97 48.78 61.54 66.09 62.93

VULEXPLAINER
CodeGPT 65.26 60.12 64.05 51.22 53.85 63.08 62.30
CodeGPTr 63.16 60.71 64.71 51.22 46.15 61.81 61.06
CodeGPTra 62.32 59.52 59.48 58.54 57.69 61.00 61.47

CodeGPT —

68.63 62.50 60.78 56.10 57.69 65.05 63.77

VULEXPLAINER
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- SCYNLESIR
— MARA
- BT iRBEEN S ESARBUIFIGE
FBE 2 EPA R R 1E
— Teacherf&HY
« WFIBERAINELR, TextCNN-
Teacher{2BXADIRBIBESI L F Transformer
B TeacherfEZ Y
_ EBA
« WFEEAPPIRE, IREE
i% ) LEIEEIBE B RIS R

P AR BIEREERMBER

(K73

Compare Grouping Methods | Models Accuracy | Improvement
CWE Grouping (ours) GCB 64.58 +4%
Label Freq Grouping GCB 62.27 -
CWE Grouping (ours) CB 66.09 +5%
Label Freq Grouping CB 62.73 -
CWE Grouping (ours) GPT 65.05 +4%
Label Freq Grouping GPT 62.27
Compare Teacher Methods Models Accuracy | Improvement
TextCNN Teacher (ours) GCB 64.58 +0.4%
Transformer Teacher GCB 64.35 -
TextCNN Teacher (ours) CB 66.09 +6%
Transformer Teacher CB 62.27 -
TextCNN Teacher (ours) GPT 65.16 +0.2%
Transformer Teacher GPT 65.05
Compare Distil Methods Models Accuracy | Improvement
Soft Distillation (ours) GCB 64.58 +4%
Hard Distillation GCB 62.27 -
Soft Distillation (ours) CB 66.09 +5%
Hard Distillation CB 62.85 -
Soft Distillation (ours) GPT 65.05 +0.7%
Hard Distillation GPT 64.58
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— 8171 TeacherFPEHEEER CnERT
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‘ v \JJ1i L GraphCodeBERT |
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- T:I_: 1% 1:‘_.1' %)] HD *; ;::l:I:'l IIII Be Bq G %ESZ II.E *I] CNNT correctly predicted CBW](E;;(OMS) ;T;iiéiﬁgx
EI%II‘EH ﬁﬁﬁiﬁ! u; CB correctly pred.icted CBuulexp(OUrs) 91.85(462/503j
CB wrongly predicted CBvuexp(ours) 30.19(109/361)
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e GraphCodeBERT1T43
— ¥ H,E R NGraphCodeBERT#HR A 2 BBE ik o) = 56 1B
— H &3 12 B0 B X ERBERTRIBEZ IRHARIR
e H,=E,(H,_)n €{1,...,12}
- ST RERE,B—TZXBEEREINRERNIRPEZMB AR
- E,BH,_fEABEEIEERmA, £BiTIEREDEAN, HPLNAEIT—, Atn
NZBiEENE
« Ap = LN(Attn(H,_1)) + Hp_q
- A, ZiNERRESIIH, , BIE,EMRZRiED =
« H, =LN(FNN(4,) +A,)n €{1,..,12}
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