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How to Steer Your Adversary: Targeted and Efficient
Model Stealing Defenses with Gradient Redirection
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Algorithm 1 Gradient Redirection

Input: &, z, y, €
Output: y

Yy
s « argsort(Gz)

Vs, < min(ys, +€/2, 1)
A0
t+1
while 7 < n do
Ys, + max(ys, — (e/2 —A), 0)
if y;, — (¢/2 — A) > 0 then
Return y
end if
A= A+ Yy,
t+—t+1
end while
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2009). This gives us ImageNet-C10, ImageNet-C100, and
ImageNet-CUB200, which are paired with their matching

evaluation set and contain 183, 763, 161, 653, and 30: 000
examples respectively.

ImageNet-C10 — CIFAR-10 ImageNet-C100 — CIFAR-100 ImageNet-CUB200 — CUB200

A CIf. Err ¢ Distance A CIf. Err /1 Distance A CIf. Err ¢, Distance
Method | 2 5 01 02 05 1 2 5 01 02 05 1 2 5 01 02 05
Random 9.8 10.3 10.6 9.0 8.7 9.3 38.5 38.6 39.8 36.2 36.5 38.5 48.5 51.4 56.0 41.3 42.3 50.7
Reverse Sigmoid - - 90 91 93 - - - 36.3 36.8 38.0 - - - 41.2 42.6 459
Adaptive Mis. 1{]4 11.9 16.3 9.0 9.6 12.1 38.2 40.6 46.6 36.4 37.4 41.8 53.8/58.6 66.8 42.8 45.6 |53.8
MAD 12.6 16.4 22.6 8.7 8.7 9.5 43.0 46.8 49.2 359 369 42.6 49.6 52.3 56.0 41.7 42.6 51.7

GRAD? (Ours)

16.4 21.5 23.4 9.5 10.1 15.5 43.4 47.6 53.0 36.5 37.7 44.1

54.1 56.4 60.7 41.8 44.6 55.6
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CIFAR-100 — CIFAR-10 CIFAR-10 — CIFAR-100 Caltech256 — CUB200
A CIf. Err ¢1 Distance A CIf. Err ¢ Distance A CIf. Err ¢, Distance
Method 1 2 5 0.1 02 05 1 2 5 01 02 05 1 2 5 0.1 0.2 05
Random 12.2 12.8 14.0 104 10.5 11.1 50.9 52.1 54.5 46.5 47.8 50.6 53.8 58.1 65.1 43.1 45.2 57.1
Reverse Sigmoid - - 10.7 10.5 11.1 - - - 46.0 46.9 50.8 - - - 4277 442 497
Adaptive Mis. 12? 14,3 21.7 10.8 11.5 12.9 47.6 51.0 60.2 47.5 50.6 61.2 64.7 70.6 - 43.3 456 534
MAD 15.1 18.0 25.9 10.5 104 11.5 52.2 53.6 58.6 45.1 46.7 52.0 554 57.7 62.1 43.4 47.6 57.1

GRAD? (Ours) 17.5 20.5 224 10.6 11.7 17.0 55.2 59.3 63.7 46.3 48.0 56.8 57.9 60.7 65.2 42.5 46.1 58.3
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