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1. TextBugger word-level/char-level

2.DISTFLIP char-level

Papemot et al. word-level 3.TEAPOT word-level sentence-level

1.TextFooler word-level 1.TextAttack word-level / char-level

2.HotFlip char-level 2.BAE word-level
3.Alzantot word-level 3.BERTAttack
4.DeepWordBug char-level 4.CLARE

5.7Zhao et al. word-level

OpenAttack word-level / char-level /

1. TextHoaxer
2. KATG
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WIS HILE ( Text Adversarial Attack, TAA )
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Decision
Boundary

Space

Classification Task: Is this a positive or negative review?

( /_Vj'extFoolet':‘f

ﬁ_‘*": "The characters, cast in "The characters, cast in

!= impossibly contrived r:> impossibly engineered

—_— situations, are totally circumstances, are fully
Input Text _estranged from reality." estranged from reality."

?
_ Y
‘ Negative! Positive!

o

A
SOTA NLP models
(e.g. BERT, LSTM, CNN)
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o WHMEK
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— BE—THARIx = x1x; ... 0, IRy
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- BIERUESURESx, iRV EN(ES

fixt+e)#y
« LEhaRF: SOKLanEs/N, REBARAERREE, AZEx + HFUSRRIFAE
° &?%7_’_{: | PositiveAreview
sim(x,x + &) > ¢ (1) ( o el J
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Negative review
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« BGEEAI (MFKE ) :
— FZHFRIE (char-level ) @ ESRPR) LT F5
- BAAASRE, BHEIBIRZHEEN (HEKEE
— WERBGE (word-level ) : TETEEHTIRIE, MARREDPRILTFERT
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— B)FRHITE (sentence-level ) @ BRE
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« OpenAttack
— BEXZTHUNLPEEREF A K

WIIEHIRT AR

- RNLPERIMREILGE L, 325

WG ERZ X 13D
— ZEhRWis

AttackEval

Attacker

AttackAssist

DataManager

—
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OpenAttack

Word Sense
Disambiguation
Named Entity
Recognition
Dependency Parsing

Model
SEA
SCPN
GAN
TextFooler
PWWS
Genetic
SememePSO
BERT-ATTACK
BAE
FD
TextBugger
UAT
HotFlip
VIPER

DeepWordBug

Accessibility
Decision
Blind
Decision
Score
Score
Score
Score
Score
Score
Gradient
Gradient, Score
Gradient
Gradient
Blind

Score

Perturbation
Sentence
Sentence
Sentence

Word
Word
Word
Word
Word
Word
Word
Word+Char
Word, Char
Word, Char
Char

Char

Main Idea

Rule-based paraphrasing

Paraphrasing

Text generation by encoder-decoder

Greedy word substitution

Greedy word substitution

Genetic algorithm-based word substitution

Particle Swarm Optimization-based word substitution
Greedy contextualized word substitution

Greedy contextualized word substitution and insertion
Gradient-based word substitution

Greedy word substitution and character manipulation
Gradient-based word or character manipulation
Gradient-based word or character substitution
Visually similar character substitution

Greedy character manipulation

https://github.com/thunlp/OpenAttack
https://github.com/QData/TextAttack
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Eljpifl-== OpenAttack

Sample: 100 =========================================ss====s=====ssss===ssss==sssss=sssSs=sssSSS=sssss==sssss=ssssss=sssss==ssss===sss===sss===
|
| Running Time: 0.0036163
| Query Exceeded: no
| Victim Model Queries: 114
R o . . ) . . | Fluency (ppl): 239,87 Tk M B A g s T
The story is inspiring , ironic , and revelatory of just how ridiculous and money - oriented the record industry really is | Grammatical Errors: <+ vk fE i A W% G F
the story is inspiring , ironic , and revelatory of just how laughable and money - oriented the record industry really is | Semantic Similarity: 0.9078194
| Levenshtein Edit Dista: 2 e ?F“J' ;@ﬁ_”l e '#Jﬁ
| Word Modif. Rate: 0.083333 [ i . LB H., BB
[ Succeed: yes N 5= f T H A E]
| sicH + Bk 5 ] W B A
100%| | 100/100 [00:20<00:00, 4.87it/s]
i =+ Sample: 999 ===================================
| Summary | | Succeed:
+ =+ |
|| Total Attacked Instances: | 100 | Sample: 1999 B WA . AT MR [Ash WO K BIH BUR RPE oy 2
‘ |
|| Successful Instances: | 70 | | Running Tim
|| Attack SU‘;CESS.Rate: | ©.7 | Nair ' s cast is so large it ' s Altman - esque , but she deftly spins the multiple stories in a vibrant and intoxicating fashion | Query Excee Sample: 1000 ==================================
| “AVGTRGHTLTG T e 00046152 | Vietim Mode
| Total Query Exceeded: | © | I Succeed: v u w5 4 B BT I
: : e = I T AR OB T [T RFS ]
| Avg. Victim Model Queries: | 126.2 | Sample: 2000 £ # B 1 BT M R0E RS R 2 M #t
p
| Avg. Fluency (ppl): | 602 | |
| Avg. Grammatical Errors: | 4.4571 | | Running Tim
| Avg. Semantic Similarity: | ©.88219 | | Query Exceql00%
| Avg. Levenshtein Edit Distance: | 4.0714 | I ﬁﬂﬁ;?;ﬁz;l Summary |
| Avg. Word Modif. Rate: | 0.1687 | The movie plays up the cartoon ' s more obvious strength of snazziness while neglecting its less conspicuous writing strength | Grammatical * ====t
s s s s s s s s s s s S E s s s s s s sssssss==S the movie plays up the cartoon s more obvious military of snaz Bz i1 | Total Attacked Instances: | 1000 |
( | Successful Instances: | 556 |
| Attack Success Rate: | ©.556 |
Sample: 16 | Avg. Running Time: | 0.0094304 |
| Total Query Exceeded: | © |
100° | | Avg. Victin flodel Queries: | 12856 |
— — S + WA 4 e LeEr B, EflA sSoREPE M P | Avg. Grammatical Errors: | ©.11511 |
Summary | | Avg. Levenshtein Edit Distance: | 2.3201 |
| Avg. Word Modif. Rate: | ©.20692 |
N - n a I Sample: 17 4===========csos===csmcssomommcs—cscsoosooooec +
Total Attacked Inst : 2000
I Sgciessfuiclistagze:?ces } 1431 } (attack) ubuntu@VM-0-8-ubuntu:~/OpenAttacks fl
| Attack Success Rate: | ©.7155 | ffri A 78 Ju . AR OAHE B O Bba frksbe AR e 2 2 . JREifr 248 5o, fRA
et e S=23SS85S firk =& 78 st R KOHE ) e f ikt B e 7 2 . JEA{fr 248 o, fREEAT 78 o dE MR ? 3. | Victim Model Queries: 140
! 2 e i d: [ ! g | Grammatical Errors: <]
| Total Query Exceeded: | @ | dy fAs B moT i W KA * | Levenshtein Edit Dista: 1
| Avg. Victim Model Queries: | 117.19 | g fudE FLEE A P T OHE 5K EH S | Word Modif. Rate: 0.28846
| Avg. Fluency (ppl): | 697.75 | | Succeed: yes
| Avg. Grammatical Errors: | 4.2404 | |
| Avg. Semantic Similarity: | ©.87139 | Sample: 18 ‘
| Avg. Levenshtein Edit Distance: | 3.7806 | X
| Avg. Word Modif. Rate: | 0.19565 | Wi Wouril 00011287
+= = = s=====sss====== + | Victim Model Queries: 20
(attack) ubuntu@VM-©-8-ubuntu:~/OpenAttacks I POFA- %l . A T i | Grammatical Errors: ]
BIWF MY =B, ST A9 s i | Levenshtein Edit Dista: 1
- | Word Modif. Rate: 0.090909
| Succeed: yes
|
Sample: 19 ======= = = = = = = = = = = = = -
|
| Running Time: 0.0022352
| Query Exceeded: no
M k5 18 L, bk & 20.5L 7 2 | Victim Model Queries: 40
| Succeed: no
I

] |

| 19/1000 [00:40<15:08,

1.081t/s
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WLTAACO TIPO

e 2 AYZ ULV =\

2B EEUESR . 1T BAIESHEIBRYIESER
IMDB. SST-2. SNLI

LAY IR ST L% iR IR G AR R=8);
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WLTAACO BiERIE

- HitRIE
- A/ IMEEF BT 8]
« HEBRIE B (RR E MBENTin

NGl EAD
- REBRIFBNB AR IR TR
BRI

- SHRNERTEA
- RRERSEN &I
- BeRIoTPAREINER Y B PR 2L Y
POEALE i

Sememes I FondOf this produce shows
Or/gmal Input | love this movie
T N D N
| | like picture ii
| Substitute | _
Words ! enjoy film
l |
cinema : |
Search Space _________________________________________
Adversarial ' . .
Example I like this film
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WLTAACO

SHAZL:

- MRB

— MJR:
- BIEFiBEXY, RiESFRENX RS/
ADTH S M B
« BEEUNENERIBYIRE, BEBIERITIR
8BS

— HowNet: EFNEFXBEPEHRVGEE
RIS B

— OpenHowNet: EFHowNetBIF

- “BFNE" ( “BF
— YRR FIRZ 1

B X
- BEFRINEERST

5]\ i8)” :
Nie) B T HELAAZ TN BY

IBIFE RN —LE

E

FEA We love science
s | |
huaman IstPerson FondOf  knowledge
men I like technology
{5 1% 1] .
people logic
PUETIREEVN People like science
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WLTAACO BiERBRIE

([ ]
=Ll

B2t EIE
— MIZ¥EZE ( Grid Search)

— BENIEZ ( Random Search )
- XisiEEBYLIEE—HEBESE
— MHHER{E{E ( Bayesian Optimization )
o« IRERIIZERITALESRIDEE M ERIXCHh B F =R 620201k
— R HiE ( Greedy Algorithm ) = >
-+ I A R IF IR A(©)
— m{&&Hi% ( Genetic Algorithm )
- HEEMEEZFABAERENE, BEANAIAER—RIERRIE
— ¥UFEFH % (Particle Swarm Optimization, PSO )
o BEBRP TR ZEIRTMEAERHZRI T EIRE

JR T e g e g
v 1
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WLTAACO BiERiR

« BEFPSORITIIMIFEIIERERE
— VR : EgEEER=TEPERA—ME TR FEIREIEIEI o] LA INIGE B iriz 2
IR, EEE 2=
— BUHBIPSOBIEP—TUENRERX T —TURMEK (8F) , —TIUERNG—TH
EYNT—1T8id, WTK:

X" =wl..0] .05 |wi€ V(wg)

- UEERx": 8387 RIBEARI SRR
- D: JRIBTABIER6) S

c wg RIBMADPRIEJ TR

* V(wg): BogbARHB{{is2HmMK
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WLTAACO BiERBRIE

. HIFPSORII A

EENCNA
- Yistt: (ES0ILASEMILELIE? )
 BENLBNES IR RIS A P — T R RIEEN I E

« WFENTHF, EENXIRILBIZERINRIE
- NFBNREV' NG —THE vy NG LRI [V, Vin ]
— ZIFFR T Sl'FFEHIJEHIJ)\B’JEH—ATHM?FZK B & B B Pl b B brbr=s
- B BFERZTERNEEE, B TAEMEEER:

vl =wvl+(1—w)X [I(pd,xd) + I(pd xd)]

1, a = b w — 'E'Eﬁﬂﬂ‘ﬂ
I(a, b) = {—1,(1 £ b 1. TEFFIA I B F A S HR )
EIBBUEH

0= (O — 0 VX 2. REERNBEERENE

T
19



WLTAACO BGifiRIE

o BEFPSOBIIMEIIERTIX
— BEFMIRBIBEE
- FETRAEHTENAEL, MERA “25E57 FiRE8
- UBEHAE:
—- EF iR N A RS FERARES
- $—4%, SIASEBBTNTIAEIEP,
- ¥=8%, STHTIRIBS—TBHTTaEP,

- {FFTR:
t =i = N\ — £
~ P——RNFREETBNE
P; = Bpax — T X (Pmax — Pmin) E%fifﬂﬁin )
t
Pg = Pmin + T X (Pmax T Pmin) Pg——*l-z;IEEzD:?éfm*zﬁngu
HE{Ea
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WLTAACO EIEiZit

. TRIBIt

- SUBER
- 3ITEIFESUESR
— BRiEE
. BiLSTM Metrics Evaluation Method Better?
. BERT Success Rate Auto Higher
A A Validity Human (Valid Attack Rate) Higher
— SR Modification Rate Auto Lower
« ASR: IRV INZEE Grammaticality ~ Auto (Error Increase Rate)  Lower
- ... . Fluency Auto (Perplexity) Lower
. . 1S B 154 2
Validity: ANEBHIRBAIHE Naturality Human (Naturality Score)  Higher

Modification Rate: ERig{EZZ=
Grammaticality: iBEKBZR
Fluency: B)FiibiZe ( MEEEPerplexity )
Naturality: Bl-FB?AHEnE

21



« XHER

Word Substitution Search BiLSTM BERT
— WEHESHS Method Algorithm || IMDB SST-2 SNLI | IMDB SST-2  SNLI
Genetic 86.90 67.70 44.40 | 87.50 66.20 44.30
. mﬁ3£55L1|JEnB’]ISZﬂ:TﬁEI7]1§\ Embedding/LM  Greedy 80.90 69.00 47.70 | 62.50 56.20 42.40
PSO 96.90 78.50 50.90 | 93.60 74.40 53.10
= =S ESsSMnin Genetic 9550 73.00 5140 | 9290 7840 56.00
#EEEEEH’]S”}RHEZK Synonym Greedy 87.20 7330 57.70 | 73.00 64.60 52.70
- IZI_(*B"L‘*II‘I PSO 98.70 79.20 61.80 | 96.20 80.90 62.60
Genetic 96.90 7850 50.90 | 93.60 7440 53.10
o — — Sememe Greedy 9520 8770 7040 | 8050 74.80 6630
* EXEEE{]PPL ﬁmiﬁtﬂ‘]iﬂnﬁ PSO 100.00 93.80 73.40 | 98.70 91.20 78.90
LY
B HFSIE AN
Victim IMDB SST-2 SNLI
Model Attack Model %M %1 __PPL | %M %I _PPL | %M %I __ PPL

Embedding/LM+Genetic || 9.76 549 124.20 | 12.03 7.08 319.98 | 13.31 14.12 235.20
BiLSTM Synonym+Greedy 647 449 11531 | 1025 4.65 317.27 | 12.32 2137 311.04

Sememe+PSO 371 144 8898 | 9.06 3.17 276.53 | 11.72 11.08 222.40
Embedding/LM+Genetic || 7.41 4.22 106.12 | 10.41 5.09 314.22 | 13.04 15.09 225.92

BERT Synonym+Greedy 449 448 98.60 | 851 4.11 31630 | 11.60 11.65 285.00
Sememe+PSO 3.69 157 90.74 | 824 2.03 28994  11.72 10.14 223.22

22



WLTAACO Erig{tEs

- jHRESCN

— Our sememe-bhased word substitution Victim Attack Model 9Valid | NatScore
N/A Original Input 90.0 2.30
method Embedding/LM+Genetic | 65.5 2.205
} BILSTM Synonym+Greedy 72.0 2.190
— PSO-based search algorlthm Sememe+PSO 705 2.210
WordNet Embedding/LM+Genetic | 74.5 2.165
BERT Synonym+Greedy 66.5 2.165
, . : Sememe+PSO 72.0 2.180
She breaks the pie &%ﬂd screams out that she is not handicapped.
Embedding/LM | Synbnym Sememe
tart, pizza, apple, cheese, popcorn, ham, cream, 100% 100%
shoemaker, cake None break, cake, pizza, chocolate, os0;
cheesecake and 55 more = § ’
g 75% 1 % 00%]
Word Substitution Method | IMDB  SST-2  SNLI i  SememetPSO s 5%  —— SememerPso
Embedding/LM 344 327 342 2T/ R ) R — SpmonymrfS0
Syn Ollym 3 . 5 5 3 ) 0 8 3 . 1 4 ......... Synonym-+Genetic s - - ‘S)’nolnyl‘lHG‘eneticl
25% — " —— - ‘ : :
Sememe 13'92 10'97 12'87 : Max?mur?l I\?urflber ofll‘:eratiozl? Ti?l?es % P Poll)?llationzgiz:() uem
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'nll‘,\iliﬁ

- P
- BRE TR iZZE=08E % (word-level ) IEHIEEY
— EGERINZR, UhERRRE. EReE) LEEAMEEFISEE

\
/

3
— WHERERS OISR BE —EHE
- B—HnaiCREMAN, =S

J
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CLARE TIPO

F pk B ARBTG5 AN B HiiE

IR SRS
Yelp Reviews, AG News, MNLI, QNLI

1 k. FRAIESIEE (YWBERT ) W RIEIINTH
Il Zk;

2B ER. ETMPia): [EAEEHERNRIE
[ BENL. B&ZT ] . Replace. Insert. Merge;
3.k HIESR;

A4 TR Rl

PREAVE i\

WintRpBAE. mntEA R, 155 bNiEiR

BirER 2Tl ZRIEE (YIBERT)

VDol priEiE AT IE B EIET, 1RA IS Ak INER

— O 0 T 0

NAACL 2021 (CCF A)
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CLARE GifiRIE

- WERIERDBIZIL

- BEFRBIESHERENFNG, TNET Replace, Insert, Merge
EFZmmENA Original Tex j
- BEEEREIT: Superantcotomy s 4 1(* crare:

Contextualized
Perturbation

I
. F—8, BABMasksBBIFER | Australia |
e ' A giant 100km :

' colony of ants could threaten |

CE8, FRARRESEREMBRIE | lcal e species. S
— L Adversarial Text

© ERARKERIHIL . Super ant colony hits |
. Australia {Coast, Territory, |
. A {gigantic, colossal, } 100km
. colony of ants could threaten |
i_{insect, , | species. E



CLARE B;ERI®

- 13 ( masking) The movie is|fantastic.
— S EMNENNAA R ISREISERIE The movie isjamazing.
* Replace: RBB[MASK|BRx;, AIBMEEREZPiEEFE—Ttoken z H{TIHEFR

X =x1..X_1[MASK]x; 41 ... xp,

replace(X,i) = Xq ... X;_1ZX; 11 - Xp,

zelBM—TBIEIES
3 S8 th Fi S B BT %2
puLm (ZIX) > k
sim(x,X,) > ¢ LRI {E
— FHSNAEE(EENEFRIRIBN KB BA T F
— BXHFERFEBGERINZE, FINWTAXAR: ? &=/

pr(VIXz)
kB Kk, PIEEASRFDfluent of sentence

28



CLARE GifiRIE

- ¥&13 ( masking)
_ BN BRI A ST R R R
Z = (2 € VIpum (@' 10 > k, sim(x,%,1) > £) ’;:g;( 107
. VEESERNEENE |
o B/INT R ALK

|Z| = 42(on average)
« BIRX/N V| =50265, (EixGEEin/\Fiaz=rN
- BB INEiE FIUsEi
 LFERIZIRN A BRREZRIRIZE R /IME

z = argmin, ez pr(y|X,)

29



CLARE B;ERI®

- ¥&13 ( masking) | recommend.
— Inserti A I{highly| recommend.
o RNDERIMEIRIE, A END
— Merge&?
« GHxixi 1, A—TUERBBIER New York jis a beautiful city.
* EILXEYEIEEHH“BI%_T%.EEI; KZIXKE;EE1 York iS a beautiful Clty

X=Xy ..X;_1[MASK]|x; 1> ... Xy,
merge(X,i) = X ..X;_1ZX;17 ... Xp,
— CLAREBRIiLE:
- FiTiR B NUENRERSIENE, BMuE iRz EAZHEMN&iEZ LR
« BT —f05EEE, oJLARIFERITRESBIINA

30



CLARE GifiRIE

. J:_FK l“ﬁ ,—-¥—,I.EE yl:ﬁ] Algorithm 1 Adversarial Attack by CLARE
o _ i _ 1: Input: Text-label pair (x, y); Victim model f
— JMUE ERIINEMBIXZEL, EKE BT Output: An adversarial example
VA AR 3. Initialization: x(0) = x
¥EIJ ) BE3nIXZE b Ao
- §ToMEXBE—TH8, iTHIZINMERIBS M 5 for1 <i <|x|do
“h o ph T Al 6: a < highest-scoring action from {
RERHOTRELE replace(x, ©), insert(x, ¢), merge(x, i)
— A — Al J{a}
S(x,y) (a) pf (yl a(x)) 2. end for
— kESARa replace, insert, merge 9: for 1 <t < T do
. = \pis o e A — 10: a < highest-scoring action from A
£ RISBURTE 2 x  Applyaonx')
13 if f(x®)=£y then return x(*)
14: end if
15: end for

16: return NONE

31



CLARE Sk3miRit

° g‘kgﬁ"ﬁﬂiﬁ Dataset  Avg. Length # Classes Train Test | Acc
: Yel 130 2 560K 38K |95.9%
— Yelp Reviews AGpNews 46 4 120K 7.6K |95.0%
- BT ETITFNF TR R8UER MNLI® 23/11 3 392K 9.8K [84.3%
_ AG News QNLI 1131 2 105K 5.4K [91.4%
- BISPUTERIRFREIN S : World. Sports. Business. Science & Technology ﬁ
— MNLI 2 EBMEREEIRAN LG
- GMEHIEBH—THIREBIS AR &R TR SR _E BT
« BT TREJI TR, MES. PHIIFBIIRESRRIEEEN] ZEIRXR
— QNLI

« Stanford Q&A BUEERIEIRM R xR EUES
s FFRBRELTYREESDANESRE, FEETwWIKIBERXYYE

32



CLARE StB@iRit

- XUIvE
— RoBERTa(distil){EEISIESIEE, HREFTXY
— JERSCIS D, kT HAIRoBERTa(base)lAZBERT ( base) HIMESE
— BN ERUSE (BEHIE0mI8E ) dboiE sl
— Victim model: il T —TEFBERTHIN K53 38
« SCYSIEPR
— ASR ( A-rate ) . Modification rate ( Mod ) { Perplexity (PPL)  Grammar error
( GErr) ( Textual similarity ( Sim)
- BRI
— TextFooler
— TextFooler+LM
— BERTAttack
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AG News (PPL = 62.8)

Yelp (PPL =51.5)

Model A-ratef Mod|, PPL| GErr] Sim? A-ratef] Mod| PPL| GErr] Sim?T
TextFooler 77.0 16.6  163.3 1.23  0.70 56.1 233 3313 1.43  0.69
+ LM 34.0 17.4 90.0 1.21 0.73 23.1 219 1446 1.07 0.74
BERTAttack 71.8 10.7 90.8 0.27 | 0.72 63.4 7.9 90.6 0.25 | 0.71
CLARE 79.7 10.3 83.5 0.25 | 0.78 79.1 6.1 86.0 017 | 0.76
MNLI (PPL = 60.9) QNLI (PPL = 46.0)
Model A-ratef Mod|, PPL| GErr] Sim? A-ratef Mod| PPL| GErr] Sim?
TextFooler 59.8 13.8  161.5 0.63 0.73 57.8 169 164.4 0.62 0.72
+ LM 32.3 12.4 91.9 0.50  0.77 29.2 17.3 85.0 042  0.75
BERTAttack 82.7 8.4 86.7 0.04 | 0.77 76.7 13.3 86.5 0.03 | 0.73
CLARE 88.1 7.5 82.7 0.02 | 0.82 83.8 11.8 76.7 0.01 | 0.78
E Ju—— ﬂ'_' E ’ "-l wpr
CLAREA&mGNBEEGERINZE. mPIFEIEHESUREL
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- SEIRLER
— AJIUICLARES TextFooler4E pk BT
AEFT 3 ieFrAI BT B B —E
— fEfRE—HE IR L
« CLAREBS#Et TextFooler{k, J&E&X
EAG NewsHUBERRLELEFITFEE

=4
SESZT

=

« 0Science, Businesspgt

Metric CLARE Neutral TextFooler
Similarity 56.1125  28.1 15.842.1
Fluency&Grammaticality 42.5425  48.6 89+15
Label Consistency 68.042.4 - 70.1125

Textual Similarity

o
o

<
N

o
o

0.5=
20%

ASRS
KBNS

=§= CLARE
BERTAttack

=de= TextFooler
== TextFooler+LM

40% 60% 80%
Attack Success Rate

100%

Perplexity

ASRS
PPL1{E

150

3501

=@= CLARE
BERTALttack

=de= TextFooler

== TextFooler+LM

40% 60% 80%
Attack Success Rate

20%
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Sprint Corp. is in talks with Qualcomm Inc.

L1 7Y /= = AG about using a network the chipmaker is building
* *’H‘_‘l QD % 7 (Sci&Tech) to deliver live television to Sprint mobile ph
= BERTAttac kﬂ{% ,;-E:\ISZH.:JL\.L% Czﬂe(:)gz; ive television to Sprint mobile phone

. Sprint Corps. is in talks with Qualcomm Inc.
Module A-ratef Mod| PPL| GErr| Simf TextFooler about operated a network the chipmaker is con-

(Business)  solidation to doing viva television to Sprint mo-

CLARE 791 61 860  0.17 076 bilo phont Custor_oms
EroEoNiY 412 62 953 o008 079 T Sprint Comp. s in talks with Qualcomm Inc.
’ ’ ' ) ) CLARE about using a network Qualcomm is building to
INSERTONLY 68.1 7.2 93.1 0.23 0.74 (Business)  deliver cable television to Sprint mobile phone
REPLACEONLY  66.7 7.7 _ 85.6 0.10 0.72 customers.
BERTAttack 63.4 7.9 90.6 0.25 0.71 Premise: Let me try it. She began snapping her
fi d saying th d ly, b hi
w/o sim > ¢ 824 69 868  0.13 |0.70 MNLI - est f wyine e wordeagerhy, bunofhine
w/o pmim > k 95.7 6.8 |162.8 0.71 0.61 (Neutral) Hypothesis: She became frustrated when the

spell didn’t work.

— *ﬂ) ‘H‘E % ig H{] *EI:_' ZIX E % Premise: Authorisation me attempting it. She

TextFooler triggered flapping her pinkies and said the word

(Contra- eagerly, but nothing arisen.

- . diction) Hypothesis: She became frustrated when the

MLM A-ratef Mod| PPL| Simt | Speed? ol didnt work,
RoBERTay;«in 79.1 6.1 86.0 0.76 0.14 Premise: Let me try it. She began snapping her
ROBERTa, 79.3 6.3 88.9 0.75 0.07 CLARE fingers and saying the word eagerly, but nothing

ase ’ ) ) ) : (Contra- unexpected happened.

BERTbase 78.4 8.3 95.2 0.71 0.06 diction) Hypothesis: She became frustrated when the

spell didn’t work.
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TECH BUZZ : Yahoo, Adobe team up for new Web services. Stepping up the battle of online search and services,
Yahoo Inc. and Adobe Systems Inc. have joined forces to tap each other’s customers and put Web search features
into Adobe’s popular Acrobat Reader software.

TECH BUZZ : Yahoo, Adobe team up for roman Cyberspace utilities. Stepping up the battle of online /ocating and
services, Yahoo Inc. and Adobe Systems Inc. have joined forces to tap each other’s customers and put Web search
features into Adobe’s popular Acrobat Reader software.

TECH BUZZ : Yahoo, Adobe team up for new Web Explorer. Stepping up the battle of online search and services,
Yahoo Inc. and Adobe Systems Inc. have joined forces to tap each other’s customers and put Web search features
into Adobe’s popular Acrobat Reader software.

TextFooler
(World)

CLARE
(World)

Padres Blank Dodgers 3 - 0. LOS ANGELES - Adam Eaton allowed five hits over seven innings for his career -
high 10th victory, Brian Giles homered for the second straight game, and the San Diego Padres beat the Los Angeles
Dodgers 3 - 0 Thursday night. The NL West - leading Dodgers’ lead was cut to 2 1 /2 games over San Francisco -
their smallest since July 31 ...

Dodger Blank Yanks 3 - 0. Loos ANGELES - Adams Parades enabling five hits over seven s/ugging for his career -
high 10th victoria, Brian Giles homered for the second straight marching, and the Tome José Dodger beat the Los
Angeles Dodger 3 - 0 Thursday blackness. The NL Westerner - eminent Dodger’ lead was cut to 2 1 /2 games over
San San - their tiny as janvier 31 ...

Padres Blank Dodgers 3 - 0. Milwaukee NEXT - Adam Eaton allowed five hits over seven innings for his career -
high 10th victory, Brian Giles homered for the second straight game, and the San Diego Padres beat the Los Angeles
Dodgers 3 - 0 Thursday night. The NL West - leading Dodgers’ lead was cut to 2 1 / 2 games over San Francisco -
their smallest since July 31 ...
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— Word-Level Attack
- IRB T —MEiEF RFIPSOBIEIEZ% ( word-level ) BIHGIEEY
— CLARE
« FH=MARBRINAIN, UaANGTUERTEBEINBLHE
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— BETRMiASRIAERERSAE (FGPM) S - |
- F MM RERORIR KT o swsomae [T S —
— WHEARR O ARG CortedRolst! — { cusan | | Sympe e o ooyt |




[1] Goyal S, Doddapaneni S, Khapra M M, et al. A Survey of Adversarial Defences and Robustness in NLP[J].
ACM Computing Surveys, 2022.

[2] Zang Y, Qi F, Yang C, et al. Word-level textual adversarial attacking as combinatorial optimization[J].
arXiv preprint arXiv:1910.12196, 2019.

[3] Li D, Zhang Y, Peng H, et al. Contextualized perturbation for textual adversarial attack[J]. arXiv preprint
arXiv:2009.07502, 2020.

[4] Zeng G, Qi F, Zhou Q, et al. Openattack: An open-source textual adversarial attack toolkit[J]. arXiv
preprint arXiv:2009.09191, 2020.

[5] Alzantot M, Sharma Y, Elgohary A, et al. Generating natural language adversarial examples[J]. arXiv
preprint arXiv:1804.07998, 2018.

[6] Garg S, Ramakrishnan G. Bae: Bert-based adversarial examples for text classification[J]. arXiv preprint
arXiv:2004.01970, 2020.

39



KpkEtR, HALRE, XA

igiﬁgil ' B, HAKRS. XEEE.

XI55 KB, B
A }(rw i i B NXTIE

40




	幻灯片 1
	幻灯片 2: 内容提要
	幻灯片 3: 背景简介
	幻灯片 4: 背景简介  文本对抗、问题导入
	幻灯片 5: 背景简介  对抗样本攻击
	幻灯片 6: 背景简介  对抗样本攻击
	幻灯片 7: 背景简介  研究历史
	幻灯片 8: 基础概念
	幻灯片 9: 基础概念
	幻灯片 10: 基础概念
	幻灯片 11: 基础概念  OpenAttack
	幻灯片 12: 基础概念  OpenAttack
	幻灯片 13
	幻灯片 14: WLTAACO  TIPO
	幻灯片 15: WLTAACO    算法原理
	幻灯片 16: WLTAACO    算法原理
	幻灯片 17: WLTAACO    算法原理
	幻灯片 18: WLTAACO    算法原理
	幻灯片 19: WLTAACO    算法原理
	幻灯片 20: WLTAACO    算法原理
	幻灯片 21: WLTAACO    实验设计
	幻灯片 22
	幻灯片 23
	幻灯片 24: 优劣分析
	幻灯片 25
	幻灯片 26: CLARE  TIPO
	幻灯片 27: CLARE    算法原理
	幻灯片 28: CLARE    算法原理
	幻灯片 29: CLARE    算法原理
	幻灯片 30: CLARE    算法原理
	幻灯片 31: CLARE    算法原理
	幻灯片 32: CLARE    实验设计
	幻灯片 33: CLARE    实验设计
	幻灯片 34: CLARE    实验结果
	幻灯片 35: CLARE    实验结果
	幻灯片 36: CLARE    实验结果
	幻灯片 37: CLARE    实验结果
	幻灯片 38: 应用总结
	幻灯片 39: 参考文献
	幻灯片 40: 道德经

