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[ Knowledge-Based Systems ]
Backdoor attacks-resilient aggregation based on
Robust Filtering of Outliers in federated learning

for image classification
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Input: local updates {L%, L5, ..., Lt}

- M MEPRNSNEHET, SHETR v dimensions e

Initialize G!
- .i'-l_ﬁﬁ_gﬁqumﬂq IE]E*U *ﬁ)ﬁ% ) *E]:ESO-EN“ go;f: 0 to num_dimensions do
Ly = (LL[i), LE[d), . . ., LE[])
ﬁﬁfﬁ y giﬁﬁ-ﬁ"ﬁ i = mleqn(izf)
g = Sfd(Li)
N for j = 1 to n do
Ge[i] = =X, Li[i]  Vie€{l,..,m}, where if abs(L;li] — ;) > 3oy then
n Lili] < wi
. . d if
lA,t- [l] _ Hi, if Cle(L;t [l] T ﬂi) = 60_1' = {1 Tl} en(:!nfo:' A
J Li[i], otherwise, J T ek} = meanth)
Return G;
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input-instanceXi#E

ERIL, R5%

SE55 $fE SR HE
FEMNIST CelebA-S CelebA-A
Clients 3579 1878 1878
k 8 30 30
Number of labels 10 2 2
Training samples 240000 56364 56364
Samples per client (mean) 67.05 30.01 30.01
Samples per client (std) 11.17 0.19 0.19
Testing samples 40000 19962 19962
input-instancefg5i1E S HIEE

FEMNIST CelebA-S CelebA-A
Backdoor tasks 30 30 10
|Dbackdoor | 213 247 228
Adversarial clients 11 20 15
Frequency of attack 1 1 1
Origin label 7 No No
Target label 1 Yes Yes
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input-instance/5i 1B SCIE 45 R

M o FEMNIST CelebA-S CelebA-A
Original Backdoor Original Backdoor Original Backdoor

No attack 0 0 0.9657 - 0.7900 - 0.7973 -
FedAvg 0 0 0.8661 0.8230 0.3630 0.9738 0.5140 0.5194
Median 0 0 0.9448 0.0306 0.7881 0.0457 0.7961 0.0152
Trimmed-mean 0 0 0.9526 0.0256 0.7852 0.0423 0.7961 0.0221
NormClip 3 0 0.9606 0.6373 0.6852 0.1431 0.6078 0.2558
WDP 3 0.0025 09374 0.1578 0.7204 0.1195 0.6119 0.2399
RLR 0 0 0.8404 0.0288 0.6539 0.0457 0.7877 0.0451
RLRT 0.5/0.5/1 0.0001 0.9546 0.0128 0.7852 0.0388 0.7934 0.0043
RFQut-1d 0 0 0.9629 0.0048 0.7883 0.0046 0.7973 0.0
RFOut-1df 0.5/0.5/1 0.0001 0.9670 0.0054 0.7892 | 0.0 | 0.7975 | 0.0 |
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BIE %

pattern-key/5 i 1BAfHISEIRLE R

M o FEMNIST CelebA-A CelebA-S
Original Backdoor | Test |  Original Backdoor Test Original Backdoor Test

No attack 0 0 0.9657 - - 0.7973 - - 0.7900 - -
FedAvg 0 0 0.9741 1.0 1.0 0.7375 1.0 0.99 0.6858 1.0 0.9999
Median 0 0 0.9540 0.0091 0.0154 0.7452 0.0163 0.0189 0.6978 0.0678 0.0532
Trimmed-mean 0 0 0.9664 0.0114 0.0148 0.7498 0.0092 0.0101 07013 0.0521 0.0654
NormClip 1 0 0.9687 0.0553 0.0538 0.7126 0.1433 0.1316  0.6798 0.1433 0.1647
WDP 1 0.0025 0.9357 0.0938 0.0175 0.6609 0.1440 0.1707 07413 0.0538 0.0743
RLR 0 0 0.9039 0.0407 0.0575 0.6657 0.0280 0.0286 0.7132 0.0574 0.0469
RLRT 0.5/1 0.0001 0.9265 0.0089 0.0085 0.7923 0.0031 0.0016  0.7714 0.0205 0.0316
RFOut-1d 0 0 0.9741 0.0043 0.0072  0.7967 0.0023 0.0015 0.7900 0.0 0.0
RFOut-1d} 0.5/1 0.0001 0.9753 0.0059 0.0051 0.7874 0.0054 0.0124 0.7896 0.0 0.0010
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[ NDSS ]
FLAME: Taming Backdoors in Federated Learning



Si5RIE—FLAME

IEEHEXFBE SIB)E1 1

RIESEEZPIWMFERE, =Miuins

1. FIAHDBSCANS DGR ESEPIm S8 EH, MEREDPHR
HEPimE
2. WiZkE RS PinZ Ui 1T B 1S5 U s B0 R

2T e WEREEEE

o

WBE TN ERBhE AN NRRES S ERN T EREE (&
EE PG REBABERSIES )
BT ERRMBIANEZINEEESPIRE

INEEZPinE8RIXSSIIGREZPin d LEEIEALIGADIR

IFifi R LR SEEZ Pinisr M
REss B A I IRBIEE S

- O O

NDSS 2022

22



SifRIE—FLAME

Vavash Y
BiAEE

I,/ ’ Dynamic Model Filtering

T
e s

N

\

Adaptive Model Clipping \

N

)

Y

(-8

\

ek g
ek 58

Aggregator

Adaptive Noising

=
PIR-<:

W, KA ElRE

Wy IBEBX

mBenign models

W Backdoored models
B Deviations of
Backdoored models

W
W,

N
W, — G-

Wi ERaRE

23



5iEBIB—FLAME

NSRBI S
— HEFHDBSCANTIABRERZE, IRFIABIRMIL A RRS S E
— BN RZIESITESSHEEMNAEREZ, BRIBEINERELSR

NIRRT !

o

W ! k m ,#1ﬁ % Random H-'i{..'kkllli}ri::d Rejected
L] i} : -
1° = LR L N
IR 7 i RS

— [ | Benign models _ o Eicnign Accepted
B Backdoored models (a) Ground truth (b) K-means

Cluster C Cluster‘]?: Rejected (Outliers)
- # '

Clustl:r A Accepted
(c) HDBSCAN (d) FLAME

ARIRERETILE

(a) Applying clustering and clipping. W; « Client_Update (Gt—l)
(¢11, -, Cpn) < Cosine_Distance (W, ..., W)
(by, ..., b;) « Clustering (cy4, ..., Cp)
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e
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E —e— |mages Classification
1/7 W Benign models G 20 A Word Prediction
@) Filtering » | B Backdoored models o
Clipping bound § @ Clipp: — 10
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\ 2 1 2 3 4 5 6 7

Round
IEBIE L, SCE
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(a) Applying clustering and clipping. (€1, en) < EUCIIdean_PIStance (Gt_L W) Wn))
S; < Median(ey, ..., ;)
S
w; < Ge_q + (WJ — G¢_1) * Min <1, e—t> ve {bq, ..., b }
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— =pERIHE: Bigiil (WP) ( BIR#E (IC) ( IoTARBEN (NIDS)
— SFPIEE TG Ri%, 6fpUIEEBhEl ik TRBIEESER

Application | Datasets #Records | Model #params
o JEMISHR WP Reddit 206M | LSTM ~20M
\ e NIDS loT-Traffic 65.6M GRU ~507k
— IBIMESZBE BA CIFAR-10 60k ResNet-18 Light | ~2.7M
IC MNIST 70k CNN ~431K
. BRFAGIRASEERERIBERE | o | 26| Rexess | oo

— HESBE MTA
. FEBITR B2 HEAE AR T
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+ FLAMEBJHEKRIE
— ZHEIESE FFLAMESRE £
Constrain-and-scalel{ds ( BA=0% )
— P AEMARIREI/N, RXTE
29 5%

- WLt Bhi R
— FLAMETE3M &S LR ETL,
wIFMARIRIIR T, FE{EKBA
— Krum. FoolsGold. Aurorf0AFAF
HRIRES I ISR E
— DPF0MedianF3iATTMAZS I s

ARG FIiE FFLAMERI

Dataset No Defense FLAME
Attack BA MA BA MA
. Reddit 100 22.6 0 223
Constrain-and-scale [7] CIFAR-10 | 819 898 || 0 | 919
ToT-Traffic 100.0  100.0 0 99.8
DBA [61] CIFAR-10 93.8 574 | 3.2 76.2
Edge-Case [59] CIFAR-10 42.8 843 | 40 793
PGD [59] CIFAR-10 56.1 68.8 | 0.5 65.1
| Untargeted Poisoning [20]| | CIFAR-10 46.72 91.31
REIHERESFLAMEREE
Defenses Reddit CIFAR-10 loT-Traffic
BA MA BA MA BA MA
Benign Setting 22.7 - 922 100.0
No defense 100.0 226 81.9 §9.8 100.0  100.0
Krum [9] 100.0 9.6 100.0 56.7 100.0 84.0
FoolsGold [23] 0.0 225 100.0 523 100.0 99.2
Auror [53] 100.0 22.5 100.0  26.1 100.0 96.6
AFA [43] 100.0 224 0.0 91.7 100.0 874
DP [18] 14.0 18.9 0.0 789 14.8 82.3
Median [64] 0.0 220 0.0 50.1 0.0 87.7
FLAME 0.0 223 0.0 919 0.0 99.8
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