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[ USENIX ]
Entangled watermarks as a defense
against model extraction
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- Rmii{Birk (Soft Nearest Neighbor Loss, SNNL)
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o ZYZEIREDERE

Algorithm 1: Entangled Watermark Embedding

— ?ﬂ?jA%ﬁ Input: X.Y.D,,.T.cs,cr,r, 0, loss,model,trigger
. . w Output: A watermarked DNN model
) . =II>o0Yo) SIRXZ /* Compute trigger positions */
« X, YAREESHSEIINGKEIEE
. " 1 Xy = Dy(cs),Y' = [Yo,N1];
DWj:-”J(EI]éSHE$ 2 map=conv(Vx, (SNNL([X,y,X.,],Y',T)),trigger);
R n WA S 3 position = arg max(map);
CSj]DWB{],EHDﬁX . /* Generate watermarked data */
¢ CrRINGIEEITD,, M ISR 2 ¢ X, [postion] = tigger:
. o s FGSM(X,,. Lcr(X,.Y..))/* optional * /
* rjﬂIE'-%'Tttﬁ'k, aj‘]ﬁ%"ﬂﬂ 6 FGSM(X,,,SNNL([X,,,X.,].Y',T))/* optional */
. - S T 2 - \ 1 7 step=0/* Start training */
lOSSj]E::;m* ) mOdelﬂﬁljllg’?‘ﬁi 8 while /oss not converged do
* trigger A (— AR ) > | step+= 1.

i 10 if step % r == 0 then
— MBILBIRERDy, XIBEIDY (C)FXy, 1 | | modeluain(y. X Yop)/* watermark +/
12 else
— :Ing'ﬁmE%%;ﬁ’]ﬂEXWqJE{]@_/l\Eﬁmtp 13 L model.train(X,Y)/* primary task */
- /* Fine-tune the temperature */
— EAFGSM (EFRELMUITIEA) || 0 Jaey o sunLiy, .10 v 70

SiEMILKED
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|22
1:*% W1 IE Algorithm 1: Entangled Watermark Embedding

— 1F= 15 DN N*EHIUZJIE LE?E“\] y YT]@—E,ZE Input: X.Y.D,,.T.cs,cr,r, 0, loss,model,trigger
Output: A watermarked DNN model

W%ﬂl‘l’ﬁ-SNNL /* Compute trigger positions */
1 Xy :DW(CS)'}Y’: [YO:'Yl];

— FPraESNNLERND 2 map=conv(Vx, (SNNL([X,, Xe, ], Y, T))  trigger);

position = argmax(map);

W

/* Generate watermarked data */
L=Lcp(X,Y) - kZSNNL xO xO| yr 7®) 4 Xulposition) = wigger;

CE( ) - ([ w CT] ) 5 FGSM(XW'J LCE(XW1YCT‘))/* optional */
6 FGSM (X, SNNL([Xy,Xc,],Y",T))/* optional */
e . o . 7 step=0/* Start training */

° gﬂk;ﬁfEIJSNNLESEQ*HEPH‘]*EQEIE% 8 while /oss not converged do

‘s - 9 step += 1;
II'E ) Eﬂgﬂk;£$u7j( ED%EI&*U"I%ﬁE 10 ifsfep % r == () then

THNRERTRE Z Blf#EE | | modeltcain(X,, Xorl, Yr)/* watermark +/
. %MT(D%E;T;@—E![#EH{]}Ez 13 L model.train(X,Y)/* primary task */
/* Fine-tune the temperature */

° Y’ — [Y(); Yl]ﬁ%“j‘] [Xw, XCT] E‘T‘f%ﬁ*ﬁé 14 T = ¢ * VT(E)SNNL([XW,XCT](E),Y’, T(E));
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¢ ERIRENEEY

Algorithm 1: Entangled Watermark Embedding

— Q_IXE‘]TAIE L] HI:;RL?T;:E'E Input: X.Y.D,,.T.cs,cr,r, 0, loss,model,trigger
Output: A watermarked DNN model

— EFHSNNLITW-H”‘SHE% 2I-IQ]E(14-) /* Compute trigger positions x/

1 Xy = DW(CS)',' Y = [YO:'Yl];
2 map=conv(Vx, (SNNL([X,y,X.,],Y',T)),trigger);
position = arg max(map);

W

L=Ls(X,Y) -k ) SNNL(XY), XD, v, T®)

=1 /* [Generaii.e watermarked data */
— sy 4 X, |position| = trigger;
— ;ﬁimﬂﬂﬂlﬁﬁ 5 FGSM(X,,, Lce(Xy,Ye;))/* optional */
e - e < 6 FGSM(Xy SNNL([Xy.X..].Y".T))/* optional */
TESUBRXAY £, 128k = 05/MEIESS 7 step=0/* Start training */
;ﬁ* 8 while /oss not converged do
9 step += 1;
. EEIERENNZE SR Xy, X, 1., 18 |0 | ifotep % r==0then
11 model.train(|X,,. X, |, Y. )/* watermark */
. 7l Yer
Bk > 0t RIRK 12 else
\ 13 model.train(X,Y)/* ' task * /
- IR 2B MR BT L modelmin®X, 1)/ prinary tas
/* Fine-tune the temperature */
- IR epochix BBz w | 0 2ot vy SNNLK e 0, 70
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- LINLSR
— MECHERZERRENE IR 2 B—ERZR, IAENEUERZREIK3 % AN 0552
— NS RZERERAEE3I%RERT, KENENZRREF, iRIEWERIKED
URBAE, SCHMEE

LA

Dataset Method Victim Model Extracted Model
Validation Accuracy = Watermark Success  Validation Accuracy  Watermark Success

MNIST Baseline 99.03(4-0.04)% 99.98(40.03)% 98.79(40.12)% 0.31(£0.23)% |
EWE 98.91(£0.13)% 99.9(40.11)% 98.76(+0.12)% 65.68(+10.89)%

" Fashion MNIST ~~ Baseline ~ 90.48(£0.32)% | 98776(11.07)% | 89.8(+038)% | 8.96(+8.28)% |
EWE 90.31(40.31)% 87.83(45.86)% 89.82(+0.45)% 58.1(£12.95)%

" Speech Command  Baseline ~ 98.11(+0.35)% | 98.67(+0.94)% | 97.3(£0.43)% | 3.55(+£1.89)% |
EWE 97.5(40.44)% 96.49(42.18)% 96.83(40.45)% 41.65(+22.39)%

~ Fashion MNIST  Baseline ~ 91.64(£0.36)% | 75.6(£15.09)% | 91.05(+0.44)% | 5.68(+11.78)% |
(ResNet) EWE 88.33(+1.97)% 04.24(+5.5)% 88.27(4+1.53)% 24.63(+17.99)%

TCIFARI0 Baseline  85.82(£1.08)% | 199(+15.48)% | 81.62(1.74)% | 7.83(£14.23)% |
EWE 85.41(£1.01)% 25.74(48.67)% 81.78(£1.31)% 18.74(£12.3)%

TCIFARIO0 " Baseline | S411(£1.80)% [ 837(H13.44)% | T 4T.42(£254)% [ 83I(LI5.1)% |
EWE 53.85(%+1.07)% 67.87(+10.97)% 47.62(+1.41)% 21.55(+9.76)%
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[ ACM MM ]
DAWN: Dynamic Adversarial Watermarking
of Neural Networks
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- Xinm (BE)
- RIGIEENA, BEGHEZESVIIEEF,
— HilAI: @ AR UFRE S SR Fy(U), RAUFIF,(D)IJIZRSEIRELF,
- WEHEABNRERIUS 068 HER FERIREF,
« WEBAGLEF, BNERERoJgEEInTF,
- WEBAFRHRMAZERN < U, FyU) >
- WEBAABEREIF,NEPEH, RIFBISHUAIFUNGSRF, (U)BIXFE
- BiERBE
— BT FUAPIX S ARER#EITION, AREFIFEREEEARRREN
— IZERIREETRABRNINNGR, FRIEGEEFIEZRFRNLSR
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o JRENZERY *: HMACRHash-based Message Authentication CodeliliEf R, 2
—ETFISH B, FABEZEPHRESIEEHTIERINMERGZE,

— GBI VABENEIREBEIBy, (x) « k, 7h—1 SEREEmEH

- MASHA256I:%HEIEITBHAMAC(K,, x)H53A[0,127]F0[128, 2551 Xial,

- PEIE[128,255|XiBENEHK,, = HMAC(K,, x)[128,255]
- FMAFisher-Yates shuffleEiEBEIREBy (x) = n(K,, Fy(x))

- EEREF WM ABE RTINS RICAF 4 (x), SEEREF, WA xKESCH
25 R AFy (x)

- EEREF , FUFHFBERMmAFERKRFNSRAEIRE, mMUFERBAR
Fuil 45 SR frilE S1E B F, BTGNS RIBR], BISHiAx € TyBY, F4(x) = By(x) #
Fy(x); S%Ax ¢ TyBl, Fy(x) = Fy(x)

1 1, RN RIS

128 r,, ¥ KX APID] S ilE
1, HMAC(KW, x)[0,127] < Ty X 2 r B IVAPIST R 5

— fRBHEW, (x) =
mREREW , (x) { 0, Hfh Wy (x) B5Rim it 2 &R0 7kKED
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« JKREDERA (

J5il)

— FIABIIAEN E IR EIB, (x) B4 A% B 3 Z2 3 il & SR ik A JIKED
— WEBAERN—AHEIED A EABAIBGK, FAIRDAFNSRINGREF,, BEK
BD,PRIL] |T,| =1, X |D4| THRAALAZLE, HPBEiEIZHFZ5EBy (x)

—JIgEURE X = TS = ENECIE
- AR TGS SIES

e JIKENI&IIF

- TR B SRRFNZES RS KRG RFEERPILLE

— 1Z&I' 1R {He /0]

All, EKEARRE

Allll

&

L(T,B(T),F') = T z(F’(x) + B(x))

xX€ET

SSMIZE, YL(T, BT, F') < el #IMT A EIBRTER
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IR EIE

* PRAENARIE — FAP > H(F)
— JKED;EAR Lo
- B EIRMEELF FIREMSR(T,, By(T,,) )
- FMIRISHEEHOTWKEMSENE, BERH(F)IA A SHEIBRERBAPIE Pl
— bRtz
o T EAFIEEEBIREN(T ., By(T,4,) )BIISFH1EH (Fy)
- MEiFIFERPIRENH (Fy) , tEBRH(Fy)SH(F))
« MNASPEIEH(F))HIGIERSEH (F))RiR 2 & Mid
» BHTIRENIGIE ( ZERZRL(T,, By(T,,), Fa) 5By(x))

BEEE
> FUAPI > HF) —» &= — HE )le—— Bimemn
SIIEDNN T l

IREDESE SKEDSRIE

IKENS &
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« SCUSMT
— BUELR
« MNIST (60,000 train and 10,000 test samples, 10 classes)
« GTSRB (39,209 train and 12,630 test samples, 43 classes)
« CIFAR10 (50,000 train and 10,000 test samples, 10 classes)
 Caltech256 (23,703 train and 6,904 test samples, 256 classes)

— SCuIRE
Model Input size m  Param. Epochs Acciess
~E= |

* ﬁE‘e‘EEg:J (1EE3:1OM ) MNIST-3L 28x28x1 10 62,346 10 98.6

o %ﬁ%ﬁﬂ (‘I%‘QZZOM) MNIST-5L 28x28x1 10 683,522 10 99.1

GTSRB-5L 32x32x3 43 669,123 50 91.7

— 1IENfE R CIFAR10-9L 32x32x3 10 ~6M 100 84.6

== s =\ GTSRB-RN34 224x224x3 43 ~21M 250 98.1

E?Elﬂﬁﬁlﬂﬂﬂiﬂlﬁ CIFAR10-RN34 224x224x3 10 ~21 M 250 94.7

« DO = X(X =1{0.3,0.5)) Caltech-RN34  224x224x3 256 ~21M 250 74.4
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o SCIGEER IEN{E S BIZ55R
Best Acc Best Acc Final

1 A+ 1— =E wm test
— IEIZ‘[”;:E*’-F (*Hﬁmg) Model wm  test ep. |wm test ep. | wm flest
. GTSRB-5L 97% 88% 160 |95% 89% 190 | 97% 88%
» IREMSHRRE (Accym ) GTSRB-5L (D0O=0.3) 99% 88% 135|98% 90% 220 |98% 88%
o MIXASTHE (Accpes; ) GTSRB-5L (DO=0.5) 98% 89% 105|98% 90% 200 | 98% 89%
GTSRB-5L (A = 5¢7°) 28% 55%| 410 [[17% 71% | 105 [25% 79%
— EB S CIFAR10-9L 93% 78% 110 | 92% 79% 105 73% 76%
R o s ) =T |0 CIFAR10-9L (DO=0.3) 40% 75% 125|[35% 75%]90 [25% 70%
- BEEREILIRFTEEEI0IA CIFAR10-9L (DO=0.5) 45% 71% 240 ||25% 77% |90 |25% 75%

— 2,4

HEs = . il CIFAR10-9L (A = 3¢™*) -—32% 72%| 235 (|32%__72%] 235 [25% 47%
JR L SHKENAS IR E AN GTSRB-RN34 83% 97% 245|70% 98% 105 | 84% 97%
RS GTSRB-DN121 (DO=0.3) 98% 89% 240 |98% 89% 240 |95% 86%
e A e N GTSRB-DN121 (DO=0.5) 99% 92% 235|98% 93% 245|98% 93%
- \[ENHY /LIRS B2 GTSRB-RN34 (1 = ¢™5)  87% 92% 200 |87% 92% 200 |73% 77%
+ CIFAR10-RN34 99% 89% 110 |99% 90% 240 | 98% 89%
RAE CIFAR10-DN121 (DO=0.3) 99% 88% 160 |98% 88% 210|97% 86%
CIFAR10-DN121 (DO=0.5) 99% 85% 130|97% 88% 220 |98% 87%
CIFAR10-RN34 (A =e7°) 100% 80% 10 |100% 89% 160 |97% 81%

WEEBWRFIIZESERNESHEES, RECERERIRN
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« LRGSR

— BRERERIBEIR/N, Model Input size m  Param. Epochs Accress
NET U ZEART MNIST-3L 28x28x1 10 62,346 10 98.6
MNIST-5L 28x28x1 10 683,522 10 99.1
— 1y, < 0.5%87, ZKENBY GTSRB-5L 32x32x3 43 669,123 50 91.7
St MRS CIFAR10-9L 32x32x3 10 ~6M 100 84.6
GTSRB-RN34  224x224x3 43 ~21M 250 98.1
— Accyy,, > 0. 5BIDTALT)) CIFAR10-RN34 224x224x3 10 ~21M 250 94.7
HFBAPT BN Caltech-RN34  224x224x3 256 ~21M 250 74.4
Baseline Acctesy Fg with DAWN

Attack Model Fey F# AcCtest ACCywm Model classes queries (N) |T | rw(%) New Acc(Fep)
MNIST-5L 98.71% 95% 78.93% 1100.00% MNIST-5L 10 25,600 109 (0.1MB) 0.426 98.7%
PRADA GTSRB-5L 91.50% 61.00% 61.43% | 98.23% GTSRB-5L 43 25,520 47 (0.4MB) 0.184 91.5%
CIFAR10-9L 84.53% 60.03% 60.95% | 71.17% CIFAR10-9L 10 160,000 109 (0.6MB) 0.068 84.5%
GTSRB-RN34 98.42% 97.43% 97.72% |100.00% GTSRB-RN34 43 100,000 47 (1.7MB)  0.047 98.1%
KnockOff CIFAR10-RN34 94.66% 88.27% 88.41% | 72.54% CIFAR10-RN34 10 100,000 109 (3.9MB) 0.109 94.6%
Caltech-RN34 74.62% 72.74% T71.98% | 93.54% Caltech-RN34 256 100,000 27 (I.DMB) 0.027 74.4%
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- SCYGEER
— 5=1BigZ (evasion)

e Entire D ¢ T# only
° ﬁﬂﬁ%'ﬁi”‘/ﬂ =121 same }:“q; djﬂfI:'aV same ﬁry diff ﬁry

- WiEEARIESIAD BRIRFNES 9 same My | diff My same My | diff My
0.2 9930% | 0.44% | 0.26% | 73.88% | 13.55% | 12.57%

1 = \s 1| \, tﬁ :I:
RitTTHIRT, XIFEEFRBAGSR 99.63% | 024% | 013% || 85.12% || 7.52% | 7.36%
— WMNIST &R RS 0.09 | 99.64% | 022% | 0.14% | 85.70% | 8.01% | 6.29%
R . _ 0.075| 99.71% | 019% | 0.10% | 88.84% | 455% | 6.61%
— LERFy(x)S5Fy(x + BRI (05 | o081 | 0122 | 0.07% | 9298% | 3.97% | 3.05%
tt&j(‘{MV(x)'—iMy(x + 6)
- BRHW

- PEESBUENIM, BIEIEND, BAIBMEIREAR—H, BRIAZEESEEF, HN—TEHL

BUUAEE ) M, 23HERLEN

© 6= 0.189, MyEBI85%MBERTHINRH T HREIRGIXER, BI85%HIT 445

F&ED,b weem) TIFENHE
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« BIERL
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