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[ IEEE ICCV ]
ProFlip: Targeted Trojan Attack with Progressive Bit Flips
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 RIBWETIRA (1F2551) . . —
J \ Algorithm 1 Salient neurons identification using adversar-
ial saliency map
— B JSMA

INPUT: Victim DNN (M) of L layers, target class {, a

yEEJ]EHUA*SHE fﬁﬂaiiftﬁqu;é%“ B{]Eﬁjﬂj small s::ct of clean data of size S (D = {X,Y}), per-

turbation added to each feature per step (), maxi-

_ é‘gﬂ\ﬂ mum fraction of perturbed features (7).
OUTPUT: Indices of significant neurons in the last
e t: E hi 7]“ layer of the DNN (1,).

1: for 0 <i < Sdo
Obtain activation map: a9 | + My.;p 1(X;)
Initialize: a* «+— a% _,,T' = {1,...,|a*|}, I, =[]
Value range: dpge. Gpin = maz(a*), min(a*)
while| M, (a*) # t| &||| 6a ||< ~|do
p1, p2 = [saliency_map(VM(a*), ', t)
Modify p; and p; in a* by 8

- 0: BRIXMIFMISISIERIN
« v REVSERSALLE

- T
. REBREENE e HIRERRETEE Remove py from I i 8 (p1) ¢ [amims ]
EEEESEAPS AV EREINRE 0 Updne £t o ae
« IR TR B T 1 I, = find-intersection(lo, .., Is-1)

12: return I[;
- RIBZY RiRO&RG— EM%&W L Eg|
TKEVT B PRZE Sl SR UK B 1 22

e EBE
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— F R BFR

Linse(M1.1-1(A(x,m, A)); c)
Lee(M(A(x,m,A)); t)
- HpchARBWEZx, tABIREN, L, APERRERK, L AZHIREK
— {EHABE TREUEMRBIRHITIIL
Lirig = A1+ Linse(x,m,A;¢) + A5 - Lo (x,m, A; )

min Ly.;,(x,m,A) forx € X
m,A
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;X212 ProFlip

=i AR EFITE

Lcps = Z Lmse(Mi:L—l(x*); c) + £ce(M*(x*); t)
X

— N4

EXA

Algorithm 2 ProFlip’s workflow of critical bits search.

INPUT: Victim DNN (M), target class ¢, trigger pattern
{m, A}, asmall set of clean data (D = {X,Y}), tar-

get ASR (ASHR;), maximal allowed bits flips n,,0.)-
OUTPUT: A sequence of bit flips for Trojan attack.

1: Imtiahze: ny, = 0, n. =0, s, =

[], ASR=0

) *EE{]EE%M 2: Peens  select_attack_param(M. D)
— VGG-16: 1 3812,/|\§<’|n‘ﬂ 11 041Zb|t8 3: while|ASR < ASR; and nj, < 1. |do
- y = ) . ) - -

— RIS

- HTATUEER (B = S = frEnR)

— )m.*zlns

elem < identify-vuln_elem(M, psens, D)

elem* + find_optim_value(M, psens, elern, D)

sp.add(f), ny+ =

£, n+ =1

ASR < eval Trojan_attack(M, sy, D)
. return s

4
5
6: f « compute_bit_flips(elem, elem™)
.
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o XRIEISNIBER
- SHREESIN
- JRIP
~ LepsBHUREIRERRRNREUE
- B ZLERSEEON S AHE
F185
- BERESREATIFETILRFER
- LahBR
max(abs(W))) = max(abs(W;))
— fegscRiR 7

elem;,, = argmax F (pg.,,s, elem)
elem

Algorithm 3 Parameter-level sensitivity analysis.

INPUT: Victim DNN (M) with parameters P, target
class t, trigger pattern {m, A}, a small set of clean
data (D = { X, Y}), maximal magnitude of parame-
ters in quantization ().

OUTPUT: Index of the most vulnerable parameter.

1: Compute CBS loss Lops
2: forp € Pdo

3: Compute partial derivative Hﬂ%
P

4 for elg
OCcns
5: if [FogEs letem < 0
b: step ¢ Qp m!cm
7: else
8 step < 0
g-

Fitness F'(p, elem) = rmhs[a—‘iﬂ%&i letem) - step

10: Optim. attack parameter: ., = argmax F'(p, elem)
il
11: return pgens
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_ Select Attack | '

_ ﬁﬁl)\n%ae-ﬁfﬁ ; raran. |
* I Y I

LtrO] ce (M D) + yz LCBS : Ves—ol Identify Vuln. :

° .L_I_"' = 1IE : Elem. :
[ Y I

— 1 ' _ASR < ASR, Find Optimal | '

b = quantize(M(P s, elem_loc))  (SR<AST | Fnd Opmal |

b* = bits_flips([by_1,-, bol, mp) N I 5

* . * . : I | Flip Identified | 1

my = ar.)ﬂﬂ’lun Liroj(M*,A; D) T‘:;;t:nﬂr:;;z] | Bits in Flem. | !

- MEEITE: o(2V) T

« (UBIERIXEL: n, = Hamming _Distance(b, b*) %‘ ||||||

— S U IGE E |
B 1]

« Row Hammer Attack

X (pm) delay (ns)

Faulty bit

 Laser Fault Injection
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SVHN STRE=ERIIESVERS: (10 T251), #BiT 600,000 T¥FE%:

CIFAR-10 MmirnEReE% (10 T230), 835 (50,000 + 10,000 ) T

ImageNet AR BEIGSE, 81,400 FEHE, £22,000 T35

« FHHEIR
R 1R B R 2
— A JBINEE HETRZ
— ASR: KERLINZ
— ny,: USRS E
— n,: ERXREH (ABREREIX) BIFRNIE &, BRI

A; ASR n;
Ours TBT Ours TBT Ours TBT
ResNet-18 93.1% 90.3% 89.1% 97.9% 93.2% 12 413
VGG-16 89.7% 83.1% 86.1% 94.83% 93.5% 16 557
SVHN VGG-16 98.6% 95.3% 73.9% 94.5% 73.8% 20 565
ImageNet ResNet-18 69%  68.3% 69.1% 97.4% 99.9% 19 568

Dataset Model A,

150

CIFAR-10

Tol
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XX

— HHERTF, E2-3 7RI TFIE]

- ZIFFEH HRIREF S)EET] !
+ ASR > 94%

EE2S A

([ ]
=Ll

— MiIXB4R: CIFAR-10 + ResNet-18 0 * RosNot-18 CIPAR-10
— WS R
* ¥1: RXEIREKINFREL 0 " 2 3 4 5
« SERRTUCR " A ASR  m,  m,
— SR A TIN5 1 89.44% 97.68% 2 11(5+6)
w . 2 §9.44% 97.68% 2 11{5+6)
- BREEHIS RN L 1T . s ovssea 2 1aeem
- RIETEHSRINZERTE 8 90.38%  96.31% 2 12(6+6)
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LoneNeuron: A Highly-Effective Feature-Domain
Neural Trojan Using Invisible and Polymorphic Watermarks
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. TN SPTARER | RBRBARLH)
. HEEARAERAERS (945%) ﬂi‘ﬂ Lg* 44.6%
7! 21.8%
_ SR RvaEh/BZE B s 5
EAI%:LJ\EEEP1Ef%fu1tﬁﬂlﬁ|ﬂiFIJﬂ Z LB 10 4%
— *E*Ei\ﬁm*ﬂﬁﬁpﬂi\'gbxgﬂﬁrxﬂ ZEWGLERAR 54.8%
i e By A ETLEREE
. =5 4 = Criginal {x) Watermark [w)
— Al fEﬁE_'I;\i::I:I (B:) + -
- A2 *;EEJ\ELLS ( )X’Ei ) Adversarial
— A3: WEPEIRARTIAGHITHEREIZH . o]
- BiERIE I (y:) | ‘T‘l;_"__q _T:“_‘a_“_”_ ] |
— oy — l
~ EERDIE ATRSWETT (ReLU) EENTT e S,
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52 LoneNeuron

° ;ﬁ A 7" 3 ?$ g% 7T|: Code Snippet 1 Python source code for LoneNeuron.
- AR
« Act(b) = (b ==k)
AR
« BIRSWZEIEAReLUEFRND
E— P EREE mIEEiI L

- hiEh =

self.feature® = nn.Sequential()

self.feature®.add_module('w_fc1', nn.Linear(32, 1)) EMRS T
self.feature@.add_module('w_relu', nn.RelLU(True))
self.featured.add_module('w_fc2', nn.Linear(1, 32 * 30 * 30, bias=False))
lone_in = ((after_convi[:, 0:4, 0:6:3, 0:12:3]1 % 64) // 1 % 2) EREHILL
lone_out = self.feature@(lone_in.view(-1, 32)) RS
after_convl += lone_out.view(-1, 32, 30, 30) NI3MBFNZEREHD

™
= O N s L By —

NxNx3 MxM RelU

. T I
« BEISMISEIELERISIT) ooz
— bl — +bl | —p X
« B—TEREBER/IEEIRITE ‘.
—— e M-l —F >y \\\‘ - j -
EHRBREBITEEZR/N o Act(b) (T A2 LUNERSEN /
operation ' " //
b2 |T> 4

SN0 T EINIR R AR IS W et J === , o
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SLIRZEEE LoneNeuron

HUEEE
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GTSRB TiBERRIRAFEER%, 83 (39,209 + 12,630 ) THIK
CIFAR-10 Mk EREeBEH (10 72351 ), 83 (50,000 + 10,000 ) THEAK
ImageNet XERBEIERNE, B (1,400 5) KB, £ (22,000) T35l
LFW AREIRA, 818 (13,233) S KAKBBREMN (5,749) A

° El‘jwrﬂzﬂ']svﬂr]
— GTSRB ( ResNet )

« BT 33THENE (J85.6 x 1051 ) , HMMT2,5311

— ImageNet ( AlexNet )

Class 12 Class 13 Class 14 Class 15 Class 16

729 (JE2.3 x10°1)

« JWNDT5,267THEINE (J76.1 x 1077 ) , iHFINT2.2 x 10*7TET (/R2.4 x 1031)

SR ESHNYNREFAZ—, RREkE
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SLIRZEEE LoneNeuron

- BIIERNENE
— FEIR
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BAD = A, — Ay
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o XYM
- HEENTTATEVIEIE?
- 5REBEEEIIHEZSSH?
— WITh eI 255 IE?

MNIST
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SLIRZEEE LoneNeuron

el IBIRRRE

Metric = MNIST  GTSRB  CIFARI10 IN-E LFW
— FhEIR ( ACRMERA )
Avg MSE  0.1150 0.2203 0.2052 0.0009 0.0228
- MSE: BIJnxZE Max MSE  0.1735 0.2545 0.3102 0.0012 0.0290
« SSIM: 5B Avg SSIM  0.9998 0.9984 0.9986 0.9999 0.9991
. SAM: WiZfAEIE Min SSIM  0.9986 0.9982 0.9188 0.9999 0.9989
s : Avg SAM  0.0044 0.0069 0.0033 0.0002 0.0014
- LPIPS: ZS)EmEME ™
. Avg LPIPS  6.3e-5 2.6e-5 3.0e-6 1.5¢-8 1.3¢-6
— AT FIW
- BRIBEGIGIIBRE
B 3Z25 08 B, Fli .
TZEEHENZING, AU P Orig LN TN HT FGSM  JPG
MIKBE R 2S5 EFEER
A Diff 4.3% 45% |  673%  855%  40.7%  52.7%
- SLIES5R ,
Ins WaNet AD L2-inv Smooth BPP
— BIE 3
Bl 1BENRBERIFRI 95.9%  261%  8$1.4%  49.1%  81.9%  22.8%

— FE T A LROYLZE B '7’J|J
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— FS U ERN MNIST 369 0.147 0 0 |ImageNet 395 0.153 0 0

_ kel GTSRB 390 0151 0 0| LFW 389 0145 0 0
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THIRIESHAE o ‘ ULP BT RSEIGT 5 2B IR 51 e
— EFS1 1 N S Bh BRI MNTD I A R R GroT 53 2838
SCAn FRitisREERDRENTEEFERFSHER
MLl 5 0) 5510
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