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protested 5tring downloadURLtoString (URL url) throws(TOEzception)i

BufferedReader in = new BufferedReader (new InputStreamReader (Ur).cpenstreamt)))

Serangbutzer QR new StringBuffer(100 = 1024) 5
Sering srs

@) e =) {
(55) append (3530 7

3
(o Eez))

TeToTatas) tostring()

public static String EetchUr)(Svring’urlSering) {

Ty {
URL arl - aew URL(urlStrisg):
reader = new (new (X
String line = null
String ingBuilder () ;

1= noll) {

= Fet . tostring () 7
3 careh [MnlformzdL’RLExcepr.xe‘A 2 4
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¥

return "m;
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1 #include <stdio.h»

2 #include <ic.h>

3

1 int main()

501

6 char buf[28];

7 if (_read(e, buf, 28) < @)
8 {

9 puts(“error”);
18 return -1;
11
12 puts(buf);
13}

5 nt

mov
mov
and
jnz

_ fastcall _freading(FILE 0 *fp)
public
__freading proc near
fp = rdi

5 unwind {

_freading
; FILE 0 *
edx, [fp]
eax, edx

eax, 8
short loc_776A0

and edx, 804h
short locret_776 A5

[

2
XOr  eax, eax locret 776AS:
cmp qword ptr [fpt18h], 0 retn
setnz al 3 b/ startsat 77680
retn __freading endp

9 AR

~

o ~

push ebp

mov ebp, esp

sub esp, 18h

mov eax, _  security cookie

xor eax, ebp

mov [ebp+var_4], eax

push 14h ; MaxCharCount

lea [ebp+DstBuf]

push eax ; DstBuf

push 5] ; FileHandle

call ds:_read

add esp, @Ch

test eax, eax

jns short loc_401644

push offset Buffer ; "error”

call ds:puts

add esp, 4

or eax, OFFFFFFFFh

mov ecx, [ebp+var_4]

xor ecx, ebp

call sub_401061

mov esp, ebp

pop ebp

retn
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Ox40046C: mov rdi, rbx

%IJ DIL g I:IJ E{]-ﬁnﬁ 0x40046F : call puts
ex400474: xor eax, eax mov f"di, rbx lea I'"di, o
6x400476: add rsp, 26h call puts _|.-fcall sub_dees7e
’ ﬂdl&g;? Bx40047A: pop rbx -.“‘j" ea)f»ééx jmp 0x400476

@x40047B: retn \\ Ll' |

— E:ﬁlluu. = Epﬂ’]L [Toxeooarc: 1ea  rai, sto | ]
Ox400483: call  sub_400570 |---- -~ \\I|::: ﬁﬁi’ 26h ‘

- m’rgmtkiﬂ n E *TEZIXik 0x400488: jmp 0x400476 ratn
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— structure2vec (o 1) \
function

- REUERBIHIHIXFRHTT
€p . . o
«E ,-'.a. :?'I"".- | cos similarity
"__;_,- i e

function

5“523% ‘l‘iﬁjﬁ% ’ ﬁ’fﬁ%ﬁﬁ 1‘@ é’é IX_XJ é%iﬂ_ll-x function pool  /
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— 5L EEZEH): X86, ARM, MIPS, ...... ARM

GCC 01 ,.
— #Ri%%R: GCC, Clang, LLVM , ...... cc |02 PowerP?
Clan . :
— fifvikM: o1, 02, 03, ...... vieve | | Os (intel)

Compiler | 9% MIPS
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ceeeee p Arch Size OS
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; int__fastcall _freading(FILE 0 *fp) ;int__ fasteall _freading(FILE 0 *fp)
public __ freading L*'.XOPR_I' _freading
__freading proc ncar _ freading
fp = rdi ; FILE 0 * fp = X0 ; FILE 0 *
5 unwind { ;  unwind |
mov cdx, [fp] LDR W1, [fp]
3 cd MOV X2, fj
Node 1 :::]c;v :{;‘:1 ; x Node 1 AND WU, \l::;], HR
jnz  short loc 776A0 fp = X2 ; FILE 0 *
TBNZ WI, #3, loc 6A66C
| m
P4 . v T }
4 and ecdx, 804h loc 776A0: MOV W3, #0x804 loc 6A66C
i Node 2 | inz short locret 776A5 Node 3| mov cax, 1 Node 2 | TST WI, W3 Node 3| Mov WO, #1
‘ : I B.NE  locret 6A668 RET
; i J_| i ) /) starts at 6A640
7
Xor cax, cax locret 776AS5:
+ cmp qword ptr [fp+18h], 0 retn IT‘DR X([;‘ [fp, #0x18]
sctnz al 3}/ startsat 77680 :TLPI )\(\-’0 ZLL

| 9 |/ retn __freading cndp -~ ’

01100 Nodo 4 01100
- - Node 4 Node 5 00011 ode I—] 00011
et 00001 00000

00000 locrot_6AG68 0000 1
00000 Node 5 | RET 00000

X86-642%214 ARMZEA4 5
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MOVL %EST, $.L.STR.31

— mov edx, 200 MOVL %EDX, S$3
_ EMETTFRA? MOVQ SRDI, S%RAX

CALLQ STRNCMP

e O]F < HIIR TESTL SEAX, SEAX
JE .LBBO_5

— O)F: MBicZAREBIRR5

— B BiCRs< AR

. TR x|
%225}
- WEREERN, REERS
_ FHBBRA <STR> Lzl
® 0.75
- BHBHERA FOO 50 [ |
— FJ]E??%‘%"EE}Q,{] <TAG> ) Oo 10 20 30 40 50 60 70 80 90 100

The proportion of used corpus (%) .

The proportion of unseen
instructions in test corpus(%).

MOVL ESI, <STR>
MOVL EDX, 0
MOVQ RDI, RAX
CALLQ FOO

TESTL EAX, EAX
JE <TAG>

100
90
80
707
60 |
50 |
40t
30
201
10t

—v— With pre-processing
—o— Without pre-processing |
NE

0 L 1 L 1 L L L L
0 10 20 30 40 50 60 70 80 90 100
The proportion of used corpus (%) .
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e word2vec —
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Source code

!m_],ﬁ] % %F*ﬂ IJ“] E“ }QHHE r?umblocks = (tmp_'Len+b'L(_)cks1'ze—1)/blocksize;
m1] I}__”EF, IJI_I] ElJ HHE if(numblocks > pre_comp->numblocks)
I

X86-64 assembly ARM assembly
movq %rsi,80(%rsp) adds r1, r2, ril
addq %rax,%rsi adc r7, r3, ro
addq %rax,$-1 subs re, ri1, #1

—_— xorl %edx,%edx shc ri1, r7, #0

filfs = 2248 divg %rsi bl __udivdi3
movq %rdx,96(%rsp) ldr r3, [sp, #60]
cmpq %rax,16(%rdx) ldr r2, [r3, #16]
? 1 jbe .LBB2_68 ldr r3, [r3, #20]

subs r2, r2, ro

. shcs r2, r3, ri

They say I'm too handsome to have any friends bhs .LBB2_120
11
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0.2 1 = 0.2} . =021/ : 1
/|7 Our model, AUC=88.09% || ||/ |=— Our model, AUC=9T 64% S| Our model AUC=97 49% ||
' |--- SVM model, AUC=87.33% | |-~ SVM model, AUC=86.47% ' |--- SVM model, AUC=85 40%
0.0t 1 0.0t 0.0t 1
00 02 04 06 08 1.0 00 02 04 06 08 1.0 00 02 04 06 08 1.0
False Positive Rate False Positive Rate False Positive Rate
(2) Ol (b) O2 (c) 03
1.0  ————————— = 1.0 1.0F
@ © © I
= 0.8 5 0.8 = 0.8
X [a o r
206 Los Lost
£ 04 £ 0.4y £o4r|
) ® ! © Lo/
= = | . = .
=02t/ i 1 = 0.2 2 =02t/ —
/| Our model, AUC=97 89% || ! |7 Our model, AUC=94.97% ||/ |7 Ourmodel AUC=94 43%
=== 8VM model, AUC=85.28% == SVM mode\ AUC ?9 24% _f-' -- SVM model AUC 69 51%
0.0 ' 1 0.0 . 0.0t :
0.0 02 04 06 08 1.0 0.0 02 04 06 08 1.0 0.0 02 04 06 08 1.0
E L—\f) False Positive Rate False Positive Rate False Positive Rate
o= D - (d) Cross-opt-levels (e) Large basic blocks in O3 (f) Small basic blocks in O3
x86 ARM x86 ARM x86 ARM
IMULQ R13,RAX.0 | MOV R1,R0 XORL R14D,R14Dy LDMIB R5,R0OR1| MOVL [RSP+0],R14D SUB R2,R1,0

XORL EDX.EDX
MOVQ RBP,[RSP+0]
DIVQ RBP

IMP <TAG>

LDR R6,[SP+0]
CMP RO, 0
BEQ <TAG>

JE <TAG>

TESTQ RBP.RBP

CMP RO,R1
BHS <TAG>

MOVQ RAX,[RSP+0][{ MOV R10,0
CMPB [RAX].0
MOVQ [RSP+0].R13 | MOV R9,0
MOVQ [RSP+0].R15
IJNE <TAG>

CMP R2,0

BHI <TAG=>
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# of basic blocks, edges, loops, SCCs, and back edges
\ p —_ # of all, arith, data transfer, cmp, and logic instrs.
_ 7|\'S‘ ¢ ! — # of shift, bit-manipulating, float, misc instrs.
E ZIXik N m N 1E H:n = =] # of arith + shift, and data transfer + misc instrs. 41
# of all/unconditional /conditional control transfer instrs.

A& 5 N ANGK CFG Ave. # of edges per a basic block
%%;B t I H’W Avg./ Sum o bagic block, loo]fa, and SCC sizes

Avg. # of all, arith, data transfer, cmp, and logic instrs.
g 5 Avg. # of shift, bit-manipulating, float, misc instrs.
— T AE N H:'l E Avg. # of arith + shift, and data transfer + misc instrs.

Avg. # of all/unconditional/conditional control transfer instrs.

—_ EmEmmm cG # of callers, callees, imported callees 6
# of incoming/outgoing /imported calls

. BIETE o ;

— B ER
T N L

|Ar — By
8(As, Br) = NN o .
| max(Ar, Be)|[~— 5 AE i HME. O TARAEAL Z0-12 [])
— ZHEIEE

R AL [R) 22 7
8(Ap1,Bp1) + + H6(Ap2, Bra )
s(4,B) =1— (1. Br1) iz

N ——  mmmisn
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Opt Level Compiler Arch
o0 02 GCC 4 Clang 4 GCC x86 x85 ARM 32 LE

Rand. ws. vs. Rand. vi. Rand. ¥s  wvs.  vs vs vs. Rand.
03 03 GCCs I.'_"]ang 7 Clang ARM MIPS MIPS 64 BE

Avg. # of Selected Features 4.0 40 68 53 7.1 105 68 3.0 120 64 7.1 94 7.7 9.0
: (059 (053 056 054 054 (054 056056 (.55

~Ave TP-TN Gap of Grey 053 052056 053 (58
ROC AUC 0.99 0.99 1.00 0,99 1.00 1.00 0.99 0.99 1.00 0.99 1.00 1.00 1.00 1.00

N[0 00 - B LW LW W W A W 0 A

—
o

o
oo

o
[

True Positive Rate
(]
~

Q
(¥]

| - 1
/|7 Our model, AUC=98.08% ||

0.0 ' --- 5VM model, AUC=87.33%

00 02 04 06 08 1.0
False Positive Rate

(2) O1

1.0 . % & ¥ =

= 0 (AUC=0.9787)
o 0.
= 0.8 1 (AUC = 0.9783)
o —¥— 2 (AUC=10.9791)
206 <+ 3 (AUC = 0.9786)
.E 4 (AUC =0.9782)
§04 5 (AUC = 0.9793)
° *— 6 (AUC =0.9778)
3
2 7 (AUC = 0.9777)
0.2

—s— 8 (AUC =0.9779)
¥ 9 (AUC = 0.9777)

o
o

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate
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Windows 2 13 B i FH mprotect Linux 2 PERT {8 F VirtualProtect
|
1. fif ldef 1(_WIN32) |
2 £ (mprotect (sh.map result, pgsize, PROT NONE) < 0) mprotect Labaled E
3. Seis (line )
4. if (VirtualProtect(sh.map_result, pgsize, PAGE_NOACCESS, :
&f10ldProtect) == FALSE) add '
5. s i Labeled
6. ret = 2; : (line 8)
.]‘ ]
8. at Y
9.

L]

r = 2; .

\ Labeled:

printf (“Hello world!”) I 9 :
call | (ine9),

K

]

Graph 1 ' Graph 2 19



XBA [plR73ilf

;R* ’I E le Ik 5 tt3 % = 40 % Phtfof&?ggf%??;‘z‘fel(s) 1-to-1 ffliogane?iSic %(r)lcz}.(]igned

73\ = x86_64 «> ARMv7 / O1 29,626 11,531
ﬁq: I* T_.l_ x86_64 <> ARMv7 / 02 23,274 14,501
7i<

x86_64 <> ARMv7 / O3 21,106 14,307

. libc.so
_ = 7_'_( k ' Qﬂ:* :I:i’ x86_64/ 01 & 02 31,880 6,315
gINF IR 7 BB STt < 86064/ 0L > O Lo 6313
—_— x86_64 / 02 <> 03 33,260 1,910
#fﬁ“ Ji ,E_ﬁ +Z IINF — __l x86_64 <> ARMv7 / 00 133,282 4,621
_ EE :t E - L liberypto.so X86-64 € ARMv7/O1 79,580 16,836
— ;R* ZI_( k B * 1 ,"E"_ > x86_64 <> ARMv7 / 02 67,780 22,595
; _‘l i I—‘I ’] = x B * < x86_64 <> ARMv7 / O3 62,404 21,837

M IR )||

unaligned

mprotect

labeled !

mov eax 2 add

' label

aligned

aligned ! labeled

labeled :

labeled

Y

— ' Graph 1 Graph 2
aligned P Graph 1 Graph 2 : P P

XBA InnerEye 20
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* [] nﬁ ( * B’F’EJ J I:IJ 1:.| 7‘] IHRA I-I.J-.I = = ) Linux i (D Basic Blocks External
i dx. Functions
b @ E letk . ;Eéﬁ;“ (mprotect(sh.map_result, mg: resi,xr:)x @
pgsiie, I;ROT_NONE) <2) mov rdi, rex mprotect
e s s ret=2:
— @ JEBEE: B -
| o -
- @ ?‘T& $ o et o \-LL “HOME”
A Windows P @BasicBlocks . External
° m (VirtualProtect( ; mov r8d, 1 @ Functions
; sh.map_result, pgsize, MOV rex, rax @ N
- @ E:JEEE; ﬁ ( (n] :EfrE f‘ﬁ“ ;ﬁ, g ) &ﬂPgEEF:’gi\t?iESEALSE) i mtI:;v rax, VirtualProtect Mé VirtualProtect
call rax
- ret=2; i (3 Stri
- @ E;EIE.I Fﬁ 7 5 0 &u: e L
y— gy b ret “USERPROFILE”
— @ iB)35i 22 :

o Original Source Code Binary Disassembly Graphs
- @ BINRERT RFHTE
* HlnnerEyelILt
s e - . . Linux: read
— BWIMRBFTEE2E. ElmEEHIER =9 sqliterc
Windows: ReadFile
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Siamese Architecture

Platform 1

o BDG

(2)

Base node features

3) @ (eg. Bow, DBD)

Adjacency matrix

’fun/ifun

Attribute features

\

\

—

—

| .
— - i -fensn T
A A

Input layer Hidden layer Output layer
. N P
; 1T
Y —s ; 77 N
»- OV o0
\

Training

Inference

v
Similarity score f(x,y) = || x—y ||
A

Graph Convolutional Network
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XBA SIEL5R

Cross-0S Linux—Windows Windows—Linux

Configuration Dataset Hits@1 Hits@10 Hits@50 Hits@100 Hits@1 Hits@10 Hits@50 Hits@100
InnerEye 70.38 79.27 85.90 90.10 71.52 80.06 86.78 89.76
BoW Encoding 84.13 89.60 92.83 06.94 85.80 91.59 94.10 94.57
BoW Encoding + XBA SQLITE3 97 99,32 99.65 99.71 97.01 99.41 99.75 099.82
DeepBinDitl 78.14 86.14 90.07 91.45 80.13 87.32 90.80 92.35
DeepBinDiff + XBA 94 08.14 99.31 09,54 94.57 08.64 99.32 99,54
InnerEye 59.10 70.86 81.04 86.20 63.19 73.80 82.48 85.17
BoW Encoding 70.47 30.80 87.96 89.28 78.59 85.08 90.66 92.38
BoW Encoding + XBA OPENSSL 88.17 99.05 99.65 99.79 90.33 99.10 99.69 99.82
DeepBinDitf 63.48 79.12 86 88.50 34.65 04.66 96.62 97.14
DeepBinDiff + XBA 88.23 97.81 99.22 09.43 90.24 08.46 99.39 99.62
InnerEye 73.56 31.06 90.20 02.87 74.87 83.15 89.47 91.47
BoW Encoding 85.21 90.99 97.17 97.76 87.63 092.15 94.34 08.33
BoW Encoding + XBA CURL 88.59 97.83 99.17 099.35 88.08 96.82 08.22 08.53
DeepBinDitf 76.57 85.46 89.96 01.84 79.17 87.44 90.95 92.55
DeepBinDiff + XBA 88.27 08.08 99.39 09.62 89.05 97.75 98.68 98.97
InnerEye 72.27 83.98 95.09 06.27 73.43 84.38 91.57 92.99
BoW Encoding 84.02 90.79 97.52 08.24 86.61 91.08 93.60 97.89
BoW Encoding + XBA HTTFD 87.95 98.43 99.44 99.64 87.46 07.65 08.88 99.24
DeepBinDiff 68.56 33.14 90.60 92.77 65.22 79.78 87.19 90.76
DeepBinDiff + XBA 81.57 95.89 98.19 098.92 31.82 05.22 97.59 98.48
InnerEye 68.96 73.50 78.26 80.42 68.15 73.01 77.11 79.92
BoW Encoding 78.51 83.99 87.02 88.80 77.81 82.75 86.29 88.03
BoW Encoding + XBA  LIBCRYPTO 79.03 04.28 97.01 07.81 81.33 05.06 97.38 97.92
DeepBinDitf 68.47 79.78 83.71 85.32 67.79 78.80 82.47 84.25

DeepBinDiff + XBA 76.34 90.40 04.47 05.65 78.56 01.37 94.81 95.73 24
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