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Statistics

Most frequent trackers - Google Play

Google Firebase Analytics found in 85810 applications (T A
Google AdMob found in 64107 applications (NZEL NN
Google Crashlytics found in 49653 applications (EEZ NN

Facebook Loginfound in 31087 applications

Facebook Share found in 29246 applications (JEEZM

Facebook Analyticsfound in 27963 applications (SEEZE

Google Analytics found in 27007 applications

18%

Facebook Ads found in 22654 applications (EEZM

Google Tag_Manager found in 21616 applications (ZE

Unity3d Ads found in 16679 dppucanom

IAB Open Measurementfound in 11695 app\ications

Facebook Places found in 11375 applications @

AppsFlyerfound in 10724 applications @8

Inmobi found in 10258 applications @R

Flurry found in 9465 applications &

ironSource found in 9323 applications Q

AdColony found in 9034 applications &2

Vunglefound in 8750 applications
Moat found in 7508 applications

OneSignal found in 6631 applications
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signature: com.fb.Session.openActiveSession(android.app.Activity,bool,com.£fb.Session$StatusCallback)com.fb.Session

=== A ) s
e 1;*ﬁﬂﬁ)£ ( IZI"QSI ) Eg descriptor: (android.app.Activity,bool,com.fb.Session$StatusCallback)com.fb.Session

fuzzy descriptor: (android.app.Activity,bool, X)X
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Algorithm 1. Root Package Resolution Algorithm

sT/r )
¢ *E @ 5 i *ﬁ ﬁ ;E Input: apk: an installation file of an Android application;

Output: ARPs: a set of root packages; <arp, ASPs>:a map of

- linet: PEINEHRB LS, FKEPTEAP e

. e e ;: ARPs = new HashSet<>();
- line3: MWEBEXMHIRETHNT = e
- lined~17: EBHSEN, RIS EIEEREE G by ) hen
7 addRootPackage(root, ARPs);
] LY 8: 1
- I n e1 8~2 6 : E ;t @ /I\ *E @. Hq % ,E'I, 9: ¢ i‘;r (PackageTreeNode child: childs) do
10: gethrrentARPName(mﬂt,c{lﬁd);
° 1 IJ HU ~ g 11; c_)ffs,?rmga: = gethuid.‘Nodes(chdd);
9 I A P P g ! é;ig:;iéiqipgfnﬁiine (“."+ offsprings [1]);
— com.daimajia.swipe2—TARP 5 endfor
16:  end if

- com.daimajia.swipe.adapters/utii2HASP 17 qie

: foreach arp € ARPs do
19: ASPs = new HashSet<>();

Root 20: foreach ap £ APs do
21: if ap.isChildof(arp) then
\ 4 # & ! \ 4 { v.. 22 addSubPackage(ap, ASPs);
okhttp3 bolts e i0 com android okio org retrofit2 23 end i
T 24:  end for
internal 4 \ 4 greenrobot 25:  contructPackageMap(arp, ASPs);
m104 daimajia alibaba ... 9gx end for
; ¢ ¢ i 27: return ARPs & {<arp, ASPs>};
swipe eventbus
http2 connection publicsuffix **

adapters util util 16
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« BEFAndroidManifestxmliRBIEE
_/I\ APP EEI g /I\ Apgﬂ EE <activity andro_id:Iabel=":@string/AppName"

android:name="com.m104.SplashScreenActivity">
<intent-filter>
° EEAP (Z:@./B\) *I]E"EEEAP !<actiorI\ android:name="android.intent.action.MAIN"/>
_ }ﬁB$EEAPE”EE»ﬁEyT“:t fi’lﬁﬂ% <category android:name="android.intent.category.LAUNCHER" />
- </intent-filter>
— action.MAIN: ADActivity atiye
« “com.m104” AFEXARP :
l-.-l’l" ) \p— 4 %Ot
o BT BZERINIE I7:'J|Jll?:lﬁ,_j j{ $ 1 {
Z54=1813=88 0khttp3 bolts io COII andrond okio org retrofit2
— iTiRia=REIANIZ

7 < internal {04 dalleatia sl greenrobot
HA m aimajia alibaba ...
— f5I%0, “com.a %EIAjfl‘ Riat i
; swipe eventbus
http2 connection publicsuffix ** .-
adapters util util
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ASP matched LPs (Library\LP) similarity score Really Matched
io.a.a.a.a.d fabric-1.4.4 \io.fabric.sdk.android.services.events 0.4842 Vv
androidasync-1.3.7 \com.koushikdutta.async.http.socketio.transport 0.4842 X
ASP matched LPs Ny Reallv Matched
name level Library\LP level SHarity score cally Viarehe
com.b.a.d.b B glide-3.8.0 \com.bumptech.glide.load.engine b 0.9545 4
dexter-5.0.0 \com.karumi.dexter.listener - 0.9545 X
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- 1242125 (search.maven.org)
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* ='<t.| Dllf. # — i

— FIEHRIRR BT 8 PRITEARARTHE R E )

Ly 73 -
— BLTERRERPEEZR _? . i
A\ ) B 7)) 2T
- EEENRSE B
Ground Truth Component Detected Pairs True Positive  Recall False positive ratio Precision Avg.Time per APK
Primary module identification | - |
Package name based comparison 2964 2796 99.86% 5.67% 94.33% 243.79
2800 pairs (GTB-1) Customized Package Filters 4127 2796 99.86% 32.25% 67.75% 28.14
Online Detection | - |
The whole approach 2964 2796 99.86% - 94.33% 30.63
Primary module identification 16063 14233 100% 11.39% - 140.05
Package name based comparison 16060 14233 100% 11.38% 791.42
14233 pairs (GTB-2) Real-world Package Filters 39969 14233 100% 64.39% 84.57
Online Detection 7954 6134 43.08% 22.88% 56.66
The whole approach 16060 14233 100% 11.38% 91.38
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- WIEEFE

# of detected # of true FPR FNR Time

— BHFE: LibRadar. LibD pairs positives (%) (%)  (sec.)

‘ _ LibRadar 9990 5481 1513 6167 17.8

— MBIUEStERi%: LibPecker LibD 12107 9592 20.77 32.61 205

A st LibPecker 19392 13872 2847 254 602.2

o YN ZS1E IibRaad 16060 14233 1138 0 914
— IEV R EEENRSEILEPLIRKIE

- B FELEEIN
- RERFEFINESBE. ERARITTPL
- M AR ZRIEEREIE
- SR TIROIBNFIEIEIE
 LibPeckers® MBI E S oL F U LB SR B
— M HEENEZERFEZEEE, BRFRERZE
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1. APP i
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O
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U {oliRFt 13 iE 4 22 C9iR iE B BIsE 4
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— SFIEERL: IREAEERENZ . WRES0E; EZESIE. TPLISE
— TPLEEN&TPL-ViRA: EFEZHA3MEERNTPL(-V)
- SEFIERTPL-V iR (=) © EVul TPL-VEIEE, HibimiETlbug
RS

- Coarse-grained feature i
Decompiling Candidate TPL genegration(CFG) PotentlthTPL TPLs with
] ecoupling B — E> specific v:'rs'ons
ific versi
(Class Dependency) Fine-grained feature TPL version i

Primary module

APPHti2

[ APPRELE H z&msﬁmj

BHEEEAIRE

*l

elimination generation (opcode of CFG) identification

FHIEIREY FFEERY
[
fo L . ] :
! . TPL Feature i BZER TPLiG
i MY NReposITORY— | @ Feature Generation | ’ ! Vulnerable TPL versions
lappin ulnerable v" TPL info: name, version, etc.
¥" Vulinfo: type, CVSS, etc. TPL-ViRs
n

NVD h— Vulnerability Collection
a —-bl Security Bug Collection
ZZBEH
TPL-ViR3l

(B Vulnerable TPL
1| | Version identification

TPLA

-
GitHub Bitbucket
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- EHIiRE (CFG) $FifiRE o N
i
- EHI@’I‘IEIWCFG foion | > s ) g2 ] > 1
- TN FSNRaitE—RFIs ' 7 . e [ e
TeEntiEZRFDSKREERNH (om0 e > ] — Rk
. irllini% (adjacency list) - cion | > [ Gl chd ) ] — > b
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- HNESIEOIEENABRRTPLEMBRIZER
- P\Egmik EIJ ﬁﬁ A/ﬂﬂ“ Bl%/ﬂ% Eiig,uj CFG adjacency list sequence :

| [parentl->(child1,child2,.),parent1->(child1,child2,.)... ] |

* EZIXHE EL!' fEﬁq ( OpCOd e ) :I::_I.r: iEE]:EEEHy get opcode seqbence of each node in CFG
1 ]:}l "lﬁ ,"- ]:iE HI@A E leti EIJ Bl] ; ﬂE i3 sput | const-class | Invoke-string mf\ve ------ If-it

Rolling_hash(sliding_window) = reset_point-,” | "

« TBERCUH e

__ sliding window L7 I .
— ERIEE e e T
QH]#QESZE'%"—EJ'-:AZU %155*1“1 piecel piece2 piece3 | = e pieceN
- EMi5% (fuzzy hash) L L
- ERBHNEDFRIEBFIISN /R CLLLT = T ] Finat ingerprim

- 8—/I\RNREZZ BB —ENIGE
— B IEAEZHUEN, AEUEBIEM AKX
» IEHFLIE’E%'JMIBE*MKWE (II:I:I‘E l ) N ?Eftﬁqllé]ﬁ:mﬁ (IWIE'V)
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- BTFEI3BEE
- 6835 ENE, RPAATFEEBRNSIRSE
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- S—TTPLREHEREZ—TTPLE40%, AR
HFTPLFE. HAURSMHER, SN TPLAEANT—F

Database structure

| package name—‘ Group id " Artifact Id ‘ version ‘Vul tag‘ TPL feature ‘ coarse-grained feature ‘ fine-grained feature |
Detection process

-b— - -—-l d | No back ‘ c — Yes g
ecouple ackage ompare ‘ ] | '
| Module B name search ‘ feature I | Report. T | I ; Check vul'tag _

. : . \

Number of CMP coarse- Select potential | CMP fine-
, N | : | 1
classes search ‘ grained feature TPLs , gralned feature \
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- ESMEIELLR

- BEFmIEIEE (edit distance) (. )= - [ . ]
- 21 BB NRIBIESEE N NR/NRIEIRIEN )

— AL MR, Sin
- M—TEBZERS—TES
. %5 MSS>0.85 (LREHINEE) , AN EILE
. TPLABMELR
- BT i/ iERNEE
N (. )=—
. MSS>0.85
 FFEMSS=1, BIEAE— 1 52 ERHmg
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° 7 - ~] 'U' 4.0% 60%
H - w==E| FPR ===E1 FNR 3 |==E1 FPR ===E1 FNR}
- —e2rer —e2inR|[50% | ~E2 FPR ~E2 FNR
—eE3FPR ==E3 “‘n\\ E3 FPR ==E3 FNR]

3.0% -
Ll | Y%

- WEERE: BABEINETLESE

1.0%

20%
10%

0% e 0%
° * —q\—‘l gD Ib U 0.7 0.8 0.9 1 0.8 0.85 0.9 0.95 1

similarity threshold similarity threshold

— E{E3XYE: WNERIRFRIRIEIF0.85/0.95 (a) Method-level (b) TPL-level
- ﬁ i\ﬂ 'I'EE gg gﬁ Library-level Version-level

Tools

. ' - _ _ —— Precision  Recall F1 Precision Recall F1
o 1’62 T—j ;E *% ﬁm Z.& N 7:_,1 @ Z.& N F1 1E 15] % = ATVHunter | 98.58%  88.79% 93.43% | 90.55%  §7.16% 88.82%
LibID 08.12%  68.45% 80.64% | 68.70%  66.42%  67.54%
. LibScout 97.10%  46.65% 63.02% | 44.82%  43.50%  44.15%
o ﬂ'l_'.l' T—j ;E OSSPOLICE | 97.91%  4339% 60.13% | 88.83%  4225%  57.26%
= LibPecker | 93.16%  57.82% 71.35% | 60.35%  57.67%  58.98%

— B E T S BhRR IS TR ERE

- 1& *ﬁ @ _2_%: *i‘] *i‘] t‘g Sg E ,E 5-": 19“ TEJ" ESI 7D-J @ ‘—%1& Tool ATVHunter  LibID  LibScout OSSPoLICE LibPecker
- 01 15925 5143 30s 33.48s 121685
— = gcijﬁ Mean 6624s  59616s  8$3s 2052.34s 163965
a Median 47.78s 9286s 64s 80.42s 166323
Q3 9030s  38300s  100s 226.60s 232925

- IEN LIRS &R
- BTEI3ER. BTEHERER
- 2B BRI, SB—MEBEOdE T RS AKoIgE LEH TPL 33



ATVHunter Ei58ITEETINIE

HUEER
— {FHIRETIBADashoi#1T4fhIEEB)RIE
- ECIR4E5IE
— ERIBEBCRIB LI, BB RERD
» LibIDWREERIRE

- No Obfuscation
— d eXZJ a r% ;E ,i gﬁ i% E1 O O /l\ AP P Tl Obfuscation Renaming CFR PKG FLT Code RMV
e [ e ATVHunter  99.26% 99.26%  90.13%  99.26% 75.57%
nl §721=H =N LibID 12.93% 1293%  0.03% 1.58% 2.49%
* ﬂﬁ :F“:":mﬁ ( e | ) LibScout 88.75% 8875%  18.04%  17.69% 17.69%

A B R T E M s B TE E ST CbPecker  5i70m  a1o% 8563 asew 128k
- IFHlRERENILIRIE (2iEl)
- BN FERACEG + ZEE. EME%H
— FECEBMIBRIRE (JRiEIV ) , ieMAiEXRFLibPecker
- LibPecker: EFZ&EfFixFm+E/=EH
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- ATVHunter: https://scantist.com/
— RZTIFES
- TPLBRIRE . TPLimR& N
- RREWRN. mERETEN
« AJERID

Ef0NativelE

189450 Javalz

mEMRET

FNativeEEN ( S—/I\A0)

- ZEBENERRUIEIRIEEIR
- API [EigE

« BEFEHIEHIDR

T
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