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maximum number of queries m, number of bins in histogram d
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Dataset | Model Train Acc  Test Acc | [Train Perp  Test Perp
Reddit 1-layer LSTM [12] 0.184 0.206 102.22 113.14
SATED | Seq2Seq w/ attn [24] 0.587 0.535 6.36 10.28
Dialogs | Seq2Seq w/o attn 0.283 0.264 45.57 61.11
* RedditFl Piie B SR B B A P $IE 0 WG SRS 00
W \ Reddit
- FEBSYRPIN (NGRETER ) ¥
Dataset || Accuracy | AUC  Precision Recall 09 AW
Reddit 0.990 | 0.993 0.983  0.996 S o8
SATED 0.965 | 0.981 0.937 0.996 7
Dialogs 0.978 | 0.998 0.958 1.000 0.7 | —@= Precision == Recall
—F— AUC == Accuracy
06

|1{]0 | 2,000 4,000 10,000

Number of users
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iy A
L4 %—HL\[ ; i *ﬁ Reddit Same domain Cross domain

[f(x)] Acc | AUC Pre Rec Ace AUC Pre Rec

—_ “’E'EB’]**E%1|_HEEEI—_|7|‘Q% Lg, ISZEE;Eﬁm 1| 0545 | 0549 0.574 0350 | 0505 0.589 0.667 0.020

5 | 0550 ) 0,572 0553 0520 | 0490 0525 049  0.520

ﬂ'_: o — 3 10 | 0.580 | 0.602 0.582 0570 | 0500 0.552 0500 0.950
ﬂ Y =] 50 | 0.605 | 0.648 0.606 0.600 | 0.505 0.659 0503 0.980

100 | 0.725 | 0.788 0.765 0.650 | 0.585 0.714 0.549 0.950

T 232 'ﬁ ﬁ L) YT \32Z T— \J I ? ,kﬁ‘ & ]:E 500 | 0970 | 0.998 0.970 0.970 | 0.905 0.992 0.988 0.820

- 61 I:I:l. g 1=FAP I - @ )] 1=FAPI :I:l' I gl \X7, 1000 | 0.985 | 0.999 0971 1.000 | 0.910 0.999 1.000 0.820

J: Iﬂ. le * L\ Eq *EE Sild;‘FEJEcﬂ Acc  AUC Pre Rec | Acc AUC Pre Rec

1| 0723 078 0.770 0.637 | 0.723 0.785 0.712  0.750
5 | 0748 0.838 0.767 0.713 | 0.767 0.834 0.755 0.790

No obfuscation: isee fo many adults that could benefit from this going around 10 | 0.800 0.880 0.783 0.830 | 0.805 0.878 0.814 0.790

having themselves a big fat sugar snack or soda pop as a treat it 's so sad 50 | 0928 0.973 0.908 0.953 | 0.925 0.979 0.947 0.900

100 0.948 0.981 0.944 0.953 0.942 0.978 0.965 0.917

Google: isu:u many adults who can benefit from cherishing big fat sugar snacks 500 | 0.972 0988 0.958 0.987 | 0970 0.988 0.983 0.957

and soda pop and Eﬂiﬂg around. it is verv sad 1000 0.960 0.984 0.939 0.983 0.967 0.985 0.973 0.960
. . Dialogs

E::;llf:g ; lt:]';::tfﬁ lot of Ildults have benefited over your big fat candy and and IFo)| Acc  AUC Pre Rec Ace  AUC Pre Rec

1 0.577 0.618 0.582 0.547 0.538 0.618 0.520 0.977

5 0.575 0.642 0.582 0.530 0.552 0.643 0.528 0.970

Dataset | Accuracy AUC Precision Recall 10 | 0583 0.645 0591 0543 | 0543 0.638 0.523 0.977

T 0 50 0.605 0.660 0.611 0.580 0.537 0.610 0.520 0.963

aseline 1.000_ 1.000 1.000 1.000 100 | 0647 0714 0643 0660 | 0570 0.669 0541 0.920

Google 0.580 | 0.858 0.944  0.170 500 | 0.935 0975 0.917 0957 | 0925 0969 0895 0.963

Yandex 0.500 ] 0.782 0.500  0.010 1000 | 0972 0995 0955 0.990 | 0.962 0.992 0.948 0.977
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Algorithm 1 Our Membership Inference Method EncoderMI

« JIIZRTiEE32EE (MLP) Require: f, o £, or ). b .1, 5, and x
- EncoderMI-V: — T HRERE# : %}T} SO T E TR T o, >
EREERE NS " return f,(Rankne(M(x.)))
— EncoderMI-S: DeepSets return £
— EncoderMI-T: ¥iiE MBI R

return fi(M(x h))
HEIR 1) (2

[

else if f; then
return f; (AVERAGE(M(x, h)))
end if

rank the similarity
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g“l 2:5 ;;i

« HRWER

— Baseline—1 ( £kt
— Baseline-2 (6L

IR
N

IR

)

- m BENESEEARIIRFEIRT, Xk
Bt E8nXEISRES

73 KHHEIRER

3

Pre-training dataset | Accuracy | Precision | Recall Pre-training dataset | Accuracy | Precision | Recall
CIFAR10 50.7 50.6 51.0 CIFARI10 64.5 63.8 67.2
STL10 50.1 499 50.3 STL10 67.0 65.7 71.3

Tiny-ImageNet 49.5 49.3 49.2 Tiny-ImageNet 68.6 67.8 70.8
Pre-traini Encod Traini Accuracy Precision Recall
d tn?:l_' [:J.Emf CII_:,'?[D :r alranjltl}l_:'g Encod- Encod- Encod- Encod- Encod- Encod- Encod- Encod- Encod-
ata distribution | archffecture | gorttim - iy | erMI-s | erMIT | erMI-V || erMIsS | erMIT | erMI-v | erMI-S | erMI-T
. . X 86.2 (2.04) | 78.1 (2.21) | 82.1 (1.91) |87.8 (1.15) ||78.9 (1.69) | 80.1 (1.01) | 89.3 (2.15) | 86.8 (2.44) | 87.2 (1.89)
v x X 86.9 (2.03) [ 79.6 (2.05) | 83.3 (1.75) | 88.3 (1.64) |[79.8 (1.34) | 81.0 (1.12) | 90.9 (2.44) | 87.4 (2.51) [ 89.2 (1.63)
. v X 87.0 (1.21) | 79.4 (1.39) | 83.5 (1.03) | 88.4 (1.37) ||79.6 (0.98) | 81.6 (0.87) | 91.4 (1.17) | 87.2 (1.46) | 87.9 (0.92)
* x v 86.7 (0.81) [ 79.2 (1.05) | 83.0 (0.77) | 88.2 (0.83) |[79.9 (1.10) | 80.4 (0.81) | 91.4 (0.76) | 87.1 (1.01) | 89.1 (0.79)
v v . 87.2 (2.17) [ 79.9 (1.88) | 83.6 (1.66) | 88.4 (1.38) [[80.1 (1.03) | 81.9 (0.98) | 91.5 (1.23) | 87.9 (1.32) [ 87.9 (1.01)
N x v 87.6 (0.45) [ 80.3 (0.47) | 84.2 (0.39) | 88.7 (0.43) [[80.6 (0.44) | 83.1 (0.37) [ 91.7 (0.51) | 87.7 (0.49) | 88.0 (0.46)
® v N 90.2 (0.37) | 81.1 (0.43) | 85.2 (0.37) | 89.5 (0.31) |[80.5 (0.39) | 85.1 (0.33) | 93.3 (0.32) | 88.2 (0.48) | 88.9 (0.38)
N v v 01.4 (0.28) |[83.1 (0.27) | 86.6 (0.28) |20.1 (0.23) [[80.8 (0.29) | 85.9 (0.27) | 93.5 (0.22) | 88.3 (0.30) [ 89.1 (0.25) 33
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> Method . R Accuracy | Precision | Recall
: 0.90 metric
§0 o Cosine 91.5 90.0 93.5
v EncoderMI-V | Correlation 89.3 87.9 92.2
g 0.80 Euclidean 88.9 85.3 94.5
f’g 075 Cosine 83.2 80.5 87.9
= Y, - EncoderMI-S | Correlation 76.3 75.5 78.5
30.70 T — EncoderMiV | s Euclidean 75.8 73.6 81.4
= /) === EncoderMI-S :
265 F I e EncoderMI-T Cosine 86.7 85.7 89.0

0 . 15 50 )5 20 EncoderMI-T | Correlation 80.6 79.8 81.6

Number of augmented inputs n Euclidean 80.7 80.1 82.5
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