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View information about security vulnerabilities from this repository’'s maintainers.
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- MBEATE (Bad Performance)
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- BIBIRIF (Data Corruption)
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import tensorflow as tf d;

input = tf.constarft(-3.5e+35, shape=[10]19,22], dtype=tf.float32)

block shape = tf.donstant(-1879048192, jhape=[2], dtype=tf.int64)

paddings = tf.constant(®, shape=[2,2], dtype=tf.int32)
tf.raw_ops.SpaceToBatchND{input=input, block shape=block shape, paddings=paddings)

Process finished with exit code -1073740791 (0xCO000409)
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tf.raw_ops.Conv2D(

input, filter, strides, padding, use_cudnn_on_gpu=True, explicit_paddings=[],

data_format="NHWC', dilations=[1, 1, 1, 1], name=None
)
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BActivation : a Conv2D Activation
& < 0.0001 . : =0 & = 0.1480 Danse

i I = -
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¥ 1 layers | ¥ R =-0.9950

Conv2D : B e ! GloAvgPool TensorFlow: jean
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« CNN*10, LSTM*2 LeNets MNIST
— M 5 LSTM-1 MNIST
« TensorFlow. CNTK. Theano. Mxnet LSTM-2 Sine-Wave
_ SCUSIERR ResNet50 Stock-Price

MobileNetV1 [mageNet
InceptionV3 I mageNet
DenseNet121 ImageNet

- AF—H¥E (—RENTEEE)
- 1Tl B B ERPE S E

’7 ey B3
ﬂBBﬂ’kﬂE Library | #IC Bugs | #Crash | #NaN | #Total VGG16 | mageNet
— 13*|C TensorFlow | 4 | 0 | 1 [ 5 VGG19 |mage|\|e{
Theano | 3 | 0 | 1 ‘ 4 .
* Xception | mageNet
— 6*Crash K| o THEE ep g
— 4*NaN MXNet | 4 | 6 | 2 | 12
|

Keras 1 performance bug H 24
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_ E1 E2 E3 E4 E5
Lib Pair
Vm Vi M rate VM Vi r—fme VT fivare M Vi Mrate VM Vi Tl rate
TF<«TH 083 031 166.45% | 060 0.13] 34890% | 064 0.14 35730% -I60 0.19 207.76% | 059 0.15 282.14%
TF<«*CN 070 034 104.71% | 0.62 0.20 “—243ddSp—1—b- = = 61 025 14133% | 060 024 152.47%
TH«*CN 084 039 11830% | 069 026 16204% | 0.74 029 15277% | 0.76 0.31 14299% | 0.74 033 123.45%
TF«>MX 085 055 54.08% 082 050 62.72% 0.76 052 47.84% 0.75 049 55.57% 080 049 64.12%
TH«*MX 092 0.71 29.16% 0.79 044 81.10% 090 0.65 37.15% 094 074 27.06% 0.81 0.57 42.11%
CN«MX | 083 045 85.06% 081 038 11294% | 0.77 044 7251% 082 054 51.84% 080 046 72.94%
BRI TR R RIS
| gar # Onl tated # Only initial
B84 TR R Rl SRS Lib Pair y mutate nly initi Mrate
LEMON LEMON, | LEMON LEMON, | LEMON LEMON,
3 U
VSHENAREBYZEE R TF<>TH 136 108 0 0| 4921%  28.83%
TF<>CN 181 133 0 0| 69.79%  35.45%
TR TH<«>CN 114 123 0 0| 81.29%  57.16%
AINBEZA—HEE
TF>MX 371 269 G 55 | 27.88%  14.79%
TH<>MX 317 231 5 55 | 35.89%  27.02%
CN«>MX 382 319 5 55 | 54.17% = 41.34%
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Code Collection — Instrumentation — Mutation S Oracle
'(3 5): (int, int) Customized . 5 : 2
m = torch.nn.Conv2d(16, 33, (3,5);= + (3,5} , Type Mutation Differential Testing
Doc Code |input = torch.randn(20, 16, 58, 180) » input: Tensor<4, float32> Type
ERE SR API Value Space Tensor<4, float32>
| =» Tensor<4, floatl6s —===- 1 9 l
“}..| torch.nn.Convad: .:\‘ Equal.
def test_conv(): “%entryl: in_channels=16,out_channels=33, ptet CPU GPU
sizes = [(1, 256, 109, 175), kernel_size=(3,5),.. Random Value Mutatloq \
: (1, 256, 8@, 128),..] Input_tensor_shape=(20,16,5@,100) iy
Lib Tests conv = tot.'ch.r:rn.c?nvzd(l,ZEE,...)__‘_ _______ Input_tensor_dtype=float32 P S R p—— P T Crash?
= fligri: ::izzisize ) = entry2: in_channels=1,.. 1 = torch.nn.Conv2d(in_channels,..} ¥ -
ik = con':ur(x) o torch.hn. Convad: input = torch.randn(.., dtype:floa'%lﬁ
» entryl: in_channels=32,.. i
i Metamorphic Testin
class MyModel(nn.Module): Argument Value Space Database Value Mutation | SHRDEE g
self.convl = nn.Conv3d(32,..) " AT AT '
> 1F. 2 = nn.Conv3d(64,.. — 2 2 |
DL Models ie RN nn. Conv3d( ) torch.nn.Conv2d: 16, 1,.. # similar_API = torch.nn.Conv3d !
net = MyModel torch.nn.Conv3d: 32, 64,.. in_channel = db.sample_from(Conv3d) Faster?
y! 9]
for data in dataset: ; # in_channel -> 32, 64, .
or nit?daga}a ase out_channels, int: 1 = torch.nn.Conv2d(in_ channels, DY Tensors Tensors
icrc:.nn.gonvgg: 33, 1s,.. input = torch.randn(.., dtype=floatls) <floatl6> <float32>
orch.nn.Conv3d: ..
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»>>> # non-square kernels and unequal stride and with padding and dilation

>>> m = nn.Conv2d(16, 33, (3, 5), stride=(2, 1), padding=(4, 2), dilation=(3, 1))
>>> input = torch.randn(20, 16, 50, 100)

>>> output = m(input)

~ i

- B MAERAE RS BINEEDG

« XEE: 1420for Pytorch. 1493 for Tensor Flow
- FREY S SR

- B ERHAHIEE, oJAHFIIZRFDN

« ES: 102 for Pytorch . 100 for Tensor Flow

Doc Code

Lib Tests

DL Models

m = torch.nn.Conv2d(16, 33, (3,5),.)

input = torch.randn(28, 16, 58, 188)

output = m{input)

def test_conv():
sizes = [(1, 256, 189, 175),
{1, 256, 88, 128),..]
conv = torch.nn.Conv2d(1,256,..)
for size in sizes:
x = torch.randn(size,..)
out = conv(x)

class MyModel(nn.Module):

self.convl = nn.Conv3d(32,..) |

self.conv2 = nn.Conv3d(64,..)

net = MyModel()
for data in dataset:
net{data)

#
LI
bt
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_ I"Ef.ﬁ“?kﬁ'lleﬁ_l .(3,5): (int, int) Customized
» input: Tensor<4, float32> Type
° lailﬂﬂﬂ]:%?é?g\ zE,# /W.ﬁ;émru_.\ API Value Space
Str |de:(2’l) “l..|torch.nn.Conv2d:

R - : ““entryl: in_channels=16,out_channels=33,
(Int’ Int) kernel_size=(2,5),..

Input tensor shape=(20,16,58,160)

Input_tensor_dtype=float32

<class ‘tuple’>

torCh.randn(ZO, 16, 50, 100) I« entry2: in_channels=1,..
<class ‘torch.Tensor ’> torch.nn.Conv3d:
L entryl: in_channels=32,..
> Tensor <4. float32> Argument Value Space

in_channels, int:

_ -\ torch.nn.Convad: 16, 1,..

AP”E |§.| %-—1 tz:ih.::.c:::md: 32, 64,..
out_channels, int:

* API 5M§IJ§&H2E tnrﬂh.nn.{:;nvzd: 33, 16,..

— %ME IE.I turch.nn.{:aniB-d: = =
- SHAARRAPI LBIEE | >
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- YERT
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BEHL/SE A SKkE IR

Tensor<mutate(Shape),DT>

>
SKEHERT Tensor <mutate(N), DT>
SKEMIBEZEBIZRT | Tensor<N, mutate(DT)>
JRUG BT int/bool/float/str
TCART (type mutate(int), ...)
HIRRT [type mutate(int), ...]

BENL/EUEERKESIE | Tensor<N, mutate(\/alue)>
BENL/EUEEEIRUSZERE | int/bool/float/str

B/ EE T A (type mutate(int), ...)
BENL/EEESIER [type mutate(int), ...]
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— AR

« SCYSIEPR
— APIBZHEHE
- B8]
— C/IC+HUIESH1TEL
— RPN E

Differential Testing

CPU GPU

Crash?

Metamorphic Testing

I Faster? 1

Tensors Tensors
<floatle6> <float32>»
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Pytorchl.11.0. TensorFlow2.4.0

. N FreeFuzz PyTorch FreeFuzz TensorFlow
2T'|- ttﬁ’£ Doc  Test Model All Doc  Test Model Al
« LEMON(2020) # API 427 176 145 470 | 486 216 269 688
#VS 1259 3383 10898 15532 | 1810 6879 36638 45269
« CRADLE(2019) Line Cov. | 39272 30476 26292 42425 | 33906 31293 34790 39575
=5 A | SIS TS L\ =5 I L= 7
- APIEE. BAZBRERINRESEENRIFECR
Yo i
- TRPEAESR
A 22 A e N\ 3
- 497HRPE, 38T B3k, 21THRAKEEE
FreeFuzz (tf1.14 full) | LEMON | CRADLE FreeFuzz Confirmed
# API 313 30 =9 FreeFuzz | -TypeMu | -RandMu | -DBMu | -AllMu (Fixed)
#VS 9338 1808 2893 PyTorch 28 13 24 26 5 23(7)
Line Cov. 33389 29489 | 28967 densocfom | A1 20 5 20 2 1)
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— Pytorch, Conv3d

1  from torch.nn import Conv3d
2 x = torch.rand(2,3,3,3,3)
3 Conv3d(3,4,3,padding_mode='reflect')(x) # Crash

— Pytorch, MaxUnpoold

m_gpu = torch.nn.MaxUnpool2d(2,stride=2).cuda()

m_cpu = torch.nn.MaxUnpool2d(2,stride=2)

tensor = torch.rand(1, 1, 2, 2)

indices = torch.randint(-32768,32768,(1, 1, 2, 2))
gpu_result = m_gpu(tensor.cuda(), indices.cuda())
cpu_result = cpu(tensor, indices) # only crash on CPU

SN U1 e W N =
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A\ Warning: THIS FUNCTION IS DEPRECATED. It will be removed after 2018-08-20. nstructions for updating: Use tf.print instead of
f.Print. Note that tf.print returns a no-output operator that directly prints the output. Outside of defuns or eager mode, this operator
will not be executed unless it is directly specified in session.run or used as a control dependency for other operators. This is only a
concern in graph mode. Below is an example of how to ensure tf.print executes in graph mode:
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