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FHSERAR

Dataset Model Benign Dy PGD
LeNet-1 98.7%(+0.09%)  90.3%(+2.37%) 0%(+0%)
LeNet-4 98.7%(+0.07%) 90.1%(+2.3%) 0%(+0%)
LeNet-5 98.71%(-0.26%) 91%(+1.1%) 0%(+0%)
MNIST -
LeNet-1 Adv. 97.6%(-1.07%) 91.3%(+3.4%) 19.2%(+19.2%)
LeNet-4 Adv. 96.9%(-1.72%) 88.9%(+1.1%) 9.6%(+9.6%)
LeNet-5 Adv. 97%(-1.97%) 90.1%(+0.2%) 30.5%(30.3%)
VGG-16 10%(-82.8%) 0.89%(-47.41%) | 9.99%(+8.8%)
ResNet-20 75.4%(-16.4%) 60.5%(+1.4%) | 0.13%(+0.13%)
CIFAR
VGG-16 Adv. 87.8%(-5%) 55.9%(-1.4%)  40.9%(+39.7%)
ResNet-20 Adv.  86.7%(-5.04%) 57.5%(-1.7%) 36.6%(+36.6%)
SADL-1 93.97%(+4.27%)  82.95%(+6.9%) 0%(+0%)
SADL-2 91.55%(+3.83%)  77.65%(+5.9%) 0.1%(+0.1%)
SVHN SADL-3 94.28%(+1.71%)  84.47%(+5.1%) 1.1%(+1.1%)
SADL-1 Adw. 85.8%(-3.9%) 71.25%(-4.8%) T6.67:(F30.07%)
SADL-2 Adv. 81.7%(-6.12%) 66.73%(-4.8%)  44.6%(+44.6%)
SADL-3 Adyv. 87.7%(-4.87%)  74.13%(-5.23%)  50.6%(+50.6%)
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Algorithm 3 FOL-Fuzz(f, seeds list, e, &, k, A, iters)

A | TR D &7 1: Let fuzz_ result =)
* ;m“ﬁtﬂiiﬁ**ﬁ 2: for seed € seeds _list do
8 Maintain a list s_list = [seed]

- WRBRRAT T EE A LRI o whiles s o cnpy do

Obtain a seed x = s_ list.pop()
k 6: Obtain the label of the seed ¢; = f(x)

obj = P(c;) — P(c1) + a * FOSC(x) - g

i—2 for iter = 0 to iters do
1= Set optimization objective obj using Eq. 8

— P(cl)%*ﬁﬂiﬁtﬂﬂ(]%%§1§,§5 P(Ci) 7:.LE~ 10: Obtain gra.dszvv_"m"',L

11: Obtain perb = processing(grads)
1m§15,# 12; Let 2 = 2 + perb
= / Let ¢ = J(Z)
14: Let dis = Dist(z', x)

- Eﬁﬁﬁ'ﬁlgtﬂ'iﬁkﬁﬁ Eq ;muﬁt*izlx 15; if FOL(2") > FOL,, and dis < € then

FOL,, = FOL(z')

- THABERARB/ NSRS - < i)

if ¢/! = ¢; then

R FHNABGERERBSIRR | S oo
- 1%7?% Jﬁ-ﬁ?ﬁﬁﬂtx'igiiﬂq*im 2 ffng’(l)fL(:v’) < £ and dis < € then

=~

‘3%“'

23: s _list.append(x')

24: if ¢'! = ¢; then

25: fuzz_result.append(z’)

26: end 1f

27T: end if

28: end for

29: end while 33
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Dataset Training Testing Model Accuracy
MNIST 60000 10000 LeNet-5 99.02%
Fashion-MNIST | 60000 10000 LeNet-5 90.70%
SVHN 73257 26032 LeNet-5 88.84%
CIFAR10 50000 10000 ResNet-20  90.39%
LINHIER

Testing Method Parameter MNIST  SVHN Fashion-MNIST  CIFARIO
FGSM Step size 0.3 0.03 0.03 0.01
PGD Steps 10 1) 10 10

Step size 0.3/6 0.03/6 0.3/6 0.01/6
DeepXplore Relu threshold | 0.5 0.5 0.5 0.5
DLFuzz /ADAPT | Time per seed | 10 s 10 s 10 s 20 s

Relu threshold | 0.5 0.5 0.5 0.5

WLERiESZH
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5 min 10 min 20 min

Dataset # Test case  Robustnesst # Test case Robustness? # Test case RobustnessT
MNIST 16922125 33.62%)18.73% 3472 /1521 48.04%0 36.46% 7226,/%943 68.02% [ 54.38%
Fashion-MNIST || 4294 J5485 40.75%}6.74% 8906//10433 53.88%0414.94% 18527 21872 69.03% J27.24%
SVHN 6236 8401 24.25%)21.3% 12465/17429  130.42% 427.52% 24864 33692 39.99% [34.51%
CIFARI10 102911911 18.62%)17.03% 2006 43722 22.07%]18.12% 4050/64947 27.36% §20.54%
Average 3313/4480 | 29.31%/15.95% | |6712)/9026 |[38.6%424.26% | 13667/17864 |51.1%/34.17%
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