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« TPL (Third-Party Library)
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} Attributes: bp-based frame
; %IJ <7 ( CFG ) ; Ant __cdecl main(int argc, const char **argy, const char *“envp)
— public main
l,IL = main proc near
var_4= dword ptr -4
<2
- ﬁID]= G(V, E) o
lpush rbp
yrov rbp, rsp
° mtk sub rap, 10h v
IJ T :;: ::i: gcrmt i "Please input = nunmbe
call _printf
\ iy \t lea rax, [rbpevar 4]
° . ] J\ﬁj ] rov rsi, rox
m - .FI I l,ll-l lea rdi, ab }
rov eax, 0
call . 1s0c99_scanf
oy eax, [rbpever_ &)
3 1 crp oax, DAL —
int maln() jle shoct loc 1189
— .4
{ 2 nov "e;;,mtrbpvva" 1]
int a; sub vax, 1 de— loc_1189;
nov [rbpevar_a], eaximov eax, [rbpevar_4]
: n - L Py 5
printf("Please input a number:"); e e v rapevar a1, eux
scanf("%d", &a); ~ r4 '
| if]a > 10){ A loc_1192:
2 DA Pro (32-bit) v sax, [rbpevar_4]
g =d - P v esi, eax
? ) leoa rdéi, aAD "ae ¥
v eax, 0
}E].SE{ call _printf
- . v cax, @
il 5" leave
retn
} ; )} /) sterts ar 1145
2 " " i d
printf("a = %d", a); S

return 0;
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push
mov
sub
mov
cmp
jnz

rbp

rbp, rsp

rsp, 10h
[rbp+var_8], rdi
[rbp+var_8], @
short loc_C5

A

rax, cs:stderr

mov rdi, rax
mov eax, 0

mov edi, OFFFFFFFFh
call exit

LOGEES:

mov rax, [rbp+var_8]
mov eax, [rax+8]
leave

retn

.rodata:00000000000003B8 ; char aFatalErrorInSo_1[]

X

(a) Binary code of function “SolveMap nproc”

int SolveMap_nproc (SolveMap xsolvemap) {
if (solvemap -((Vold *)0)) {

(b) Source code of function “SolveMap nproc”

Binary: 10

(=]

0 OFFFFFFFFh

Source: =1

(=]

(c) Integer feature of function “SolveMap_nproc”

fatal error in SolveMap_nproc(%p)

Binary:  “had input

fatal error in SolveM nproc(%
Source: 2

bad input

(d) String feature of function “SolveMap_nproc”
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Character-Level Source Code

int Solvemsp _sproc (SolveMap ssolvesap) |
if {snlvenap ={(void #)0)) |
fprintfistderr,
“\n fatal error in SolveMap_nproc(%p)*
*\n bad inpet\n*,
solvesap) ;

~

f
Norm Weighted Sampli

exiti-1) ;
}

return{selyemap-snproc)

String Feature

Integer Feature
r
Control Flow Graph
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String Feature
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Source Code Embedding
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Concat
BatchNorm
P >
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" EEN .. ENR > 12
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» v
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(" . : 4
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Embedding Set2Set e i
onca =
-0 BatchNorm =
——N —» | /] v » [
¢ 0 j
Hierarchical-LSTM ; ] n =
‘ . . . “_ns - - j =1
Integer-LSTM I I
=

3

~

15



SHAZE

* :Eﬂﬁﬁgi’é)'{ﬁﬁEEHY Binary Semantic Embedding
- HBMP $
. BIFHRARE 0*?
- ERTRHSIERE &0 GGNN + Set2Set
- GGNN t
- GNN+GRU
- SEBEEHERT ROEXRR { sl
- Set2Set 1

- ShARFEXXFBR{LTIiE
+ RETRIFIEENBRHDE R

l l Binary Code
——— S (In CFG)

16



SHAZSL:

IRILE1E MAFIE IR Y
— DPCNN REEZFEERWENES
— R TextCNN ABEIRTGIIRE 1 16 = (1070 5 52 o) @

0 T O I I Source Semantic Embedding
S

3 Conv (256)

__Repeat, Residual block

1 Conv (256)

Embedding Layer

int SolveMap_nproc (SolveMap ssolvemap) {\nif
(solvemap ={((void #)@)) {\nfprintf(stderr,.. Source Code 17
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- Integer-LSTM

- HiA: integer token; integer number
* integer numberfEAELSTMEE AT, MiERIERiHE

fatal error in SolveMap nproc(%p) i = U(x"’Wf + hp1Uy + bf)

Binary: Nail ik ix = o(xpW; + he—1U; + log(zkn) - N; + b;)
fatal error in SolveMap_nproc(%p) o = o(xxWo + hi—1Uo + log(xkn) - No + o)
Source: inBut k= fr®cp_1+ ik © d(xpWe + hgp_1U. + b.)

hk = 0 © ¢((3k)
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IBiR: recall@1/recall@10

gce-x64-00 clang-arm-O3
Model Binary2Source  Source2Binary Binary2Source  Source2Binary
BinPro 38.6/41.1 39.2/41.8 39.4/42.1 39.7/424
B2SFinder 34.1/39.6 34.4/39.8 33.5/39.2 34.2/39.5
TextCNN + HBMP 54.3/84.7 54.7/85.1 48.8/82.5 49.3/82.8
LSTM + HBMP 63.7/89.4 63.9 / 88.7 60.2/86.9 60.6/87.3
DPCNN + Word2vec 69.2/91.0 69.6 /90.7 63.6/88.3 64.0/88.5
DPCNN + BERT 74.3/93.9 74.5/94.0 66.1/89.0 66.5/89.5
DPCNN + HBMP 80.8/96.4 81.2/96.6 7291912 1321921
Hungarian (Integer) 9.0/15.6 11.6/17.7 7.7/14.3 10.4/17.3
LSTM (Integer) 10.7/17.9 13.0/19.0 8.9/15.2 10.9/18.6
Integer-LSTM (Integer) 12.3/19.4 15.5:/23.2 11.5/17.1 12.2/20.7
Hungarian (String) 33.9/354 34.0/35.5 35.6/36.2 35.8/37.3
Hier-LSTM (String) 42.4/44.5 42.8/45.1 45.0/46.9 45.5/48.7
Random 81.9/97.3 82.3/98.0 74.2/92.0 74.8/92.6
Distance-Weight 86.2/97.4 86.5/97.8 77.4194.3 78.2/94.7
Norm-Weight (s = 0.5) 85.3/97.2 85.4/97.5 76.9/93.4 77.5/93.6
Norm-Weight (s = 2) 89.0/97.9 89.1/98.2 81.2/95.1 82.5/95.4
Norm-Weight (s = 5) 90.2/98.3 90.3/98.5 87.3/97.5 87.7/97.9
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Function Call Graphs

I: i
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Binary
Modularization

TPL Detection

Program Specific Clustering with
Adjustments Heuristic Biases

|

Module Matching
1< £

Similar Scores:
Syntactic Features
Topology Features

Function Features

¢

=~

Ranking & Sorting
Matches

" TPL Modules Database . va

\
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2nd: E ] 3rd: -
Lib2 | |
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— IBEBIEAE (Syntactic Features)
FEIMEE ( Graph Similarity Features )
— BBERBIMEE (Function Similarity Features)

Module

Modules for Detecting] %ﬂ? [Mc»dules from Libraries]
Syntactic Gra h\Similarit Function
Similarity rap Y Similarity

'S p Func Embedded
1) Readable Strings Vector
2) Constant Numbers |
\ -
@ @ Grccd\ Malchmg
4 3 1) Data Behaviors
TF-IDF Adjustment 2) Switch Tables
L J %) Anchor Points

AT No. of
No. of
Modulc{ l.|lnanc{ "F“ nding Libra e)
4 1
Mi \@ Ll l—) Similarity - | Matched
Scores | Scores | Scores | F Module
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- propagation graph kernel algorithm: EEEf1FEB{IAE

S.yn.tact.ic Graph Similarity
Similarity

1) Readable Strings @ @ @
2) Constant Numbers
©) Ere)| 4 9 ong)

[ TF-IDF Adjustment ]
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» Real-world Programs

MobnX OssPolice | OssPolice BAT(1) BAT(1)
(1) (2)

Package Detection

Precision(%) 83.0 83.8 82 66.1 75
Recall(%) 73.8 70.0 87 65.7 61

__Library Detection

Precision(%) 85.6 77.8 / 41.4 /
Recall(%) 49.6 40.2 / 38.7 /

HEAES, RIRE
AT RED i
SUZA A

iE VS BIBN0iELR
ZiBRNESR
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+ Partial Library Detection

Binary Il.lillr(s | MooX ~ OssPolice _ BAT
Linked | TP | FP | FN | TP | FP | EN | TP | FP | FN . BAZPSER, 1B
ssldump| 2 2 | 0|0 | 2002 2o PSR RIS IS E
vim 4 2 | 0 | 2 | 1 |0 |3 | 1] 3| 3 ~ESWIRIE
busybox 3 1 1 2 1 0 2 1 4 2
tcpdump 3 3 0 0 3 0 0 2 1 1
openvpn| 5 4 0 1 3 2 2 3 1 2 o YELAM KIS /NG EE
sqlite3 4 3 1 1 2 2 2 2 2 2 b2 O] B 3451
openssl 5 2 1 3 3 2 2 3 1 2
Total 26 17 3 9 15 6 11 14 14 12
Performance Summary
MobpX OssPolice BAT
Precision Recall Precision Recall Precision Recall
85.0% 65.4% 71.4% 537.7% 50% 53.8%
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