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« =I1TE (Cloud Computing)
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| " vSwitch l] Host
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o EWMEISAN (Virtualization
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- AR . EZREHABRS S0 RORE
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- FEIMALRIZEHIRER

RIRER
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(Host Machine), FEEFAUIFRA
— WS (Virtual Machine Monitor,

(Guest Machine)
), EEWINL (Virtual Machine)
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» mFETERIMRE
— =PSRBIRSSES
- =177 |fRS5EE (Cloud Controller Server, CCS)
- =1~ 5588 (Cloud Compute Server, CCoS)
« =BRS3EE (Cloud Networking Server, CNS)

- =ML
© TEHERIEE. SR TR
- UM AFAE

- =R (Cloud Service Provider, CSP)
« =175 (Cloud Administrator, CA)

« FHFETES (Tenant Administrator, TA)

- FHF I (Tenant User, TU)
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— 3: Scanning s

— 4: Guest Dos e s 1

— 5. fElaEE

Login (user, admin)
Database ( services)

— 6/7: NEREHD

— 8: VMM 3R

— O BN
— 10: VM ¥R

— 11: SpERiAIE)
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- VMAL: E1E : :
— VMA2: Guest Dos [ [ | | o S

Guest 08| | Guest osl Guest 05 || Guest 0s A S s
— N, —— 3t Lacac A A
— VMA3: [EEiE | W e DR W forere.
= : Cloud Virtual Machine VI AT ALTCRS OB 1o

appicanons hosted on VM

. A
- V M A4 L4 V M J\J_blg iviedge Domain (Dom), Event Channels, Networking VMM: Virtual Machine

Scheduling, VM Management, VM Security eltc, s Monitor
. . : s < VMMAL: VMM DoS

VMBIAL: UMM Rlackdoos

o MNIZ== >,
— VMAG: =y

— VMA7: W20+

HA: Attacks in Hardware
(Low-Lovel Attackes)
Dwoect Memory Acoess Artack

= Dasc Input/Output System

(BIOS) and System Management

DMA, PCL, BIOS, Memory and 1/0 peripherals etc.

. ta Mode (SMM) Attacks
mm Data Contors ' VS: Virtual Storage
B B

< WSAZ ! Dara Laakage
VSAS: Dumpster diving

VESAA: Hash Value

Cloud Storage Layer Manpuiston

VHN: Tenant Network
VNALS L VM Migralon
B MITM attack
« VNAZ: WM TrafMc spoofing
= VNAZ; VM Port scanning
VNAS: Denll of service
- WNAZ: VM Traifhc sehog 15

: DHCP, NAT, Virtual Switch Contiguration, Physical Switch|
Configuration, Routing, Congestion Control etc.




BNl ==

o SEB-{FP-HE3M- M M AEEY (Policy-Protection-Detection-Response, PPDR)
— TREE
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o SEB-{FP-HE3M- M M AEEY (Policy-Protection-Detection-Response, PPDR)
'
(1) Vulnerability detection

(1) Identity and access management
(2) Network anomaly detection

(2) Encryption
(3) Network isolation

(3) Intrusion detection
(4) Virus detection

(4) Tenant domain
(5) VPN

(6) Firewall

(7) Monitoring
(8) Data backup

(1) Emergency response
(2) System restoration
(3) Data recovery

17



Eidt =

o SEB-{FP-HE3M- M M AEEY (Policy-Protection-Detection-Response, PPDR)
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S BN N B S BN N DN NSNS S S I NN G D NN EEEN NN SEEN G SN G SN G DS S SN S S e

ra S -

{ AFEF+H EFEETH N ’ _ _ N
| R&ER sgpE | EAER R ER \
| | : HEERF R FE |
: : l ﬁ stemncall: N ( ) :
| tw zetpid ()] IS - |
| TE 1 . N svs getpd(){ I
. U S I S et o |
| gel:[:ud{)‘,_h m int 0x80 v L |
| R o N Ret from sys eall: |
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~ LinndMER S
« 64{:7Ubuntul8.04{E X SF;
/usr/include/asm/unistd_64.h
BIMREFFRAEN 1=
Linux A B4z B e 568 FiAE
64 7A9Ubuntu18.043t5E W 3324

#define  NEK read(
#define  NRK wrte 1
#define  NEK open 2
#define  NR close3

#define  NRK stat 4
#define NE fstats

#define  NEK pwntev? 328
#define  NRK pkev mprotect 320
#define NEK pkev alloc 330
#define NEK pkev free 331
#define  NRK statx 332
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— WindwodR{ERF
« HLinux{ERZZEIU
o FRRT A (int 2e)F010 15 2 (sysenter)

* Bz

SRR AP LR

ARy

Windows X86-64 System Call Table (XP/2003/Vista/2008/7/2012/8/10)

Ntdll dll PES R NiCreateFile

/

\

KUSER_SHARED DATA:S ystemCall
= KilntSystemCall
@_ze] Bra=
el s
_KiSystemCallE xit
KiSystemService - t :
= _KiServiceExit

Windows 7 oo Windows § Wdows 10

System Col Symbol (nide hide] (e (hide!
s | o | s | @ [ & | ma | so7 | asun | s6e7 | 123 | voow | 1msa | ses | 1eu3 | 1909 | 2004
| ecreatetvert 004 | 0s0045 | 0o0e | ouaoa7 | oooes | oo | v | mvtoss | 0vones | oo | 0vo0us | cnos | cuoous | oo | meoss | o
|ceatetvenrar w003 | 00053 | moost | onaosc | ovoos | oveodc | ovoose | st | 0v0na0 | ononaa | ovonas | cnncas | cuoas | cnooas | cuanas | avnaa
| ecreaterie o00s2 | 0v00s7 | 0053 | ovanss | 0053 | avaoss | 0 | ouoess | 0x00s5 | ontoss | owooss | ontass | ouooss | owooss | auaoss | aoss
ecreatesTimne a00sc | 0u009d | oxdooc | 0xdood | e | 0u0dan | ouotat | et | u00as | 0as | tuctas | cuotay | cwatar | awttan
[ecreatetecompiton s008¢ | 0s003¢ | 0094 | tuooge | 0n009d | 0xooge | 0uonas | 0wonat | 0x0oa2 | 000a5 | 0x00as | 0nt0a7 | 0ua0a7 | cuooas | ovonas | dvooac
[createiobobect 0etnss | 0v00%s | cu00de | 0u008f | oo | ouooof | ovocar | oxba2 | 0xdbad | 0x0tat | 0x00a7 | 00028 | 00028 | 0x00a9 | Oxooes | owocad
[ecraataeser w006 | 0u00es | on00sf | ouanao | cucoot | evonen | o | mvona3 | oeovas | ouota7 | ovooas | mooas | mucoas | caocaa | mvcan | ot
[ ecreatexey 00t | tso0ts | 0ot | onaosc | s | mvonsc | ovoond | outong | avontd | oudose | oxoone | entone | oxootd | encond | ovonta | owot
[secreatexeyTransacted nuoos? | 050057 | 000as | ovatar | ot | ovacar | oot | ovotas | 0v0nas | outtas | 0r00a0 | ouncaa | ovovaa | entcas | st | ot
[ createkeyecEvent 00036 | 00058 | 0o00a1 | 0xa0a2 | ouacay | ovana2 | ovones | 000as | 0026 | 0029 | v00aa | oo | sxooad | ouaoac | ovaoac | oot
[createtongortoien 002 | 0u0a | eud0a2 | @uddad | 0uons | owdsas | 0u00a7 | 0untaa | ou0tat | otac | aogac | oudtad | munvad | muoce
[iecreatamaisirris 0003 | 0u0090 | totas | ovats | 0x00a3 | et | ov00as | ovota7 | ononas | cvonad | uttac | cangad | cuncas | cuocae | cvonae | a2
[creatamaant 0ii0ds | 00095 | 0004 | 0u02S | 0o | 0u00aS | 2e0a7 | 0x0Ra | 0u00a9 | DuBac | 0u00ad | Ou00ae | u00ae | uigat | o0t | ook

\

[

_KiSystemServiceRepeat

\

/

FREBEH|E NtCreateFile
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— ADFAKIES

E | cert-sm5x-1.int - igEAR  — O ot
(R #REE(E) BI(0) E=FJ/() EEI(H)
— UNM iR 2704 :
2702
270 66
- 270 66
| UVD-0001.txt - ig=4 — O X 570 4
IME(R) F|IE(E) BIL(0) &F(V) EEI(H) 270 138
6114533192335197 19263353197 1921921926 3353 270 66
512566195566195555519555536 195453691 195! 33833
3333691519719719233336915197 197 1923336091 570 45
95 195 195 196 195 196 196 196 196 5 220 220 195 195 195 19 570 4
195 220 220 6 195 195 195 196 195 85 196 195 196 40 196 5 22 270 27
195 85 196 196 196 5 220 220 6 195 195 195 195 195 195 195 1 270 66
95 195 196 196 196 40 196 196 220 220 6 195 195 196 196 196 ;;gi
270 2
270 66
270 66
2705
2704 v
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- MERIRRENRE, BEIPEE LS THRIL
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< o
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o
#

varflog/bimp CRMEERIES, TR BT, TEEEHEvRN, HReSEeshasHE
vat/log/lastiog
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et S T A
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CRETIREAENES, REFNNSIISTEIN
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CRRUTFAAACES - ABANENEE BARNSR TS, FERtv, HEEBestiophd BN

HAISSHE S, wiiBEFs sudolfl . BEJmEFinsas

& tmven
QAT WA KBV W)
o 2 BN

& vRnmecss
« 1l RETIR
O Gaitunnx
- |l siawn
» RIESNE
& Windows B8
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* Discounted Cumulative Gain, DCG
- FHRRHEE
- BHEERS|E LT S RIRRE LS
- EER5|E
« Hif) (Query)
- IREIERSIE: list 1=[A,B,C,D,E]. list 2=[D,A,E,C,B]
— 155 (Gain)
o RE—MHIERPBitemBYH 1020
o rel()Fritem(H)IBXMEED

Gain; = rel(i)
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* Discounted Cumulative Gain, DCG
— %i-l-i"/\ (Cumulative Gain)
XHEEEEk N itemBIGaNE T, REREHE, A= HitemTIREFIZFRAPRY =

k

CGy, = z rel(i)

— &g~ B.C.DESEAOUe v Z BRI NAIHERMEE A0S, 09, 03, 06, 0.1,
- R[EFIFEIist_1=[A,B,C,D,E]fYCG/9: 0.5+0.9+0.3+0.6+0.1=2.4
- IR[EFIZFEIlist 2=[D,AE,C,BJFYCGH: 0.6+0.5+0.1+0.3+0.9=2.4

~ IRIEM ERIHERAE, o MRS
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 Discounted Cumulative Gain, DCG
- TREITEE
- ZEHIRIFHRZR, F5 2 0lNitem a5 5, WHERFEGRitemE (TR

_i}gn

Z5ERE

u rel(i)

" log,(i + 1)
DRitem |12, ARMVER =, —fiskiR, HHERIER

DCGk —_

itemZINE X, HMEEEMNitemSZMER/)\
o FlE0—NEERINTT, BEEHHED ERitem&F T 2 )
— DCGfHEHEERIEmMitemIENNER NN, HEEEEMNitemRI5ES I

1

[ ]
log,(i+1) =

=M AEBEERE, RRitemBURIFAE, Hi SR A
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 Discounted Cumulative Gain, DCG
— IFRIMRARITNEmAGEE, TFERRIMNMNMREIZER, EDCCoEITETEUT:
- list_1=[A,B,C,D,E]:

i rel(i) logli+1) rel(i)/log(i+1)
1L 05 1 05

2=8 09 1.59 0.57

3=C 03 2 0.15

4=D 06 232 0.26

5= 0.1 259 0.04

. list 149 DCG 1= 0.5+0.57+0.15+0.26+0.04=1.52
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 Discounted Cumulative Gain, DCG
— FRRITIRERITEEAGE, SIFEEIANMINREIZER, EDCCO#EITETENT:
. list_2=[D,A,E,C,B]:

i rel{i) logli+1) rel(i)/logli+1)
1=D 06 1 0.6

2=A 0.5 1.59 0.31

3=E 0.1 2 0.05

4=C 0.3 232 0.13

5=B 0.9 2.59 0.35

- list_2f1 DCG_2= 0.6+0.31+0.05+0.13+0.35=1.44
— DCG_1>DCG_2, FrlLAEIXMAIFERlist_1{tFlist_2
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- BELOGRY ) L2 =R REEosen s 2SR5 FF5
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.+ RRHESR
— FEEM: HEWIE (PV), RAEERIRIRES (SCT) . IRERFUELIEER (TPP) |
5|2 (DF) LIRERINBEERRE (ALC)
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« TIERE
— HFERUE (PV)
o FMTVMARE 20 T iinis, WBaEHh. BafansE
o FRTVMAR S (e R st
- BIAGE
o BT TFENSRIEIMWHRIER S, TVMfERtasklistEips, TVMAMEREL bV
APIEONVMMIREUHIESZR, BLEAZ 5, EBIQUEEIRIHE
o FEEXGERMEATLA IS GRS R TV M s TR
SOEE, BB FE B o
- FIRIR
« VMLRATHFPRERIERRIFRER
« VMMI BTN RERERRRBIETINARRRIBER
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;B8 vMGuard

« TIERE
— RFEARRIRER (SCT)
o LURFEITRY S 7 20 B0 I RIFEEURRTE |V M s R R TR
- BIXEE
- RIS IEER PN ER SR RIRRF
« NENZEENTVMAES—PHEEXH (Log DB) , LIMEHRTVMPRSEIEES
ITHORE RS TERER
- NEHEIM BRI AR R RS E T A TN ERH T
— FIEIR
o Execution Tracing &I TIRIS
« Extracting Systemcalls {2EXZR F R BES
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« TEmE
— IRERTIRLIERS (TPP)
« NIENRFERIRERHIT 0, NIRERRFYIPIRENFTREUMEHE, FREE RS
w5 [ TH—2 o
- BUNaE
 Bag of N-gramAix

1. Process each trace i (present in Log_DB) into a fea-
ture vector, represented by X, = ny,no, ng, ng,......
nm, as a set of n-grams, where m is the total number
of n-grams obtained after processing the trace.
Each n-gram is represented by a feature vector
n; =< $1528354555¢ > where 1 <= j <=m, a sub-
string of a system call.

2. Each feature vector is converted into a numeric vec-
tor represented by X! =< ¢y, ¢e,¢3,¢4,¢ > where
each c value represents the total number of occur-
rences of each unique n-gram value in the trace and
k is the total number of unique n-grams obtained. 38
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- T{EmiE
- BIRSE
» FHIEREE

Normal_sendmailprocess= {write—sethostid—sstk—open—
setuid —setgid—write—fork— alarm}.
Intrusive_sendmailprocess= {sethostid —sstk—open—setuid —
setgid —write— alarm—sstk].

Sample of Unique n-Grams of Sendmail Process

Feature N-grams Actual

variable  representation n-grams

nl [4, 138, 66, 5, 23, 45] [write, sethostid, sstk, open, setuid, setgid]
n2 [138, 66, 5, 23,45, 4] [sethostid, sstk, open, setuid, setgid, write]
n3 [66,5, 23,45, 4, 2] [sstk, open, setuid, setgid, write, fork]
nd [5,23,45,4, 2, 27] [open, setuid, setgid, write, fork, alarm]
n5 |66, 5, 23,45, 4, 27] [sstk, open, setuid, setgid, write, alarm]
né [5,23,45,4,27,66]  [open, setuid, setgid, write, alarm, sstk]
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o BN—ME—N-gram$FIEF A = SRR
— ZFEFRRANTE S 10 R EERY TN (Term Frequency)
— ZFHEF RS — 50 BRERRRFI PRI UL (Inverse Document Frequency)
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— N-gram$FEF A R HIIRY =002 (REEEE
TF(ab,X;) = f (Vap, Xi)
— [V, X)ZIEEF N (RMEEEER) NEAREARTIXFabBISTUR
— N-gram’ =7 =0 BN AT E X

C;
IDF(ab, C;) = log ( )

CVab

- R (BMREEE) NRGEERIISN, C, TTESNRINE
_ TF-IDFRZEL =77

C:
TF — IDF(ab, () = f(Vap, X;) * 108( l )
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Cloud admin
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Details of University of New Mexico (UNM) Dataset

/|[|1

Number of Intrusive Number of Normal Total n-grams

Process traces considered traces Considered  considered (after
for training for training TE-IDF processing)

CERT synthetic 23 294 2,312

sendmail

MIT live lpr 460 1,001 11,201

UNM synthetic 1,001 9 14,384

lpr

UNM live lpr 1,001 1,231 16,959

UNM Live ps 26 24 866

UNM Live stide 105 645 7,321
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Detection Rate (%) of Different Classifiers for UNM Dataset

Data Set Ensemble Classifier Naive Ensemble classifier
Name (Random Forest) Bayes (boosting with SVM)
CERT. synthetic 98.7382 97.4763 62.4606 98.7382
_sendmail

MIT live_lpr 99.9316 98.13 97.3306 98.69

UNM live lpr 99.9552 08.6 98.2975 99.121

UNM live stide 99.6 97.3333 99.6 08.131

UNM _ps 94 84 90 90

[{’;M—SY nthetic 100 99.12 96.8317 99.12
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Performance Results of Random Forest Technique

for UNM dataset

Process gl"m?;“ﬁ Ig;"’",‘;,ctg’ TPR FPR  FNR
Name assifiie assliie (%) (%) (%)

Instances Instances
CERT_synthetic 313 4 9874 41 128
_sendmail
MIT _live lpr 1,460 1 99.93 1 0.1
UNM _live_lpr 2,231 1 99.96 1 0
UNM live stide 747 3 99.6 2.5 0.4
UNM . ps 47 3 94 6.2
UlI:rM—SY“thet‘C 1,010 0 100 0 0
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Comparison of Proposed Technique with Existing Work

Parameter VMGQGuard [VMG] BoS | [6] ISCS [5] Xenini-1DS [16] ShadowContext [18]
Technique VMI with Dynamic Dynamic Dynamic VMI with VMI with Dynamic
Analysis Analysis Analysis Dynamic Analysis Analysis
Motive Attack Detection Attack Detection Attack Detection Attack Detection Attack Prevention
VMI Technique Break Point Injection NA NA Interrupt Handling  System Call Redirection
Placement of IDS Dom0 VM VM Dom0 and VMM Dom( and VMM
Feature Extraction Vector of n-grams Bag of System Key- Value System Call System Call (String)
Numeric Calls (Numeric) Pair (String) Sequence (String)
{Ordering of System Call | Not Considered Not Considered Considered Considered
Attack Resistance High Low Low Medium Medium
Feature Selection TF-IDF NA NA NA NA
IFalse Posih'vea High High High NA
Storage Requirement Medium Medium High High Low
Machine Learning Random Forrest NA NA NA NA
Adaptability More Lesser than VMG Lesser than VMG Lesser than VMG Lesser than VMG
Process Validation Considered Not Considered Not Considered Not Considered Not Considered
Hidden Process Detection Considered Not Considered Not Considered Not Considered Not Considered
(Levels of Security Check] One One One One
Robustness of System High Low Low Medium Medium
(94-100% (UNM)] Nil (UNM), 4.7-100% 100% -
Rate 93-99% (Dnew) 100% (self generated) (UNM) (UNM sendmail)
Hypervisor dependability dependent Any Any dependant dependant
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Log Collection Log Sorting
1 2008-11-09 20:35:18 Receiving block blk 906 sre: =
/10.250.19.102:54106 dest; /10.250,19.102; A Receiving block blk_906 src: * dest: *
50010 2  PacketResponder 2 for block blk 906

2 2008-11-09 20:35:19 PacketResponder 2 for
block bik_ 3906 terminating

3  2008-11-09 20:35:19 Received block bik 206 of 3  Received block blk_906 of size 91178
size 91178 from /10.250.19.102 ‘ from *

a 2008-11-09 20:35:20 Recelving block blk_044 src: - blk 906K = z *
110.251.215.16:55695 dest: o 4 Transmitted block blk 906 to

terminating

/10.251.215.16:50010 5 * Starting thread to transfer block
5 2008-11-09 20:35:21 PacketResponder 1 for blk_ S06to *
block blk_044 terminating 6 * served block blk 906 to *®

6 2008-11-09 20:35:21 10.250.14.224:50010:
Transmitted block bik 906 to

7  Deleting block blk 906 file

/10.251.215.16:50010 ~ /mnt/hadoop/dfs/data/current/blk_906
7  2008-11-09 20:35:21 10.250.14.224:50010
Starting thread to transfer block bik_206 to & e oo s
10.251.215.16:50010, 10.251.71.193:50010 8  Recelving block blk_044 src: ® dest:
8  2008-11-09 20:35:25 10.251.215.16:50010 9  PacketResponder 1 for block blk_044
Served block bik_044 to /10.250.19.102 - - terminating
9 2008-11-09 20:35:27 10.250.14.224:50010 PI_OMAE. 10 10951215 16:50010 Seried Block
Served block bik 906 to /10.251.31.5
7= Lo blk_044 to *
10 2008-11-09 20:40:03 Verification succeeded for
blk_0naa 11 Verification succeeded for blk_044

11  2008-11-09 21:38:10 Deleting block bik 9056 file
/mnt/hadoop/dfs/data/current/blk_906
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Log Parsing Anomaly Detection
Event Templates Log Key Id Log Key sequence
SPERNING Hack- B1G 0N : 010223340145367238140 :
PacketResponder * for block * terminating 1 : i Y L K |
Received block * of size * from * 2 ' X g key :
* Transmitted block * to * 3 ; e - Vi .
* Starting thread to transfer block * to * 4 : 'f}'f in model.pred(x,'), 'abeladdio) :
Verification succeeded for * 5 L — ” .
MR TP e ' 00000010000 Label i
Deleting block * file * 7 : ____________________________ 1
= - . 010223340135367238140 :
T T T — n 3 ' :
| Log Entry 1 i | Log Key 0 : : Log key :
: Log Entry 2 : : Log Key 1 | ' If yi4y notin model.pred(x;,,), label.add(1),
| LogEntry 3 : | Log Key 2 :  and determine anomaly '
| L |
| t°8§":'\’; | Parsing | ‘L-°8§evi | ' 000000100001 Label _ |
| Log Entry \ | Log Key , - |
| =
- [ s :
: Log Entry 9 | : Log Key 1 , wersee
Log Entry 10 | Log Key 6 |
| i | 4
: log Entry11 | | Log Key S : 010223340135367238140
|
e S 52
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— YIZRHER
- FERERERFNITHEFIIEL STMAREY

— TR ER
- BIISGARE g = S BRI
» Deeplog, FEIIEMEETRNIHAIESI N T ERNEEREP = S A

HEREFFIRI F— 1 HSERIER 0

© D BEERTRIAMERNR (RAR) siERRYRNEaRaE (RFIR)

Pr(mt|w)
w=[mt-h,...,mt-2,mt-1] ki p
~I'287% 10.7595

“{34 .5 02103

[66.---.15.2? —> | DeeplLog [—> 56 \0.1942

ki 5 \0.0001
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Pr(mt|w)
w=[mt-h,...,mt-2,mt-1] ki p
s fi‘:&?‘-"«, 0.7595
“134 .. 0.2103
[36.....15.2§] —> | Deeplog |—> 56\ 0.1042
k. 5 \0.0001
h{
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B. Discounted Cumudative Gain (DCG) Algorithm 1 The DCG algorithm

Input: real log key list frue, prediction for the probability of
each log key appear pred, threshold deg_score.

Output: The array of prediction truth value prod_label.

For an input sequence, [the model(i.e., ranker) returns n
lordered log keys. | Suppose the log entries are originally
ordcn;d { 1.2.3.;).... n}. The llnodcl \\:’ill output a permutation 1+ Cremie drrays pred JabellD.. N — 1]
mapping x : {1, X 3,.im) _?{ 1,2;3, - "_} .“2]' L2 2 pred_inder [dcsccnding argsort pred |
The deg score is computed from the conditional probability s fori=0—N—Tdo
of the n log keys as

4 cur_deg + 0
n 5: create arrays pred_list|0... | K| — 1]
deg = Zl-‘gq('z"' - 1), (n 6 fork=0—|K|—1do
e 7: cur_deqg = cur_deqg + .‘”“‘I‘u'.. :;‘;‘; L
where [i] is the originally order, and 3, € [0,1] is_the 8: pred _listy « pred_index, -
conditional probability of the ith log key in the original{(pre- 9; iflcur_deq > deg scorelthen
ranked) ordery y; = 1 corresponds to a “perfect” relevance and 10; break
y; = U corresponds to a “impossible™ relevance [12]. 1 end if
In the definition of DCG, ¢, which is a non-increasing 12: end for i
function of ¢, is typically set as: 13; pred_tabel, . Ol frue; € pred_list, | and

pred label, - 1 otherwise
a€ {1.2,3,...,n} (2) 14; end for

1
lo;,( 1+i) 15; return pred Tabel

€ =
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Training Stage Detection Stage

,/ ____________________________ §\\ '/" - ‘.‘\‘
/ X. A é log key sequence ™,
\ I' \

I \| Testing logs 010223340135367238140 |
| Train model : e '
I | Model | Input the recent log key
: Normal execute logs ~  _ _ [ _ _ (ie.N-gram,and | ||  sequence
{ \ t log key k

| LSTM model) B Key K;
| | LogEntry1 : Log key 0 | : Calculate the
| | LogEntry2 , logKeyl 1 | condition probability
| | LogEntry3 RS\ A
| | LogEntry4 [Log parser) | LoBKey3 | 1 R A o (T ISR
| o LogEntry5 b/, logKey4d : ( ;
: ...... N : It Anomaly Log Judgment using Normal !
| | LogEntry9 | LogKey1l B DCG algorithm !
| | LogEntry 10 , LogKey6 ! : | |
: Log Entry 11 | LogKey5 | 1 |
VT e ['” Record the Considered : 4
\\ Log key sequence ; anomaly normal l

\\ // "‘.‘ .'r

N S it S Pt it S S D S s i G iy i S S S S G v S S i S ’/ \ ‘\ " N rd /
S T ey e e o e pmpem e N
Validation Stage
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SET UP OF LOG DATA SETS(UNIT: SESSION)

Log dataset = Nur.nbe.r of sessions :
training dataset | validation dataset testing dataset
HDFS 54,029 normal; 54,330 normal; 449 852 normal;
(0 abnormal 5764 abnormal 51,074 abnormal
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=3 Maximum number of branches £ Maximum number of branches
= Best Top G £ Best Top G
om DCG om DCG
9% 9
100 - 100 |
% 80 : =~ 80!
g = 1
60 60 | '
40 401 —
20 3% 201 =
AR ool /AR oo ME=77 =7 i i
Precision Recall F-score Precision Recall F-score

(a) First 1% dataset for training.

== Maximum number of branches

(b) First 10% dataset for training.

== Maximum number of branches

= Best Top G == Best Top G
DCG = DCG

100{ 22077525 oset | 100{ $7.207.9920 s Y in
< 80 s = BO| :
& — 4 B :
-~ — o S >
60 = s 601 =
40 = 40| 3
20 201 :
[L R = G0 = PR rees A [ R == o == = : = P, eees
Precision Recall F-score Precision Recall F-score

(@) Number of memory units:batch size=128

{b) Number of memory units:batch size=64

(%)

100
80
60
40

20

= Maximum number of branches
=2 Best Top G

=3 Maximum number of branches
= Best Top G

=3 DCG == DCG
972077938 986 901
i Y .
/ 79.4 151

TaEinn

e

(L]

P
1
=2

i3 22e

Re&all F-score
(b) Number of layers; L = 1.

Precision Recall F-score
(a) Number of layers; L = 2,

= N-gram =3 N-gram+DCG  txn Deeplog &= Deeplog+DCG

100 =
- :
80 :
£ 60
40 g
20 =
=7
Recall F-score
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RESULT OF ANOMALY DETECTION PERFORMANCE AMONG DIFFERENT ALGORITHMS.

FP FN Precision | Recall | F-score ||Improvement
N-gram 33958 | 74676 91.7% 83.4% | 87.3% -
N-gram + DCG 1776 7648 99.6% 98.3% | 98.9% 11.6%
Deeplog 10298 | 31040 97.6% 93.1% | 95.3% S
Deeplog + DCG 1781 6298 99.6% 98.6% | 99.1% l 3,502 |
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— An Anomaly Intrusion Detection Method Based on PageRank Algorithm
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— Intrusion Detection System Based on Integrated System Calls Graph and Neur al
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— Intrusion Detection on System Call Graphs

054 175 120 175 175 003 175 175 120 175
stepl [ [054 175] 120 175 175 003
step2 | 054 [175 120] 175 175 003
step3 | 054 175 [120 17§8] 175 003

054,175 03175 | | losa 75120
175120 e 175175 —) 175008 | | [175.120175 120,175.175—,’175,175,003_>.175.003,175
2 120475 175,175.120—d003.175,17
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054,175 I— 003175

175120 e 175175 ppl 175,003

12 ]‘ 054,175 | 003,175
| 1.1
1.4 L 1, 5 5
f(a,b) 120,175 : ™ '?T

a,b) = : 4 i
P( ) ) Z f a, al) - l > 175,120 (-1—-"— 175,175 175,003

1 1, =
054,175 003,175 3 1 Ly ) | 1 ) ‘T
L r 3 .3 '
¥ 120175 |——3 175,111 e 111,175
2, 3 :
175,120 4—%1_&— 175,003
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— Extracting Statistical Graph Featuresfor Accurate and Efficient Time Series

Classification
Visibility Graph

Definition 2.3 (Visibility graph). Given a time series T =
(v1,...,vp), its VG representation G = (V,E) has n vertices: ‘
V =(1,...,n). An edge e = (i,j) € E iff Yk suchthati < k <

Jj (1 £1i,j € n)inequality vy < v; +(v; - vj)J};.:—f is satisfied.
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_ 198 | RN
— FMERTIFFRREIRFS!, ERiEE/ R Horizontal Visibility Graph
- HIRNEFRISS, AR ]
0.8

Definition 2.4 (Horizontal visibility graph). Given a time series
T = (v, ..., up), its HVG representation G = (V, E) has n vertices: ‘ 0.6 1
V = (1,....n). Anedge ¢ = (i,j) € E iff Yk such thati < k <
j (1 £1i,j < n) inequality v;, v; > vy is satisfied. 0.4 -

0.2 1

0.0 -
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— Deep Learning and Visualization for Identifying Malware Families

Z y X
hash, value —1 0000000 | 0001101 1110101 | 1010010

hash, value
hash, value @

+ ‘
—_— V ,
2 :
............. , SRELLIR
hash, _, value 128 : pixel_valuek 2
hash,_, value — —
(a) familyl(a) (b) family1(b)
hash, value
128
Y/
/2
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