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anomalous and replaces the global model after averag-

1. m % JH-IIJ- Hq é El *E Eg G ¢ %7] HLEI\ ,' t ISZ EE 1;;__1:.2 X; ing with the other participants’ models.
Constrain-and-scale(Docar, Doackdoor )

*)] ué‘f‘t;ﬁgilzlﬂn& Anodel — a‘é;lass + (1 o a)‘é;no Initialize attacker’s model X and loss function [:

X+t

ARSHNEESI— S TEEE ¢ - Lotase + (1 — @) - Lano

for epoch ¢ € E.4, do

ﬁ{tlj"g;ﬁﬂjlﬂﬁﬁ?g X o if ﬁdusa{-x'.- -Dbuckdmr) < ¢ then
.- w n // Early stop, if model converges
BXIREZ=E, 7 ;(X ~GH+G' {fERRF break
end if
SPIRBY A XSRS B, for batch b € Dyeqr do
// injeet ¢ backdoors to the batch b
b + replace(e, b, Dpackdoor)
X+ X —lraaw - VE(X, b)
end for
if epoch e € step_sched then
// reduce learning rate
Irade ¢ lrodufstep_rate
end if
end for
// Seale up the model before submission.
L (X - GY) + G
return Lit! 25
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- S£hXEIIBER{ Lo ASIE, £73H
~Malicious Objective Benign Djective
w; =arg max,,, (i;E%mP [Gt+1 (R(I;,¢))=T]+ ZJESEI [Gt+1(x ) y}])
- 45 Ijlifﬁﬂqftf'tlﬂ M distributed
................................................................................. attg_n_;llfsrs
Wi = arg maxy, (E ES{E,mP [G”l (R(x b; )) =; }’ I} + Z €Stin P[Gt”(x ) yj]) vie [M]
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[ federated learning aggregator ]
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. ST entralized attacke benign participants distributed attackers
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il
(a} Trigger Size (b) Trigger Gap  (c) Trigger Location ﬂ E
local trigger 1 local trigger 2 local trigger 3 Jocal trigger 4

] global trigger

local triggers

(a) centrallzed bdckdoor attack (current setting) (b) DBA dlstrlbuted backdoor attack (ours)
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CIFAR-10 and Tiny-imagenet.
- AEGBEREZRARNASS, MEXTFAMABGINRPIUBERNA, & {ERK
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Table 1: Dataset description and parameters

Dataset Classes  Examples per class  Features Model used Benign [,./E Poison I,./Ef Poison ratio r
LOAN 9 see Th{3}in Appendix 91 3fe 000171 0.0005 / S(multi-shot) or 1((single-shot) 10/64
MNIST 10 HO00 784 2 conv and 2 fc 01/1 0.05/ 10 20/64
CIFAR 10 5000 1024 lightweight Resnet-18 0.1/2 005/6 5/64
Tiny-imagenet 200 500 4096 Resnel—lﬂ 0.001/2  0.001 / S(multi-shot) or 10(single-shot) 20/64
Attack A-M:
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T O Tz ar % 5 30 40 50 80 To- 235 250 275 300 325 350 375 400 - 30 40 50 60 7O BO 80 100
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Attack A-M:
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G o A ot e Testing poison type
x e B . Local Trigger 1
o i I . 2 E i Local Trigger 2
L i . --' ik L a T Local Tri 3
iF o a dl [ ngger
< a B 12 16 20 24 28 37 36 40 20 30 40 50 60 To 235 250 275 300 325 350 375 400 30 40 50 60 70 80 S0 100 Vi ITﬁ“ 4
Rounds Raunds Rounds Raunds al Trigger
. DEtack A-5: =— Global Trigger
& 1009 o o 1om o 1pa
143 A 143 0
i i\ B i i —— Distributed
(=113 . &0 B0 il i
& ! « |\ 8 - L < Centralized
T L S A0 g ad
ﬁ | o o ; v
g v 3 g wf 2ol ]
£, = { —z - |
g 12 18 22 30 36 42 48 54 60 68 © 70 30 A0 50 &1 7O 235 250 275 300 325 350 375 400 3 a0 50 B 0
Rounds Rounds Rounds Rounds

LOAN MNIST CIFAR Tiny-imagenet
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Clean Local Trigger 1 Local Trigger 2 Local Trigger 3 Local Trigger 4 Global Trigger
(predict 4) (predict 4) (predict 4) (predict 4) (predict 4) (predict 2)
label 4

(b) Heatmap
for target
label 2
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- NABIRS F
- OGERP. £/, BBHMH. E7EE. S83FTE. Hi5. AEF0E
— NETE .. MIRE. YIEXN
- BXIEIFESHIENB
v WeBank FATE, supports TensorFlow and PyTorch,
https://github.com/FederatedAl/FATE

v FedML Research ¥8& https://ffedml.ai/ (Best Paper Award at SpicyFL@Neurips
2020)
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https://github.com/FederatedAI/FATE
https://fedml.ai/
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