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Name Device Operating System  Number of apps  App versions Time of data collection
Dataset-1 Motorola XT1039 Android 4.4.4 | 1) Latest versions as at Th Th

Dataset—1la Motorola XT1039 Androwd 4.44 65 Latest versions as at Ty Th

Dataset—-2 Motorola XT1039 Android 4.44 65 Latest versions as at Ty Th + 6 months
Dataset-3 LG E90 Android 5.1.1 65 Latest versions as at Th Th + 6 months
Dataset—4 Motorola XT1039 Android 4,44 110 Latest versions as at Tp + 6 months To + 6 months
Dataset-4a Motorola XT1039 Android 4.4.4 65 Latest versions as at T + 6 months Ty + 6 months
Dataset-5 LG E9%60 Androad 5.1.1 110 Latest versions as at T + 6 months Ty + 6 months
Dataset-5a LG Eval Android 5.1.1 65 Latest versions as at T + 6 months Ty + 6 months
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val - A NEX NV EREA N EA YA ES Boa 5 | T Datisehal

— B EHBRTEIRES DI W ) il il
QZE%A*UILUEt%Qj?QE'EHBL 1-.[ ﬂlﬂ{} 500 1000 1500 2000 2500 2000

Number of flows per app

BT (h
— gﬁ\ﬁﬂﬁﬁjﬂﬂgzﬁﬂ%ttfi Dataset Precision(%%) Recalli%) F1{%) Accuracy (%)

- . N Dataset-1 4.5 T2.8 713.1 73.1

o Dataset—’li'-ESHEEEJ:E(]EQE&‘SZ Dataset-la 74.4 732 734 73.7
A AN Dataset-2 HE.8 6.6 67.7 635.5

%EH? 'ﬁ@ r_HE] Epﬁﬁ: B DIL Dataset-3 71.3 6Y.5 698 704
Dataset-4 68,6 6.6 669 67.4

Mﬂi*ﬁ* Dataset—4a 68.5 668 67.1 66.9
Dataset-5 69.7 63,1 68.3 6Y.6

Dataset-5a 677 65.5 B6.0) 67.5
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Name Deviee Operating System Number of apps  App versions Time of data collection
Dataset-1 Motorols XTIH039 Android 4,44 10 Latest versions as at Ty Ty

Dataset-la Motorola XTI1039 Android 4.44 65 Lutest versions as at To To

Dataset—2 Muotorola XTI039 Android 4,44 i Latest versions as af Ty Ty + 6 months
Dataset=3 LG ES6i) Android 5.1.1 f5 Latest versions as of Th T + 6 months
Dataset=4 Motorola XTI1039 Android 4,44 [ 16} Latest versions as at Th + 6 months To + 6 months
Dataset—-4a Motorola XTIO39 Andrond 4,44 b3 Lutest versions as al Ty + 6 months Ty + 6 months
Dataset=5 LG E9sl Android 5.1.1 1] Lutest versions as at T + 6 months T + & months
Dataset—5a LG E960 Android 5.1.1 il Latest versions as ot Ty + 6 months Ty + 6 months

Test Name  Training Set Testing Set Precision (%) Recall (%) F1(%) Accuracy (%) Independent Variahle Apps
TIME [Dataset-la Dataset-2| 4.5 43.1 42.6 4009 Time 65
Pb-110 Dataset-4 Dataset-5 4.9 6.6 6.3 37.6 Device 110
D=1104 Dataset-4a Dataset-5a g4 35.2 33.1 3.7 Device fi5
p-65 | Dataset-2 Dataset-23 | 43.5 383 39.0 19.6 I-D:V'n::| 65
V-LG Dataset-3 Datasat-5a 330 3.0 300 303 App versions 65
V-MG Dataset—2 Dataset-4a M.EB K o | 321 32.7 App versions Hh5
DV-110 Dataset-1 Dataset -5 233 9.5 19.3 9.2 D::w!.e & App versions 114
DV-65  Dataset-la Dataset-5a 223 19.7 193 195 Device & App versions. 6 24
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Test Name  Training Set Testing Set Precision (%) Recall (%) F1 (%) Accuracy (%) Independent Variable Apps
TIME Dataset-la Dataset—2 43.1 42.6 40.9 Time 63
D-110 Dataset—4 Dataset-5 .Y 36.6 36.3 37.6 Device 110
D-110A Dataset-4a Dataset-5a R4 35.2 35.1 377 Device 5
D=65 Dataset=2 Dataset=3 43.5 383 39.0 39.6 Device 63
V-LG Dataset-3 Dataset-5a 33.0 31.0 30.0 30.3 App versions 65
V-MG Dataset-2 Dataset-4a 34.8 32.1 32.1 32.7 App versions 65
DV-110 Dataset-1 Dataset-5 23.3 19.5 19.3 19.2 Device & App versions 110
DV-65 Dataset-la Dataset-5a 22.3 19.7 19.3 19.5 Device & App versions 65
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1.0 - 1.0

03 Dataset-1 0.8 TIME
w 06} Dataset-2 | o 0.6 e g:;;“
O g4 =—p Dataset-3| | g = | — A

+— Dataset-4 —a VMG
0.2 *—# [ataset-5 0.2 — DV-110
005 500 1000 1500 2000 2500 3000 0l 300 200 500 200 00 1200
Mumber of flows per app Flows remaining after ambiguity detection
Test Name Noise filtered Noise ignored | Noise managed Testing Set Details
Pi%) Ri%) FLH%) A(%) | Pi%) Ri%) FLi%) A(%) | Pi%) Ri(%) FHl%) Ai%) | #Flows %% Ambhiguous

TIME 669 664 65.7 729 | 614 653 619 645 | 664 653 64.6 748 | 54240 58.3
D=-110 62.2 6.3 B, 2 56.1 56,9 53.0 55.4 585 335 530 64T 73811 59.6
D-110A 60.5 559 55.6 65.9 | 537 550 516 545 | 573 540 53.1 634 | 51995 6.4
D-65 fd 4 59.8 594 675 594 59.0 56.0 59.0 63.8 58.8 58.5 68,1 47018 58.6
V-LG 47.8 47.3 44.6 528 41.4 46,6 41.4 43.9 44.7 45.6 425 54.5 S519405 61.9
VMG 524 506 195 58.1 89 500 472 502 | 528 503 193 624 | 51731 618
DV-110 370 350 332 410 | 328 348 30 324 | 350 337 320 463 | 73811 67.5
DV-65 358 345 329 39.8 30.9 3.0 30.2 31.3 | 338 338 31.5 44.0 51995 67.2
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No. Feature Category
1 Number of incoming packets Aggregate
2 Max of incoming packet size Aggregate
3 Min of incoming packet size Agpgregate
4 Mean of incoming packet size Statistical
5 MAD of incoming packet size Statistical
f Stand. dev. of incoming packet size Statistical
7 Variance of incoming packet size Statistical
8 Skew of incoming packet size Statistical
9 Kurtosis of incoming packet size Statistical

10-18 10 — 90 percentile of incoming packet size  Statistical

19-37  Features 1-18 for outgoing packets

38-56 Features 1-18 on both types of packets
57 Mean flow size (in bytes) Statistical
58 Mean flow duration (in seconds) Temporal
59  Stand. dev. of flow duration (in seconds)  Temporal
60 Total number of flows Aggregate
61 Mean number of packets in each flow Statistical
62 Transmission protocol Categorical
63 [P address of the node Categorical
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o yf-l' ttgﬁ% Technigue  Precision Recall Fi1-Score Accuracy
MLP 0.9081  0.9075 0.9074 0.9075
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