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| : T 116 6,978826000 221.238.35.124 192.168.2.5 TCP 66 14836 » 44961 [ACH
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L 1y 118 6.979131000  221.238.35.124 192.168.2.5 Tce 175 14836 - 44961 [PSt
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) T . : Internet Protocol Version 4, Src: 192.168.2.5, Dst: 221.238.35.124
uxm&%a uxnm&uﬁm Transmission Control Protocol, Src Port: 44961, Dst Port: 14836, Seq: 1429, Ack: 1, Len: 109
v Real Time Messaging Protocol (Handshake C0+(C1)
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— Benign Benign Malicious Ratio of
Graup R S e Traffic' | Flow Rate Flow Rate | Malicious®
SYN DoS TCP SYN flooding Deny-of-Service attack. 2020.6.10 | 5.276 Gbps  23.04 Mbps 0.0858
Fuzz Scan Scanning for vulnerabilities in protocols. 2020.6.10 | 5.276 Gbps  27.92 Mbps 0.0089
Traditional OS Scan Scanning for active hosts with vulnerable operating systems. 2019.1.2 | 4.827 Gbps  0.960 Mbps 0.0045
Attacks SSL DoS SSL renegotiation messages flooding Deny-of-Service attack. 2020.1.1 | 7.666 Gbps  21.60 Mbps 0.0128
SSDP DoS SSDP flooding Deny-of-Service attack. 2020.1.1 | 7.666 Gbps  27.20 Mbps 0.0321
UDP DoS High-rate UDP traffic blocks bottleneck links. 2019.1.2 | 4.827 Gbps  2.422 Gbps 0.4712
. IPID SC Side-channel attack via IPID assignments, disclosed in 2020 [17]. | 2020.6.10 | 5.276 Gbps  0.138 Mbps 0.0007
Multi-stage ;S : ;
TOD Atpacks ACK SC ACK rate limit side-channel attack, disclosed in 2016 [10]. 2019.1.2 | 4.827 Gbps  1.728 Mbps 0.0091
TLS Oracle TLS padding oracle attack [67]. 2020.1.1 | 7.666 Gbps  1.626 Mbps 0.0031
LRDoS 0.2 UDP burst triggers TCP retransmissions (burst interval 0.2s). 2019.1.2 | 4.827 Gbps  0.115 Gbps 0.0228
Stealth: LRDoS 0.5 UDP burst triggers TCP retransmissions (burst interval 0.5s). 2019.1.2 | 4.827 Gbps  0.046 Gbps 0.0112
TCP Attazks LRDoS 1.0 UDP burst triggers TCP retransmissions (burst interval 1.0s). 2019.1.2 | 4.827 Gbps  0.023 Gbps 0.0055
IPID Scan Prerequisite scanning of the IPID side-channel attack [17]. 2020.6.10 | 5.276 Gbps  0.214 Mbps 0.0010
TLS Scan TLS vulnerabilities scanning [38]. 2020.6.10 | 5.276 Gbps  0.046 Gbps 0.0071
1. REREREDH 2 REFRESEEREZIE
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* WhisperfIE 2 & A% il 140 I iR S B HERSR

Methods Kitsune | FSC FAE
Metrics | TPR FPR AUC EER | TPR FPR AUC EER | TPR FPR AUC  EER

SYN DoS | 0.9801 0.0910 0.9562 0.0919 | 0.9999 0.0396 0.9603 0.0396 | 0.9813 0.0033 0.9840 0.0186 | 0.9924 0.0329 0.9870 0.0512
Fuzz Scan | 0.9982 0.0015 0.9978 0.0336 | 0.0000 0.4007 0.6028 0.3964 | 0.0000 0.4111 0.6134 0.3954 | 0.9999 0.0046 0.9962 0.0047
OS Scan 0.9997 0.0786 0.9615 0.0800 | 0.0000 0.1114 0.8885 0.1114 | 0.9999 0.0069 09907 0.0075 | 0.9999 0.0106 09951 0.0111
SSL DoS 0.9417 0.0035 09781 0.0574 | 0.9992 0.0519 0.9732 0.0519 | 0.0000 0.1271 0.8774 0.1271 | 0.9699 0.0796 0.9391 0.0798
SSDP DoS | 0.9901 0.0132 0.9955 0.0168 | 0.9999 0.0014 0.9986 0.0014 | 0.0003 0.1233 0.8770 0.1233 | 0.9969 0.0117 0.9902 0.0172
UDP DoS | 0.4485 0.1811 0.8993 0.1433 | 0.9999 0.0173 0.9826 0.0173 | 0.9999 0.0068 0.9942 0.0071 | 0.9999 0.0083 0.9922 0.0093

IPID SC / / / / 0.0000 0.2716 0.7702 0.2716 | 0.8913 0.1001 09739 0.1001 | 0.6900 0.2324 0.9322 0.2014
ACK SC / / / / 0.0000 0.3090 0.6909 0.3090 - - - - 0.9999 0.0001 0.9999 0.0001
TLS Oracle | 0.9973 0.0335 0.9722 0.0392 - - - - - - E - 0.9999 0.0121 0.9885 0.0124

LRDoS 0.2 | 0.6397 0.1270 0.9202 0.1239 | 0.9999 0.0254 0.9740 0.0254 | 0.9999 0.0254 0.9925 0.0088 [ 0.9999 0.0109 0.9915 0.0123
LRDoS 0.5 | 0.0208 0.1882 0.8480 0.1835 | 0.9999 0.0551 0.9448 0.0551 | 0.9999 0.0078 0.9925 0.0081 | 0.9999 0.0101 0.9916 0.0114
LRDoS 1.0 | 0.0015 0.1774 0.8373 0.1758 | 0.9999 0.0940 0.9059 0.0940 [ 0.9999 0.0074 0.9935 0.0074 | 0.9999 0.0115 0.9910 0.0122

[PID Scan | - : : - | 09999 0.0801 09255 0.0801 | 0.9999 00155 09934 00179 | 0.7964 0.1601 0.9579 0.1259
TLSScan | - ; ; : . : ; - | 00000 04014 06033 03973 | 0.9999 00091 0.9905 0.0095
GZe—ittAERE de—#ERERRlE “/” —AUC<K0S5 “-7 ——REMR/INT R SSRGS
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o SR EESFEUEER LBIEEE

— EHIT =N ENZIREZ AN, TieHIREEN{], ACIDEBEEIXZEI100%H it
AR, 0% BIFARFI100968F 143 &
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B i 73 FEBH— P U IFiEiIR 73 ZERIF K

Metric Accuracy FAR Fq Classes  Samples
Dataset (%) (%) (%)
KDD CUP’99 100.0 0.00 100.0 23 43,510
ISCX-IDS 2012 100.0 0.00 100.0 5 10,547

CSE-CIC-IDS 2018 100.0 0.00 100.0 15 144,772
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* ISCX-1DS 201285k ERIERELER

Payload-based

Approach R Accuracy (%) FAR (%) F1 (%)
DAGMM [13] No 62.91 30.65 53.07
N-BaloT [14] No 89.19 10.80 89.19
Deep NN [15] No 88.14 7.41 70.35
TR-IDS [24] Yes 08.88 1:12 98.87
ACID (ours) I"No 9978 T 023 99.44

;
ACID (ours) | Yes 100.0 0.00 100.0
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