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Pull requests Issues
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Marketplace Explore

& tensorflow / tensorflow ' Public

<> Code () Issues 2.6k

https://github.com/tensorflow/tensorflow/security

i1 Pull requests 166

(® Actions

Overview
Security policy

Security advisories
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1 @ Security 235 I~ Insights

Security Advisories

View information about security vulnerabilities from this repository’s maintainers.

+ 235 Published

@ Code injection in ‘saved_model_cli*
GHSA-3rew-9p9x-582v published on 5 Mov by mihaimaruseac

@ A use of uninitialized value vulnerability in Tensorflow
GHSA-Trod-x0v9v-63jw published on 5 Nov by mihaimaruseac

@ Heap OOB in "FusedBatchNorm™ kernels
GHSA-154p-f6jp-4rhr published on 3 Nov by mihaimaruseac

@ Arbitrary memory read in ‘ImmutableConst’
GHSA-j8c8-67vp-6mxT published on 5 Mov by mihaimaruseac

@ Heap QOB in "SparseBinCount’
GHSA-374m-jm6%-3vj8 published on 3 Nov by mihaimaruseac

©@ ‘SparseFillEmptyRows’ heap OOB
GHSA-rg3m-hgc5-344v published on 5 Nov by mihaimaruseac

@ Segfault due to negative splits in “Splitv"
GHSA-cpf4-wx82-gxpb published on 5 Nov by mihaimaruseac

@ Access to invalid memory during shape inference in "Cudnn** ops
GHSA-cqu6-3phm-hcwx published on 5 Nov by mihaimaruseac

@ Null pointer exception when “Exit’ node is not preceded by "Enter’ op
GHSA-5¢rj-c72x-m7gq published on 5 Nov by mihaimaruseac

@ Integer division by 0 in ‘tf.raw_ops.AllToAll"
GHSA-9¢rf-cbgr-r273 published on 3 Nov by mihaimaruseac
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- [EZR: REBREFIFRINENTES

— HAF&E: STMEEER (2. BEAEN)

— EFPython, C/C++FlJavaims
- TERSILE

— REE: REFIILEE

- BRESESHNE, RERFEFHATE

- ERIREFINEIR
— Tensorflow, Pytorchy CNTK. Theano, Mxnet...

— Pandasy Numpy...
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tf.raw_ops.Conv2D(
input, filter, strides, padding, use_cudnn_on_gpu=True, explicit_paddings=[],
data_format="NHWC', dilations=[1, 1, 1, 1], name=None
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» BAim ( Crashes)
« NaN ( Not a Number )

Backend: TensorFlaw
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spotlight
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steel drum

- FEEDA—HERE Backendt OVTK___
- FRITBREERS paometer

Il clock
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0.0 confidence 0.6

(a) Input image “Petr1 dish” (b) Top-5 InceptiontionResNetV2

12



B0iR RS )R B0 12 1R

6

HiERIE



5;5BI2-CRADLE

T REZSIAAG SN

| EZR. BB, Bk

1.[E8E1T

> 2B A—EIE R
3.FRPEIFEB Y

4. TRBESIT

lE7Rbug EfuE . R

@)

M ZERPipitE BERBISES; RN ERFRSBE
SAITIREINESS
SEEigEMNRE; EMN~FERENE
2019 IEEE/ACM ICSE AZE

O 0| T

14



SHAZSE

HiEiiizE
— Tl By B
SEN A3

Backend pairs

Trained models Localization

] i Hidden states :

i | Validation data Model output Inconsistent maps )

i models i

E Output Hidden states Inconsistency :

| Output extractor comparator extractor localizer i Bugs
| | Localizationphase _____________..___

: " Crashes

Detection phase

----------------------------------------------------------------------------------
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logits = 0.1,0.05,0.1,0.2,0.35,0.01,0.03,0.05,0.01, 0.1 (
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- ITEERIBIAEBLNZESRZER,, FoIHMTISHNELE
R SSL,SL — Opre
L=
Activation I- -------- ' Conv2D Activation
5 < 0.0001 : ! = 0. & = 0.1480 Dense
R =-0.5497 : 272 : = 0. R =-0.5173 5 = 0.0004
* i layers *‘ R =-0.9550
Conv2D | cmitted | GloAvgPool Tensor Flow: jean
& = 0.0003 I & = 0.0860 CNTK: mailbag
R = 2.3009 '_ --------- R =-0.419%91
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WA

— ImageNet

- BalER

- FEHFR

. SR
— 157 W7 BIKeras
— CNTKL. TensorFlow.
Theano

¥ Microsoft

CNTK + theano

TensorFlow

ImageNet

Self-driving models
MNIST
Go game player
Anime faces recognition

Xception
VGG16-19
ResNet50
InceptionV3

InceptionResNetV2
MobileNetV1-V2
DenseNet121-169-201
NASNetLarge-Mobile [8]
DaveOrig-Norminit-Dropout
LeNetl-4-5
Betago
AnimeFaces
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o E{NHER
— I—3EE104 (361) , 77 bug

Root inconsistency Localized layers (functicons) Affected backends # Affected models # Inc. bugs
Batch normalization BatchNomalization CNTK 11 2
Fadding scheme Conv2D, DepthwiseConvi2D, SeparatableConviD TensorFlow, Theano 15 2
Fooling scheme AveragePocling2D Theano 3 1
Farameter organization Trainable convolution CHNTE, Theano 18 2

- Hﬁm’,?_\l,‘*gl‘ﬂ{]ﬁﬁ}*: 86/1173 Dataset Instances # of Inconsistencies

TH-TF TF-CN  CN-TH

« 3I15RBKeras, 21 kBJ5in ImageNet 5,000 10(34)  21(54) 18(46)
Driving 5,614 3(9) 3(12)

> AN\ MNIST 10,000 3(9) 3(12)
— :,l:l\:'l.'l'lZ | bUg Thai MNIST 1,665 1(3) 1(4)
g yiﬁ = . KGS Go game 12,288 2(14) 3(12) 3(15)

° Anime Faces 14,490 1(5) 1(6)
ERIZIAF I (Padding Scheme ) paine races 49 PR 2

3 - Dog species 835 3(8) 3(9)

« LR ( P00|Ing Scheme ) Faces 466 2(14) 3(8)  6(15)
Pokedex 1,300 1(14) 1(3)  2(15)

. GTSRB sign 12,630 2(14) 2(5) 2(7)
18(95) 42(117) 44(149)

Total
104 (361)
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padding

use_cudnn_on_gpu

explicit_paddings
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« [1]H.VP, T.L,W.Q, etal. CRADLE: Cross-Backend Validation to Detect and
Localize Bugs in Deep Learning Libraries[J].,2019:1027-1038.
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