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« APTIITEHXdn

nJEHA ( APT Lifecycle)
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e ik ( Kill-chain)
— —fAFSITAPTIHEZSMEBR BN L EIEE

- WZEIRIER ( Reconnaissance )
- E2HI3E ( Weaponization )
- Biforizie ( Delivery)

- iR (Exploitation )

- FEIEA (Installation )

. 5555314l ( Command and Control )
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e 10C ( Indicators of Compromise, Z<Pa}gSHr )
- WiEEiNiErR, BN FRIlsRE. IPiRiE, 13
— W¥EIOCTOIE I IEEE 3 m 6l 18R I U
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« TTPs ( Tactics Techniques and Procedures, 61271-‘ i
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« ATT&CK HEZR(Adversarial Tactics, Techniques, and Common Knowledge)
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9 techniques

ATT&CK Matrix for Enterprise

Execution
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19 techniques
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40 techniques

Credential
Access
15 techniques
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29 techniques
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« SHIOCK]
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o PRZESLR: FEIR (Subject) ¥0F R ( Object )

- PR, GHRR. N, MSEE. HRES Sample graph Description
— Igﬂu Bq EﬁIEE*E ET.I.H{] Process Write File
¢ $1¢ ( Event) Process Read File

— BHERFE TS A ERIRR.
- — RSN ESENE (EF. S, g, $fF ) P<red®>  send Data

« Event = < subject, object, time, operation > >
_ rocess Receive Data
- ERKEE ( Causality Dependency )

— T EBHEvent1F0Event2, Bobject 1=subject2H e 2 process Create New Process
timel< time2, R TE BRI Process [—» Process Inter-process
— BRI BHEFZBRE SR EE R communication
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. BB ( Provenance Graphs)
— FRENRE Tz BB =R E R RXRR
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DARPA TCInH

- ZEBERERHAFTITYIEDARPAHLRIBIAITE ( Transparent Computing, TC ) IRB
— HAEEA T B F 215 ERRES A IIE R iR 5 S 40 =17 Ao U EEN], LASEI{E

g MR ZS A AP TG . B

RS 8]

{ESS

Ubuntu 14.04(64bit) Drive-by Download Firefox 42.0
Ubuntu 12.04(64bit) Trojan Firefox 20.0
Ubuntu 12.04(64bit) Trojan Firefox 20.0
Windows 7Pro (64bit) Spyware Firefox 44.0
Eternal Blue Vulnerable SMB
5d5h17m Windows 7Pro (64bit)
RAT Firefox 44.0
FreeBSD11.0 (64bit) Web-Shell Backdoored Nginx
RAT Backdoored Nginx
8d7h15m FreeBSD11.0 (64bit)
Password Hijacking Backdoored Nginx
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- ZILER
— Hg/I\iB 1854 ( Bridging the Semantic Gap )
« SIREZRFZBEMAI =25t IE2 A ZEIRE X Eib
— AT TPsItE M DB B, fGIAT T&CKIEZZFRESE R MRS ZI S 540 A 0B 5tt

A APT Stages
Elnitial Compromisea E Establish Foothold9 E Internal Recon 9 GPrivilege Escalationa

A

_Sensitive Read > C Sudo Exec >

C'LSensitive Comm > __Switch User >
i C&C Comms > !

A X A A

EE— - O
i ¢ O——C——O> o—) OO0 >0/ O—L\O—U o—0 O—L) O—0J
Audit Logs \H___’Q,/—o—@_ —\9_,.__9———/"9-”‘:--’ o—0 U < o_,oo - -
O—0 O—0 —0 Q_,oo—vGO—vOD_’OQ"C'D—rO':}—’OO—G .
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« XEMIPTEZS|EE: TTPsHRN PUEL
— TTPsiRI T2 5 @it BESB A = 20 5 APT IR Z iB) B 4 57
— REREBBMATTPSHIN, FHAFSHNBIEMNSBFITHE A—TTTPs
« FeF M (Prerequisites )
- KMARRKMEXRFGERHRAEIN, EBHFHEUSATTPsHIRIRFEMF
« 212X F ( path_factor)
- WTHEZENBIRKE, TRIKIBE, #AXRRIKEFZ /N

APT Stage TTP Event Family | Events Severity | Prerequisites
. FileloRead (Windows),
Initial_ Untrusted_ .
Compromise(P) Read(S, P) READ read/pread/readv/preadv L S.ip ¢ {Trusted_IP_Addresses}

(Linux,BSD)

} . $SPROT_EXECS € M. flags
Make_Mem._ MPROTECT VirtualAlloc (Windows), mpro-

: M A 3 Untrusted_Read(?, P') :
Ezxec(P, M) tect (Linux,BSD) path_factor(P', P) <= path_thres

F.path € {Command_Line_Ultilities }
M A 3 Initial_Compromise(P’) :
path_factor(P’, P) <= path_thres

Establish_ Shell_ EXEC ProcessStart (Windows),
Foothold(P) Exec(F, P) execve/fexecve (Linux,BSD)

TABLE 4. Example TTPs. In the Severity column, L=Low, M=Moderate, H=High, C=Ceritical. Entity types are shown by the characters: P=Process,
F=File, S=Socket, M=Memory, U=User. 19
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- @&m=E (High-level Scenario Graph, (" APT Stage: Initial Compromise )
HSG ) Untrusted Rioad
- FH:FE"I’]WWAPTISZED?’:%B‘]—FM%% X
= (BB ) : DTERITTPS \Ma"e“e’"fx“ @
. 7] TTPsZ iBIBIFERFAF (" APT Stage: Internal Recon
— FERFAHIREN ———
» & T TTPsHIFE = HEbime s, Bk |
IS S| ZT M S HIRNIEIHSGH
— it (Threat Tuple) Sensitve Read “eak”
- B7 7 TERARM: <S1,S2,83,...,S7> Sersve
. @SR T APTIE N BN ) S
WAES M RREENERER ] Commans @ Se”}

- BRI ITAH: <M, L, H, H, — H, M>
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« APTHINIS|ZE
— KRR TIARIBFEHSGRI G o R AEUEZERE, HFHIE7TTAPTHERBIA U GETH
JAEEAIR 50 [ 53 20

H(sl)w‘> T

— nFRAPTIIG B 1828, W,*ﬂ S; ﬁn']%ﬂ',vq%ﬂﬂﬂﬂ*ﬂﬁfﬂmig,
RETEIDIGETTPsHEM, s;i8H M1

T%ZTTI‘EY.IEO Hl]

Qualitative level | Quantitative Range Rounded up
Average Value
Low 0.1 -39 2.0
Medium 40 -6.9 6.0
High 7.0 - 8.9 8.0
Critical 9.0 - 10.0 10.0
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- SCIGEUE
— DARPA TCIRB#URELE
s BESTEMRIERFATEENHO T APTIE RS
- BJiBlIEE20X, BISITHEIENRHEIE, WHEEIEEEIERED /P 10.001%
- WiIgH
- 28Iz E
o FERFMF-E=EFE{E: path_thres=3
« APTIUE BB ERBIIVE © weight=(10+i)/10
— FIREBEIEIZE
« ARBIE T EHITEEE, eENEE (NI ) « WebfRF528 (UDNginx ) FSZFh<T
3#2 (UD0postfixy syslog )
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» WG NS RRBI

— 1A= 1BIHSGE-Drive-by Download
« AP {EAFirefoxill s 2ol = s
TEH—TB At BEE Y HEHRT
ERGE CC R55EE, RRiftshell
JBafishellFHLi75:%
B 205 C&C IRS520Y 1P ithilt
MiFSEM T, SRBGE
- RIS ETE
« RlfoTA:
—-<C,M,— H,— H, M>
-<10,6,1,8,1, 8, 6>
- RN 1163881

APT Stage: Initial Compromise j \_ APT Stage: Establish Foothold
C&C
Untrusted Read munication
Shell
Make File Exec Exec
/
Untrusted ~
File Exec APT Stage: Internal Recon )
Ao
Sensitive
Command
APT Stage:\ Cleanup
Sensitive
Command
Untrusted
File Rm
Sensitive
Command
APT Stage: Exfiltration Sensitive
Command
Sensitive
Leak Sensitive Read
/

Fig. 13. HSG of Scenario-1 (Drive-by Download). Notations: A= Untrusted
External Address; B= Firefox; C= Malicious dropped file (net); D= RAT
process; E= bash; F= whoami; G= uname; I= netstat; J= company_secret.txt;
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o S SRR
~ REHSCHREENN338 (BR3) , WHEHSCRIRIREAN608 (1H55]5.2)
— HOLMES BIEGin=AREmRS 7/ 1T A0 005EEE, oJASREINAPTING

Scenario Threat Tuple Threat Highest Benign
No. Score Score in Dataset
1 (C,M,—,H,—, H, M) 1163881 61
2 (C,M,—,H,—,H, —) 55342 226
3 (C,M,—,H,—, H, M) 1163881 -
4 (C,M,—,H,—,—, M) 41780 S
5.1 (C,L,—,M,—,H, H) 339504 104
Sj (C,L,—,—,—,—,M}
6 (L,L,H,M,—,H, —) 25162 137
7.1 (C,L,H,H,—,H, M) 4649220 133
7.2 (M,L,H, H,— H, M) 2650614
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~- RIS ERUESBMHZEINBRAF, BSFHERIEIN, SBUEZIENEFIE

10° | .
| benign —3
107 } attack ===

108 I “ I T
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1

default w/o learning  w/o path_factor

—_ =k
o
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Threat Score

26



SHAZSE

» ERIECEBIERE

— AR =S D=k I N RESRE
— EEREAIRIECE: [338.25, 608.26]
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0.9 | precisior|1| ---------------
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- BAB (Graph Histograms )
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« Weisfeiler-LehmanbrZEZ B i &5 i%
— PAIm APk, H{TRIXIEFC, i2RR-hopdlEi{E 2

- S1LXEN: AR ENXIRSL2,3,4

« SE2GEL: NI REE A RIIREEE
— 3Bilabel, (3)= Hash(3,1A2B)
— 4Blabel, (4)= Hash(4,3C)

o SEINGEL: IWE2 A AR ATREIRES
— 4@label; (4)= Hash(label, (4),label, (3))

o FEIXIEL: IFMBEI—IXIELREATR PIREE

- SENBRRETEED
6181

2
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e, WRZZERIE1, BUML
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EE ( Graph Sketches )

- MtAaZ2FEHBEREIERE?
- BRNB=A SR, TEEBITEMNTH I I —
BB IE
- BIRISURESIET 750, ERESBIE

mRTERHBIVE II_I_IL = (T[T
— MBIAERBREREEZRE (similarity-

preserving data sketching )
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. H{KLIERE! ( Evolutionary Models )
~ BRAEERKIURNEEE (5E) =
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« 3E5§1- Unicorn vs. StreamSpot
— SEIHURE: StreamSpotEUIELE
Heipin=, SRR, —IEins, 8 TIARIZEITI00R, EM100TE

Experiment Dataset # of Graphs  Avg. |V|  Avg. |E|]  Preprocessed Data Size (GiB)

YouTube 100 8292 113229 03
Gmail 100 6.827 37382 0.1
Streams Download 100 8831 310814 I
reamspol - yGame 100 8.637 112,958 0.4
CNN 100 8990 294,903 0.9
Attack 100 8.891 28423 0.1
_ XRER
Experiment Precision =~ Recall = Accuracy  F-Score
StreamSpot (baseline) 0.74 N/A 0.66 N/A
R=1 0.51 1.0 0.60 0.68
R=3 0.98 0.93 0.96 0.94

e Unicorn R=18%, B FStreamSpot, {NFKET SiNRIEE
+ Unicorn R=301, IRTEZ04ER, RERATRUME 3
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- SC32- DARPA TC HUEEE

- XRHEE: KB="T 4TS

Experiment  Dataset  # of Graphs  Avg. |V]| Avg. [E|  Raw Data Size (GiB)
DARPA Benign 66 59,983 4,811,836 271
CADETS Attack 8 386,548 5,160,963 33 FreeBSD
DARPA Benign 43 2.309  4.,199.309 41  Android
ClearScope Attack 51 11,769 4,273,003 432
DARPA Benign 2 19461 1,913,202 4 Linux
THEIA Attack 25 275,822 4,073,621 85
- XWiIZE: REEIEERR0%ATFIIL, 10%HFNiK, R-3
— XEER: UNICORNTIEITFEMES, HiRIGE 1
Experiment Precision ~ Recall =~ Accuracy  F-Score
DARPA CADETS 0.98 1.0 0.99 0.99
DARPA ClearScope 0.98 1.0 0.98 0.99
DARPA THEIA 1.0 1.0 1.0 1.0
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e 3CY§3- Supply Chainllib 1A=
— SCIOHUE

» EEERREHEDRIRIT TR TAPTIG I RIEEES

Allll

_SC-1: BIEBEEBIRRIAEMRD (RAT) 8 ADebian it 5, FIFCVE-2016-49715
B BIwgetig Kh = F [0 B fEE Debian XA BIFTPARSS 28, THEHIB/NRIEIBEE

HlZEEN

— SC-2: 5SC-1ZEl, B{#fH 7T CVE-2014-6271
— SLIRER
« AIEBVWUBHRERZEG IANGBIRT, WERaRSRETARLY, Sl

M

Experiment Precision @~ Recall =~ Accuracy  F-Score
SC-1 0.85 0.96 0.90 0.90
SC-2 0.75 0.80 0.77 0.78
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