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Log Type

List of Single-Day Features

Logon

Device

Hitp

File

Email

difference of office start time from first login time

difference of last login titne from office end time

average time difference between login timesin office hours
average time difference hetween login times after office hours
tota numhber of logins

total number of logouts

number of logins outside office hours

tota number of computers accesszed

number of computers accessed outside office hours

average session time outside office hours

number of times athumb dnve was used outside office hours

number of imes athumb device was used dunng non-office hours

total number of imes a device was used

tota number of imes wildleaks org was wated

TF-IDF-haged feature for job-advert sement-related webhpages

TF-IDF-hased feature for key-logger downloading sites

number of times decoy files were copied
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Algorithm 1 Data-Adjusted Strategies
Input: Training set 8 = {xyyi},i =1,2, ..., N+M;Label yi= {0,1},where vi = 0 represents a

+ Data-adjusted strategies: iy s =1 s iy s

Qutput: Optimized dataset.

~ LSBBESAEMETRRIERGTANR, 3 o) o 7% ™ = 0 ems e«
/B85 . 2:IR (imbalance ratios) = N/M;
1-=J‘IIJZ:E|21§I$—'IR; 3:1f IR=500 then
4: n=500
- 2B EERSNINTERMBZHFE, e 5
— 3BT EERTENFNSHMEDES, BRINT s duided btonnomoverlmping sbscts.
s . 9: Each MX subset combined with MN = {x;,y;} to get n data subsets
Miﬁ%?% J Sub = {Sub; }, i=1,2, ..., n, where Subi={ x,¥: },i=1,2, ..., (N+M/m), 3

10: Imtialize, MS +={ f and MS — {} 15 null set;

- 48 THIREFE LFIHAXGBoostiH{T 11: if (N+M)<3000 and IR>100 then

/B85 PR _ 12: Using XGBoost algorithm to extract MS from training samples;
) 1=.F:l=IJMS+(¥E1E5'}B{]EEH"]‘*¥ZK)*U MS_ 13: else

14:  for each i=[2, n] do

(*E i;ﬁ Bq .|-.E %*i ZI“) ; 15: Generate the 10-flod cross validation set Val={Val;}, j=1.2, ..., k from Sub; 4

16: for each j=[1, 10] do

— 5-*& ;EI R , *IJ m SMOTEESE yqﬁiﬂm\ﬁﬂf?ﬂ% 17: Use XGBoost algorithm to train the remaining nine sets, get MS;; from Val; by

XGBoost;

K, 188IMI, RIARUSEIETESERTRREE, © o

19: Get MS += {MSi+},i=1,2..n;) = 1,2, ...,10 and MS —={MSi;-},i=L,2, ..,
/4B « 4B 2 K n;j=1,2,...,10;

13 :tIJ a MX ) 15:“ 17[' 14:]_5_ B{]M;Eﬁ 20: New minority set NMN={MS+MI} NMX={MS-aMX},ac (0,1);

21: Combine dataset S={NMN,NMX } based on NMN and NMX

22 According to the imbalance ratio of the 8 set, the Smote algorithm is used

(o]

to Increase minority abnormal behavior feature data 5

23:  end for 2 8

24 end if
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Threat Events 135,117,169 428 %05_
Threat single-day 516 47 o
Users 3,995 5 02

- SCIGRLESR: S —
- DARBOILARRSEUB®ERZE, BEXMEARATESIRE
— XGBoostE5DARBERINEL .

10
Classifier Precision Recall F1-score AUC 08
(1
RF 96.78% 78.52% 86.69% 85.81% 2 s
=
RF+DA 97.84% 86.26% 91.68% 89.16% 3
04 — RF
GBT 95.89% 74.81% 84.04% 84.08% 3 AT
GBT+DA 98.21% 87.75% 92.68% 90.35% 02 ) L
X GBoost 98.57% 82.92% 90.07% 91.78% s
- & — XGB +
XGBoost+DA  [99.51% 98.16% 98.63% 06.67% | iy - . ; ; : :
00 02 04 06 08 10
False positive rate 29
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