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2016-09-28 04:30:31, Info CBS Starting the TrustedInstaller main loop.

2016-09-28 04:30:31, Info CBS TrustedInstaller service starts successfully.

2016-09-28 04:30:31, Info CBS SQM: Initializing online with Windows opt-in: False

’ 2016-09-28 04:30:31, Info CBS SQM: Cleaning up report files older than 10 days.
2016-09-28 04:30:31, Info CBS Warning: Unrecognized packageExtended attribute.

E%-E‘,ﬁ? 2016-09-28 04:30:31, Info CBS Expecting attribute name [HRESULT = 0x800f080d - CBS_E_MANIFEST] .
‘}'LRIEPJ-%\ 2016-09-28 04:30:32, Info CBS Failed to get next element [HRESULT = 0x800f080d - CBS_E_MANIFEST] << ‘I‘B‘LB%T
]'%EE 2 2016-09-28 04:30:32, Info CBS Warning: Unrecognized packageExtended attribute. ML =
N— ~ -LR BE
=1 T;{kﬁ 2016-09-28 04:30:32, Info CBS Expecting attribute name [HRESULT = 0x800f080d - CBS_E_MANIFEST]

2016-09-28 04:30:32, Info CBS Failed to get next element [HRESULT = 0x800f080d - CBS_E_MANIFEST] < Eﬁﬁgl{kﬁ
2016-09-28 04:30:32, Info CBS Warning: Unrecognized packageExtended attribute.

2016-09-28 04:30:32, Info CBS Expecting attribute name [HRESULT = 0x800f080d - CBS_E_MANIFEST]
2016-09-28 04:30:33, Info CBS Session: 30546173 4261722401 initialized by client WindowsUpdateAgent.
2016-09-28 04:30:33, Info CBS Session: 30546173_4262462443 initialized by client WindowsUpdateAgent.
2016-09-28 04:30:33, Info CBS Ending TrustedlInstaller initialization.

2016-09-28 04:30:33, Info CBS Session: 30546174_21788253 initialized by client WindowsUpdateAgent.
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INFC dfs.FSNamesystem: BLOCK* NameSystem.allocateBlock: /user/root/rand/ temporary/ task 200811101024 0001 m 00005¢
Deleting block blk 7754477838724397551 file /mnt/hadoop/dfs/data/current/subdlr46/blk 7754477853
PacketResponder 0 for block blk -3452734573703603740 terminating

Received block blk -4034227974316905164 of size 67108864 from /10.250.15.198
34 INFO dfs.FSNamesystem: BLOCK* NameSystem.allocateBlock: " Juser/root/rand/ _temporary/ task 200811101024 0001 m 00034¢
Receiving block blk 2972699288862031202 src:

FHis)iC K2 45

HDES [ A8 F 1 # i

081110 10385032
081110 10392219
081110 104018
081110 104047
081110 104224
081110 104231

Hadoop [ & FF1 K di

INFO dfs.FSDataset:
9085 INFO dfs.DataNode$PacketResponder:
8882 INFO dfs.DataNode$PacketResponder:

8978 INFO dfs.DataNode$DataXceiver:

2015-10-18 18:01:47
2015-10-18 18:01:48
2015-10-18 18:01:48
2015-10-18 18:01:49
2015-10-18 18:01:50
2015-10-18 18:01:50

978
963
963
228
353
509

INFO
INFO
INFO
INFO
INFO
INFO

[main]
[main]
[main]
[main]
[main]
[main]

OpenStack F A& FE) #

i}

org.apache.
org.apache.
org.apache.
org.apache.
org.apache.
org.apache.

nova-compute.log.l
nova-compute.log.l
nova-api.log.1.2017
nova-api.log.1.2017
nova-compute.log.1l.
nova-compute.log.l
nova-compute.log.1l.

J2017-05-16

f2017-05-16_13:55:31
2017-05-16_13:55:31

-05-16_13:53:08 201
-05-16_13:53:08 201
2017-05-16_13:55:31
T13:55:31
2017-05-16 13:55:31

nova-api.log.1.2017

-05-16 13:53:08 201

Apache [ S8 Hdin
[Sun Dec 04 04:47:4
[Sun Dec 04 04:47:4
[Sun Dec 04 04:51:0
[Sun Dec 04 04:51:0
[Sun Dec 04 04:51:1

4 2005]
4 2005]
8 2005]
9 2005]
4 2005]

o] Bk

2017-05-16 00:00:04.
2017-05-16 00:00:04.

-05-16 00:00:04.789
-05-16 00:00:05.060
2017-05-16 00:00:05

2017-05-1¢ 00:00:05
-05-16 00:00:06.321

Found child

hadoop.mapreduce.v2.
hadoop.mapreduce.v2
hadoop.mapreduce.v2.
hadoop.mapreduce.v2
hadoop.mapreduce.v2.
hadoop.mapreduce.v2

.185 2931 INFO nova.virt.libvirt.imagecache
2017-05-16 00:00:05.
.367 2931 INFO nova.virt.libvirt.imagecache

/10.250.5.161:51077 dest: /10.250.5.1

app.MRAppMaster:
.app.MRAppMaster:
app.MRAppMaster:
.app.MRAppMaster:
app.MRAppMaster:
.app.MRAppMaster:

Created MRAppMaster for application appattempt 1
Executing with tokens:

Kind: YARN AM RM TOKEN, Service: ,
Using mapred newAp1Comm1tter
OutputCommitter set in config null
OoutputCommitter is org.apache.hadoop.mapreduce.l

Ident: (appAt

562 2931 INFO nova.compute.manager [reqg-3ead4052c-895d-4b64-9e2d-04d64c4ds
693 2931 INFO nova.compute.manager [reg-3ea4052c-895d-4b64-9e2d-04d64c4ds
25746 INFO nova.osapi_compute.wsgi.server [req-bbfc3fb8-7cb3-4ac8-80le-ct
25746 INFO nova.osapi compute.wsgi.server [req-31826992-8435-4e03-bc09-bz
[req-addcl839-2ed5-4778-b57e-E£
[req-addcl839-2ed5-4778-b57e-£
[reg-addcl1839-2ed5-4778-b57e-£
25746 INFO nova.osapi compute.wsgi.server [req-7160b3e7-676b-498f-b147-77

186 2931 INFO nova.virt.libvirt.imagecache

[notice] workerEnv.init() ok /etc/httpd/conf/workers2.properties
[error] mod jk child workerEnv in error state 6

[notice] jk2 init()
[notice] jk2 init()

6725 in scoreboard slot 10

Found child 6726 in scoreboard slot 8
[notice] workerEnv.init () ok /etc/httpd/conf/workers2.properties

g
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H=E: Receive from node blk 3587
o Send 120 bytes to blk 4612
. U S

:l Token with digits - *

G

Length:4 Length:5 “es Length:10
Starting Receive Send *

/Ki ‘ \ki

FEty ; [Receive from node * [Send * bytes to * ]

. log key / template
(a) TR S HERIRE (b) BT RIEE]
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partition

Eéa-)

Parsed logs

At 2 ‘.
Timestamp partition

l

At 1
3
-

id 1 Feature Model
ido  extraction training

|dentifier partition —

\Models

Iad
gxa

Anomaly detection
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Failure prediction ~ Others

Log mining tasks
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Failure
diagnosis

y
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deployment
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'''''

: . L

; Train model - 09

5 | l Construct workflow -
= normal execution Ky o+ v log key X E
%E log file ka2 + [ti.var,.. - + . E_

i Lﬂﬂ ] i eter =3

! 1 : log entryl ... : param
Eﬂ: . logentry2 |Parser/ et ltgvi.... ) value vector ;
= fy : log entry3 . : [ais Vit s --- ] &
=3 I; : log entry4 q.%
& S

-------

: ts : log entry3 Y L (RS AN - :

i\ Iy : log entry6 . :

1 B | I K+ vy 18N K @ oo()
: \/\ 1S [ VP B . :

14



w H =z
&3 )
v
Rﬂ . ¥ .
D :
eeplog 3 \
v o
Fopps’

- B&E#@ (log parser)
- Bt BBMRBEFZFBBRT S ER, @idE3)EEhEIRFER
- @i s . (I S FXANRARRENERSR ﬁll
- RS ERAPRBAREIog keyBl = 2in2IEER, BIK = {ky, ko, ..., ky}
BEZBHEBEFAIog key/77l, BRMT RERE/BAISERIT/ML IR

log message (log key underlined) log key parameter value vector
t; Deletion of filel complete ky [t; - tg, filel]

t; Took 0.61 seconds to deallocate network ... k, [t; - t1, 0.61]

tz; VM St Lifecycle Event k4 [t3 - t5]

...........................................................................................................

' Deep Log Log Key Workflows
: Anomaly ﬁ h

Detection
model

Anomaly Detection
e - 1 5
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. Y ER
_IGSIRREEEBERE, STEERERERITN “log key + SHERSE
— Bt BRI L TRNFFISIEISL og Keyﬁ‘.“%“h,ujﬁﬁu

T each log entryHiog key [+ parameter value vector|[ s

: Train model
| Construct workflow

normal execution ikl '|‘ [ta1, Vi1, -

log file \Ekzé*l-?[!}fz,t’:lnn
Log N: |

f : log entryl 1M

f: 105 {!Ht[’;g Parser kl' -||- |fd;. Vilsen-

f3 : log entry3 Sy

15 : log entry4 T

ts : log entry5 :kl:'i':[r;.fl*“’h“”

A R log entry6 e :
...... 2 I [P0 VS

E \/—\ kit g v

Training Stage
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~ AmExlog keyFFIhiEitikeyld, EEDI& N keyshHIRE—1,

HH, ERBI
1—:Iog key 7l h 557 15N E2IE A
MA— T ERIZE

— DeeplLogiE® 2iF—1 25 %8
KFInTlog keyBItZE 531, FTx

, B8 TARRERIog keyE

ENBARRIINNIElog key, Hib3

Input: h recent —-[Pr(m; =kilw) kkeK(i=1,..., n)

log keys up to | DeeplLog Q

-1 §> f

W = {mf—h 11111 My, M| }

Output: conditional probability
of next log key given the input
recent sequence
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« YlIZkBTE2
- RiZERFIRMAWBIZEE N3
— BlfElog key&Fl LIRS T A K E AR E Ot T8 KB N RE

X4 —_ VY,
h=3 25 18 54157 18 56 ... 25 18 54 57 56 18 ...

Xo —» Vo
h=3 25118 54 57|18 56 ... 25 18 54 57 56 18 ...

Xy = Vi
h=3 25 18 54 57 18 56 ... 25 18|54 57 56|18 ...

25 18 54 ] 57
18 54 57 18
erain - o Ytrain =
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— Deepl.ogili%k AFE L ) i
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Zidsoftmax LIRSS, E
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¢ RMER
- SEIXHIBERERRAIAlog key IS BB E
- Efllog key R RBMBERIGEEAlog keyFFIRBER

A'nejv log entry

Log Key \ : Log
Anomaly Detection | W
e T
: I _‘ log key k;
: | Y;:-S

Workflows : v No. +
] check
. Dlﬂginﬂs_ vector parameter
[ > H —Uﬁfﬁ value vector
: moce . Y
A !'| false positive T [r-:fn Viloseo ]
i | Yes
Parameter Value, ! |
Anomaly Detection | | @ Nu_@
model
or each 100 _k} E ‘L
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R Byt =

— AEN BESE, ZEXw = m ., omeo,m TERABIIZRERLB

— BWBEESPr[m W] = {ki: 01, k2: D2, -, knt P}, ERTRE T log keylENETE
MmEFINNT—Tlog key B BRBI#EER, E 82 T op NRNHERE/ES

Pr(mt|w)
W=[Mt-h,...,Mt-2,Mt-1] ki =]
1287 07595

134 . 02103
[26,...,15,24] —> | DeeplLog [—> T,

\ ) :

h4

0.1042

0.0001

mASHELRE fRigtopN = 2

X9 ==>»y«+ N
h=3 |26 15 24|57 18 56 ... 25 18 54 57 56 12 ... y, = 57 e V1 = {28 34} E

ot}
X2 —> V2 . ale
h=3  26[15 24 57]18 56 ... 25 18 54 57 56 12 ... y, =18 € V. = {24, 18} IE=

X = Vm

h=3 26 15 24 57 18 56 ... 25 18[54 57 56|12 ... 21
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SRR
— HDFSBEEES
« EBE200T AmazonREC2TIR EiEZ{TEFHadoopilmap-reducelF 4R
1, HBHadoopfildi & xHITIRIC
— OpenStackBEEIESR

« £CloudlLab EBBET—TOpenStackBRF (A AMitaka), EITHIAEFEHR
TV 5 e SR B REEE

Log Number of sessions n: Number
data set Training data (if needed) | Test data of log keys
HDFS 4,855 normal; 553,366 normal; 29

1,638 abnormal 15,200 abnormal
OpenStack| 831 normal; 5,990 normal; 40

50 abnormal 453 abnormal
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THDFS&IEER A B iEN s braiE
- PCASIIy 2 BIEREAYE, BIRUITEEZ0ERME

PCA | IM TFIDF | N-gram ||DeepLog
false positive (FP) 277 2122 | 95833 | 1360 833
false negative (FN) | 5400 | 1217 | 1256 739 619

— Precision. Recall. F15#riEiR: DeepLogZMttgemzlf, F-measure
MN96%. SHMEKENT, N-gramgERXBRFFIEEE. B, MEMLE

([ ]
]

0%, HAgERREI TR, BIEZT, E?Istmﬂ’]ﬁﬁ@]ﬂi
a ) PCA @ N-gram ] 190 _ x> ,
looog I _IM eeplog . 0.98 0-9994  p- 9998 5
~E 0.950.9 0.04°:
0.91 0.96
0.9
0.94
0.8 0.92
0.7 b 67 0.90 o
0.86
%> Precision Recall F-measure g=1 g¥3 g$5 g¥7 g=.9 | g=l11 23
(a) Accuracy on HDFS. (b) Cumulative probability of top gpredictions.
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« EOpenStack#WESR AR ERIERETE
— OpenStack |IBERBIEMRR,FElog keyDIgE B Z L IX 2 A THEH]
— %5 TOpenStack IBEREMHEKEIES, H(Create Delete)+
— DeeplLogE®1TOpenStackB& L& ER T HemtEse, F-measures sl

198%F097%
1 PCA /3 IM B N-gram Il Deeplog
' 0.99 1.0 1.0 . ' 10 1.071.0
1.0 0.91036 . m
0.87 0.830.83
0.810.77
0.6
0.4
0.2
0.0 0.02 0.02
"~ Precision Recall F-measure  Precision Recall F-measure
(a) Accuracy on{OpenStack I. (b) Accuracy on|OpenStack II.
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— DeeplogfItHgE Bt FARMESBNIEREN, MHE, TS HEN
EO—T A SHIRESBARIEE U, XEEGHESXEPE S T5iEMEH

'><-~>< Precision +-+ Recall A4 F-measure
1.0

0.9p

0.8

0.7

0.6

0'532 64 128 192 256

(b) Number of memory units: a.

. 1.0

bof A
0.8} 0.8
0.7} 0.7
0.6/ 0.6
0.5 05

g=7 =8 g=9 g=10 g=11 =12 5 6 7 8 q 10
(c)ﬁ%p g predictions as normal, (d)[Window size: h. 25
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P 31‘E¥E1§ th‘\ SR ES YR SRAF 7R

ANNZRLS TMIEEL
S5k il B SR TR . Fuill 0 E
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WTEEE07:

Historical [Match| Template Vis)) V&Sj“)"y(sjfw")
logs 7| sequence Template _{
— Vector | LSTM

BEGES EERNES = ] =
Attention
Extract Sequence Count | M (G
o . o Vector - T
%zﬁljllgﬁ\ﬁﬂﬁ C Cipr...Crw—1

Word
Vectors
template2Vec  [template2Vec | ¢ ssifs

Template2Vec

|
|
|
1
|
|
|
1
LSTM !
|
|
|
1
|
|
|

| —= Online detection |
-| Temporary | Temporary Existing

|| Templates Vectors Vectors |
| ‘ Update |
— L E -
|| Realtime Template ) Vector - Similarity | | Output |
| logs Match| sequence sequence comparison |
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- Template2Vec
— AT EREN*Z]log keyhi FIR{RIISZE X
- ¥Word2VechllB’%, izitTemplate2Veclog key®mBANiEXOIE, &
XDeeplogdlone-hot4ig

BYSUFZESYARBREZIE 3 ERVESIER I N S P4 [
— MXF , ZBEREBHIog key=iEIthBIN, WEHEBDTHEi%

1 FEfRlog keymIE, fRiERi{ESSH , BspiRE!
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- Template2Vec

- 1= DEERN B PHIBAE S RiaH{TENiEM R bR R (E

downflup), ZJ5, WEFWSZIRHIECIRAIE a0 R i (LB h K

InterfacefiVlan-Interface), :
— WFH FryiE P Rislflis o=, U0

FHE

R MEERBAIESi6C

g lWord vectors

i

— Bt 22 &R P L6 KiEp EFNNEEE, WEBDPHRTemplates vectors
Syns&Ants

Synonyms

Antonyms

Interface | Vlan-Interface

down

up

Templates

T; Interface

E 3

state

changed

T; |Vlan-Interface

*

changed

state

Word vectors
(2) Interface | [aq4, G12,- Q1n]

up [am1: m2semes amn]

@]
Template vectors

Vi (%11, X125 X17)
——>
Vi [xml; Xm2reess xmn]
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- Template2Vec

_ Receiving | blk | * src * dest
T emplatesVec s EAX T Bamdn spedte words |
i B ABS IR l I - Domain: pefic words -
B , LAfE =0 15T Receiving | block | * | source | * | destination
FE. fIlEEiRReceiving blk ('1 """ 1"\,\7&5,:,;(1 """" I -
src destfiTemplate2Veck v v v v
BIRNEE. bl (b bes »
— 8B Template2VecEigEiRF7 Iij LMJ LMJ LMJ
G AEN OERFY, Z50] ),
LSTMERIIZRS B2 ST
E'—ﬁDeepLog%‘éﬂAo Template2Vec: v, = ZZwi
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- HUESR
- BGL&UES
- B184747963% B85, §17BGLAEHFIMrcHRENIESR, 3484607 BiE4
tricARE. BGLEUESRHBBlue Gene/LBRITENEM, SEESSEH - AIFE
MBEFENE (LLNL)
— HDFS#EER

AIIII

Datasets  Duration #of logs  # of anomalies

HDFS 38.7 hours 11,175,629 16,838(blocks)
BGL 7 months 4,747,963 348,460(logs)
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[ ) LogAnomaly w/o template vector sequence LogAnomaly w/o count vector
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