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Figure 2: Possible attacks in each stage of the ML pipeline.
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FIGURE 3. Examples of backdoor instances. (a) is the original instance,

(b) and (c) are two different backdoor instances with trigger sentence in
different position, and the red font is the backdoor trigger sentence. The

trigger sentence is semantically correct in the context. 14
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TABLE 4
Evaluation on default setting _
_ _ : Face Tumor |ECG-IMG| ECG-TimeSeries
Model SRo SEg Accuracy Difa
1D-CNN-ECG 91.3% 98.4% 90.8% 1.5% g
2D-CNN-ECG 94. 7% 99.8% TH.2% 2.8% With - ) ll' '|| It
ResMNet-Brain 93.2% | 99.2% T6H.1% 3.1% L g : ] ||;I",|'.H lﬂllr.ll||’l'
VGGle-image | 96.8% | 100.0% | 74.2% 1.6% D, T
f ’ T
Without |
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Fig. 8. Triggers demonstration with and without our defense-aware 24

strategies.



SHAZSE

6

HiERiE



SHAZSE

Jo I 1B AR B I i B2 ) SE e

8-bitE LB M L5

1. Wik
2.0 BEM
3155 BillZk

O

JBI IAZE M 45

IREHEIR F A N B a1 1 G

WibEET): BESIRAZIRIMR BLHETR B B BT U F 803

8bitE L HE M BHILL 584

OO0 T

CVPR 2020

26



SHAZSE

 HiLRIZE

- 1 ﬁﬂlu\¥$%ﬁﬁﬁ
— 28U X BB A 2 Y

User Normal Operation of the Normal test accuracy
DMNN predicts all the classes
DNN Before attack equally

& _
B m :
” . | - - -

. . Trojan Inserted
Attacker flips some of the Bits | | ONN
| [E—
o B & ;
ESE :
— MW :
Attacker DNN miss classifies all the
input to a certain class
Attacker triggers the trojan
whenever she wants

Figure 3. Flow chart of effectively implementing TBT

27



SHAZSE

o 1BURABEITIAEE
- WA M73ZEDNNEBE A; WEHEBRE K; ARB—ENFERENE, 85 K
ThHBWETIARZ N TRAMET; MARHRKX, FREAt

- Il SUEET IN, IN, IN, - IN,
- BT EE: OUT, (Gir G Yz - Oin
- BERERIBWET K; GLOL e |
¢ 1—9:KL’F¥§B(]WEEFHtOp-k%E oW OUTK gK,l gK,Z gK,3 gK,N
o ‘ﬂ@ﬁﬂ"g?\%'ﬁﬁ“ index{j} OUTM Ov: 9wz 9wz = Guw

W, <N

TOpH:gK,l’ gK,Z’“" gK,N]

28



SHAZSE

o 2.8URTREBINA B E R

- BA: RBEEBA x(m*d), IEEMEREE, 0 NEE A ZREE 2N
s

- B WEE

- qhz: min|g(X6)-t,

Hib, g(x;6) SIBIS— IR

2

- 3JRSLHEFIK
— B WtEIA x FREN t
— IE: %ir}l[L(f(x);t)Jr L(f (%)) |

N, = D(éf , é)
29



SHAZSE

Pavagly

- B4

Table 1. CIFAR-10 Results: vulnerability analysis of different
class on ResNet-18. TC indicates target class number. In this ex-
periment we chose wp to be 150 and trigger area was 9.76% for

Table 5. Comparison to the baseline methods: For both CIFAR-
10 and SVHN we used VGG-16 architecture. Before attack means
the Trojan is not inserted into DNN vyet. It represents the clean
model’s test accuracy.

TA ASR

all the cases.

1A ASR 1A ASR
)y @ ¢ @ ()
0 01.05 99.20 5 8993 959]
| 01.68 98.96 6 80.80  80.82
2 80.38 0341 7 86.65 8540
3 81.88 84,94 8 890.28 0O7.16
4 84.35 R9.55 9 0148 96.40

Method (%) (%) Wp SR
Before After
Attack  Attack
CIFAR-10
Proposed (TBT) 91.42 86.34 93.15 150  0.56
Trojan NN[27] 91.42 88.16 9371 35120 .015
BadNet [Y] 9142 8791 9980 1IM 0
SVHN
Proposed (TBT) 99.56 73.87 73.81 150  0.32
Trojan NN[27] 99.56  75.32 7550 35120 0.009
BadNet [V] 99.56 9895 9998 1IM 0

30



MRS

o RERFLIRIP
— 1REYKED:
- EHURRIE-SERIZR—SIRBEE
o 1EPURDIRER A A (knowledge privilege)—>1E BI85 if]
- REFEHHGENE
— EUEIR
— B=HilIZrFI o] IR E
— TSR BB o) i B
o REIDIARREE
— BT IR
- RIEREEBZ T, SMNERNEWETIEEH

31



[1] Wang S, Nepal S, Rudolph C, et al. Backdoor attacks against
transfer learning with pre—trained deep learning models[J]. IEEE
Transactions on Services Computing, 2020 .

[2] Rakin A S, He Z, Fan D. Tbt: Targeted neural network attack
with bit trojan[Cl//Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition. 2020: 13198-13207.
[31Li Y, Wu B, Jiang Y, et al. Backdoor learning: A surveyl[Jl.
arXiv preprint arXiv:2007.08745, 2020.

[4] Gao Y, Doan B G, Zhang Z, et al. Backdoor attacks and
countermeasures on deep learning: A comprehensive
review[J]. arXiv preprint arXiv:2007.10760, 2020.

32



33



BoJiE, FFB. B0]
%, E¥E8., TaXI
Zle. BaRMzY,
ELTKAREWY, &
BARER. IEME
oj]iBM %%, BIBZZ,
ZZXZ, RWZIi],

34



	深度神经网络后门攻击
	内容提要
	背景简介
	背景简介
	背景简介
	背景简介
	背景简介
	背景简介
	背景简介
	基本概念
	基本概念
	基本概念
	基本概念
	基本概念
	基本概念
	基本概念
	基本概念
	算法原理
	算法原理
	算法原理
	算法原理
	算法原理
	算法原理
	算法原理
	算法原理
	算法原理
	算法原理
	算法原理
	算法原理
	算法原理
	应用总结
	参考文献
	幻灯片编号 33
	道德经

