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TABLE III: The detection AUC of each approach. -M stands for modification attack and -B stands for blending attack.

o
o

— AT
= NC
— Spectral

True Positive Ra
[==]
'

e B2«
o

Approach MNIST-M | MNIST-B | CIFAR10-M | CIFARI0-B | SC-M SC-B | Irish-M | Irish-B | MR-M
AC [12] 73.27% 78.61% 85.99% 74.62% 79.69% | 82.86% | 56.14% | 93.48% | 88.26%
NC [53] 92.43% 89.94% 53.71% 57.23% 9121% | 96.68% X X X
Spectral [52] 56.08% <50% 88.37% 58.64% <50% | <50% | 56.50% | <50% | 95.70%
STRIP [21] 85.06% 66.11% 85.55% 81.45% 8084% | 8594% | <50% | <50% X
MNTD (One-class) 61.63% <50% 63.99% 73.77% 87.45% | 8591% | 94.36% | 99.98% | <50%
MNTD (Jumbo) 99.77% 99.99% 91.95% 95.45% 99.90% | 99.83% | 98.10% | 99.98% | 89.23%
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TABLE V: Examples of unforeseen Trojan trigger patterns and the detection AUC of jumbo MNTD on these Trojans.

tNIERETEIA

Trojan MNIST CIFAR-10

Shape Pattern Mask | Trojaned Example | Detection AUC | Pattern mask | Trojaned Example | Detection AUC

Apple . 96.73% n 89.38%

M

Corners . 98.74% n 93.09%

Diagonal . 5 99.80% ‘ 97.57%
mu E &

Heart . 99.01% m 93.82%

Watermark G 99.93% ﬂ 97.32%
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TABLE VIII: The detection AUC of MNTD on unforeseen model
structures on ImageNet Dog-vs-Cat. The meta-classifier for each
model structure are trained using all models except the ones in target
model structure.

464 (2RM+32/F17]) MNEFIE

ResNet-18 ResNet-50 | DenseNet-121
81.25% 83.98% 89.84%
DenseNet-169 | MobileNet GoogLeNet
82.03% 87.89% 85.94%
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Fig. 6: Detection AUC with respect to the number of shadow models

used to train the meta-classifier on MNIST-M (left) and CIFAR10-M

(right).
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Fig. 9: The comparison of detection AUC with and without query tuning. -M stands for modification attack and -B stands for blending
attack.
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Table 3. Comparisons between DL-TND and NC on TrojanNets and cleanNets
using 77 = 0.7. The results are reported in the format (number of correctly detected

models) /(total number of models)

DL-TND (clean)| DL-TND (Trojan)|NC (clean)|NC (Trojan)
CIFAR-10 ResNet-50 20/20 20/20 11/20 13/20
VGGI16 10/10 9/10 5/10 6/10
AlexNet 10/10 10/10 6/10 7/10
GTSRB  ResNet-50 12/12 12/12 10/12 6/12
VGGI16 9/9 9/9 6/9 7/9
AlexNet 9/9 8/9 5/9 5/9
ImageNet ResNet-50 5/5 5/5 4/5 1/5
VGGI6 5/5 4/5 3/5 2/5
AlexNet 4/5 5/5 4/5 1/5
Total 84/85 82 /85 54/85 48 /85

CIFAR-10|GTSRB|R-ImgNet
Test accuracy (Trojan)| 90.51% |92.99% | 86.7%
Attack success rate 99.65% 199.65% | 98.6%
Test accuracy (clean) | 92.64% | 92.5% | 87.8% 26
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