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0,(x) = AVReLU(AWx + B®) + p)
- WRAC BOKKAZ, ADG/N S, BRWMAT, 0,(0)FE

0(x) = c™* - AMReLU (c - (A®x + B®)) + BV = 0, (x)

—- B5A0x +BO <0, W
0;(x)=c - AW .0+ BW =0, (x) = BW
— B5AOx + BO >0, M
0/(x)=c 1 AW . ¢ (A®x + B®) + BW) = 0, (x)
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@ @ @ T fQuery
Random | Initial seed S h ﬁ (s, f(s)) | Labeled Train ﬁ:
selection So Query Collect samples D;

Thief dataset Secret Model f Substitute Model f
Xihief s TQuery @ (z, f(z)) l Collect @
Next query | Subset selection strategy Approx. labf:led
set Si+1 (e.g. K-center, DFAL, etc.) samples D;

Xinier: OFHBIEER f: WHERES f: Bftiss
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s XQuery ) (z, f(z)) lCnllect @
Next query | Subset selection strategy Approx. labeled
set Sig1 | (e.g. K-center, DFAL, etc.) samples D;
 Random strategy
— PEMLERE T —Hill 2Rz
e Uncertainty strategy ( Lewis and Gale 1994 )
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« K-center strategy ( Sener and Savarese 2018 )

(%, 39) = arg  max ;;zs%m 5 = 7ol
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- DFAL strategy: DeepFool-based Active Learning ( Ducoffe and Precioso 2018 )

— EBMRESERNE F(xy) # (%), Biiaa, /NSRS
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 DAFL+K-center strategy
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Agreement(f,f) = xEest 2 I(f(x) = f(x))

xEXSBCBTt

— Xsest o0 MIEUEER
o« MhitER
- B%&: MNIST. CIFAR-10. GTSRB
- X7 MR. IMDB. AG News
« JlIZrER
- B1%: ILSVRC2012-14(100K/20K)
— XIK: WikiText-2(80K/9K)
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— DFAL+K-centerf8CRRYF, HRlGMEZS, SORBIT
MNIST 10K 15K 20K 25K 30K CIFAR-10 10K 15K 20K 25K 30K
8%) (12%) (17%) (21%) (25%) B%) (12%) (17%) (21%) (25%)
Random 9164 9519 9590 9748 9736 Random 63.75 6893 7138 7533 7682
Uncertainty 9464 9743 9677 9729 9738 Uncertainty 6336 6945 7299 7422  76.75
K-center 9580 9566 9647 97.81 9795 K-center 6420 7095 7297 7471 78.26
DFAL 9575 9559 9684 9774 97.80 DFAL 6249 6837 7152 7741 77.00
DFAL+K-center 9540 9764 97.65 97.60 98.18 DFAL+K-center 61.52 7114 7347 7423 7836
Using the full thief dataset (120K): 98.54 Using the full thief dataset (120K): 84.99
Using uniform noise samples (100K): 20.56 Using uniform noise samples (100K): 10.62
MR 10K 15K 20K 25K 30K IMDB 10K 15K 20K 25K 30K
(11%) (17%) (22%) (28%) (33%) (11%) (17%) (22%) (28%) (33%)
Random 7645 7824 7946 81.33 8236 Random 71.67 78.79 7470 80.71 79.23
Uncertainty 77.19 8039 8124 84.15 8349 Uncertainty 7348 78.12 8178 82.10 82.17
K-center 77.12 81.24 8196 8395 8396 K-center 7767 7896 8024 81.58 8290
Using the full thief dataset (89K): 86.21 Using the full thief dataset (89K): 86.38
Using discrete uniform noise samples (100K): 75.79 Using discrete uniform noise samples (100K): 53.23
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- Xz, REBSERNEIERZEIS — SREIZE I B UFBIE BNl Sk
Substitute model agreement (%) Substitute model agreement (%)
Dataset 10 iterations 20 iterations Dataset Top-1 prediction Probability scores
MNIST 95.80 96.74 MNIST 95 80 98.61
CIFAR-10 64.20 64.23 CIFAR-10 64.20 77.29
GTSRB 72.71 72.78 GTSRB 7271 $6.90

- WhEIRoERTTE
- Papernot (2017) : ZE5#AE{A, OIES I

ACTIVETHIEF

it

Dataset Papernot Rand K-cen DFAL DF+K

MNIST 4028 49.77 47.75 59.55 53.08
CIFAR-10 82.61 8576 8526 8425 8430
GTSRB 84.83 9341 9345 9383 9334
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%z I]I'ﬁl (a) MNIST dataset
\ e Substitute model
— SMBIRT, VWESRZIE/N Secretmoddd 102 1m3  1m4
1=2 98.73 98.15 97.63
- 1=3 97.21 98.81 98.10
Substitute model =4 9675 98.05 98.36
Dataset Secret model CNN RNN (b) CIFAR-10 dataset
MR CNN 86.21 85.18 Substitute model
RNN x4 R0 8912 Secretmodel 1=2 1=3 1=4
= 8.34 . )
IMDB  CNN 8638 8553 o3 8066 8157 5180
RNN R7.06 90.22 =4 7434 79.17 78.82
AG News CNN 00.07 92.62 (c) GTSRB dataset
RNN 90.96 !}3 -“1 Substitute model
Secret model 1=2 1=3 1=4

95.02 9230 86.88
90.08 91.42 91.28
80.95 86.50 84.69
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J<l)y] _yl
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+ logit function ({RETIIAFKBlogitifit )
0,.(x) = ADReLU(A®x + BO®) + B

Oxd(® BO 41 gD

Symbol Definition
d Input dimensionality
h Hidden layer dimensionality (h < d)
LETIAN L] K Number of classes
- - A0) ¢ Rdxh Input layer weights
B0 e R" Input layer bias
Al g Ri*K Logit layer weights
B € RK Logit layer bias
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— WA BN OEu, v € REF{TREE,
L(t;u,v,0.) = 0, (u+ vt)

= AVReLU(A®x + B(®) + B
2.6 . . . .

O (x) =
AD(AOy 4 glO)) 4 g)

Oux) =AM(A{x + B?) + B
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Algorithm 1 Algorithm for 2-linearity testing. Computes the
location of the only critical point in a given range or rejects if
there is more than one.

A A Function f, range 1,0], €
' « Olx) =exp. O(x) L EXp- O(x) my = (-’l"‘f} flty) & Gradient at 1,
T ma = [l2)= f (12-¢) > Gradient at 1>
= fla),y2 = £(b)
x=a+ 2= ::Jﬁﬂ_;}mz > Candidate critical point
n x 1 » N 1 > V=y1+m }E_};:!I_Efﬂ_;}mz > Expected value at candidate
v=f(x) > True value at candidate

if v = y then return x
else return "More than one critical point”

ZHBRT, 0 FEEbER end if
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- B&z: AAr <d, FRUAEEA®z =0
- M&v;: WFETReLU;, 1A% =¢;, BBy, FIDBINREBRRLU;MBAE

(2w )

[ OL(Z + Ui) . OL(Z) ] ‘ [AEO) -V < 0]

==

[Z—Ul- ] ) ' } [OL(Z_vi)ZOL(Z)]-[Ago).vi<0]
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- FUESR: MNIST. CIFAR-10
- BE: BRESERMHENS, REPEIT16~512, ST

12000~100000
# of Parameters | 12,500 25,000 50,000 100,000
Fidelity 100% 100% 100%  99.98%

QllEI'iEE 2]?.2 2]3.1 2]9.2 22111

+ MNISTSCIFAR-103E3E55 121,

Mz RS ZREIE T X
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- UGN, VNIRRT, SRR
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B i%. Wlan GoodfellowiRBEEUR A BUGARIZ T

B8, HBERWHBIREZESRTLFIERS
— IR EFHRINUERPEMBHIEYE, fII0ZERe L UBENEITEHER
B—Er-EniaR=; HibRiEmE (Sigmoid. tanh$)
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