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the objective of G: generate samples X = G(X) and let

yp(X) # yr(X)
the objective of D: guarantee yp(X) = yr(X)
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Algorithm 1 Mini-batch stochastic gradient descent
training of the proposed method DaST.

# acc denotes the accuracy of D. att denotes the attack
success rate for the attacks generated by D.

1 : While iteration < é or acc, att do not increace

2: Generate m examples{f{(l), . ,i(m)}by G.
3 Update the substitute model :

1 £p = dT(X), DX)).

5: Update the generative model :

6 : Lo= e~ dT.D) 4 ale.

7 : end for
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A FFNon-targeted 5 Targeted Attack

FllZRiFBIDIRE 53

Non-targeted

Non-targeted

Attack Attack

Pre-trained DaST-P DaST-L Small Medium Large
FGSM 59.72 (5.40)  69.76 (5.41) 35.74 (5.40) FGSM 62.61 (4.38) 56.21 (4.45) 69.76 (5.41)
BIM 85.70 (4.80) 96.36 (4.81) 64.61 (4.82) BIM 94.86 (4.85)  92.47 (4.84)  96.36 (4.81)
PGD 37.93(3.98) 53.99(3.99) 23.22(3.98) PGD 45.31(3.99) 43.62(3.99) 53.99(3.99)
C&W 23.34(2.91) 27.35(2.74) 18.16(2.75) C&W 30.61 (2.89) 2434 (2.75) 23.80(2.99)
Attack Targeted Attack Targeted

Pre-trained DaST-P DaST-L Small Medium Large
FGSM 12.10 (5.46)  20.45 (4.49) 13.10 (5.46) FGSM 19.92 (4.43)) 20.45 (4.49) 23.93 (5.45)
BIM 37.83(4.90) 57.22(4.87) 29.18 (4.87) BIM 56.73 (4.89)  53.50 (4.84) 57.22(4.87)
PGD 28.95 (4.60) 47.57 (4.63) 19.25 (4.63) PGD 39.42 (4.64)  40.76 (4.60) 47.57 (4.63)
C&W 10.32(2.57)  23.80(2.99) 12.31(2.98) C&W 24.86 (3.09)  16.25(3.13) 23.80(2.99)

— IAEEAPBEURREFNGERNZRRES TREMBIZIEE (£FGSM. BIM,
PGB5C&W L 43517910.04%. 10.66%. 16.06%6%04.01% )
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Attack . Non-targeted Attack Non-targeted (%)

Pre-trained DaST-P DaST-L VGG-13 ResNet-18 ResNet-50
FGSM 39.10 (1.54)  39.63(1.54) 22.65(1.54) FGSM 6.87 (1.54) 17.97 (1.54) 39.63 (1.54)
BIM 59.18 (1.01)  59.71(1.18) 28.42(1.19) BIM 93,13 (1.18) 31L.70(1.54) 59.71(1.18)
PGD 35.40(1.02) 29.10(1.10) 17.80(1.10) PGD 56.14 (1.08) 10.04 (L.11) 29.10(1.10)
C&W 9.76 (0.77)  13.52(0.74) 10.34 (0.74) C&W 56.80 (1.64) 11.54 (1.64) 13.52(0.74)

—

Attack : Targeted Attack Targeted (%)

Pre-trained DaST-P DaST-L VGG-13 ResNet-18 ResNet-50
FGSM 9.62 (1.54)  6.69(1.54)  7.32(1.54) FGSM 18.27 (1.54)  2.07 (1.54)  6.69 (1.54)
BIM 17.43(1.00)  20.22(1.18) 15.26(1.16) BIM 62.23(1.24)  8.00(1.52) 20.22(1.18)
PGD 10.46 (1.05)  14.09(1.12)  8.32(1.10) PGD 4148 (1.17)  3.72(1.26)  14.09(1.12)
C&W 23.15(2.05) 26.53(1.98) 19.78 (2.04) C&W 33.65(2.42)  7.31(1.46) 26.53(1.98)

‘II

— A= MEENDIREGEVGG-16M 40T, et FHMSIIZGKRIEE!,
PVGG-BinE Rt MBSIRE, XERABIEESBIRMEEEN ) mﬂix&
RBUF
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Non-targeted (%)

Attack

Pre-trained DaST-P DaST-L
FGSM 77.96 (5.41) 96.83(5.25) 98.21 (5.36)
BIM 66.25(4.81) 96.42(4.79) 98.35(4.72)
PGD 59.23(3.99) 90.63 (3.88) 96.97 (3.96)
Attack Targeted (%)

Pre-trained DaST-P DaST-L
FGSM 13.52(5.46) 32.00(5.21) 43.99 (5.37)
BIM 19.31 (4.88) 50.21(4.90) 71.15(4.56)
PGD 19.31 (4.60) 45.66 (4.46) 65.91 (4.32)

— DasT-LBIEREIL FDaST-PHIRE 2 BiriEBL &1 {8 B
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