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— A testing methodology in which two or more program mutations are executed using the
same test cases to evaluate the ability of the test cases to detect differences in the
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1: input Age;

2: if Age > 14 do:

3: Doctor = General Physician();
4. end If;
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 Mutant1: if Age > 14 do: => If Age < 14 do:
« Mutant 2: if Age > 14 do: => If Age =14 do:
« Mutant 3: if Age > 14 do: => If Age >=14 do:
« Mutant4: Doctor = General Physician(); => Doctor = Wang();
e Mutant 5: if Age > 14 do: => If Age %%14 do:
« Mutant 6: ffllB& Doctor = General Physician();
e Mutant 7: if Age > 14 do: => If Age >14 & Age >14 do:
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Algorithm 1: DeepCT Test Generation

INPUT: DNN N, t-way, CT Criteria O'T'C, seeding Tests T,
OUTPUT; Passed Test Suite 7', Adversarial Test Suite T

T —{5LT + {}
> CT_table<«—imtialize_CT_coverage_table( T, t-way, C'TC)

v

afﬂrtET do

Twork {}
for cach laver neuron set L; in N do

CT_table +— update_CT_coverage(CT _table, T, ,,n. CTC")

v

CT_targets+«—calculate_ CT_targets(CT _table, T,...p. Ly, CT'CYH
while CT_targets = ) » tme budget exists do
ct; +—random_select{CT_targets)

WO O wd R U e
h v b - i)

v

1 gen_tests<—TestGen(t, cf ;)
1: covered_targets +— cal_cov_targets{CT _table, T\, gen_tests, CTC)
12: CT_targets+—CT_targets - covered_targs

13: update_TestSuite(gen_tests, Thopm, 1. T)

14 return T, T

Step.2:CTEZRBIL
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Method SparseCov DenseCovg (0.5.2) (0.75.2) Tests  Per.(%)

Testing 2-way Combinatorial Testing Coverage (%) Accu.  Adwv.

Random 228 34.95 33.75 3.75 10,000 0.00
DNN, CT [, 60.27 81.56 95.01 70.98 4,073 0.29
CT Iz 76.94 91.98 99.67 91.30 6,768  2.17
CT I3 93.62 98.23 100,00 9932 5,032 991
Random 1.18 32.56 26.98 2.10 10,000 0.00
CT [y 46.96 75.10 91.95 61.50 8,547 1.87
DNN CT Iz 68.91 §7.52 98.64 82.55 11,573 3.53
CT 5 97.15 99.05 100.0 99.03 13,129  8.84
CT 14 97.41 99.11 100.0 99.03 13,217 935
CT 5 07.81 99.21 100.0 99.03 13,351 998

« 584, 5% : (n, )FR t-way ASPBETEIEEEIBIT n BIEEH,
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MutationScore(T", M") =

|
i
K

Y mrenme | KilledClasses(T', m')|
| M| x |C]

- EPEiREE

!  E Rate(T",m'
AveErrorRate(T', M") = 2 _mremr ErrorRate(1", m')

| M|
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Model Source Level (%) Model Level (%)
5000 train. 1000 test. 5000 train. 1000 test.
Samp.  Uni. Non. Uni. Non. Uni.  Non. Uni. Non.
A 2.43 0.13 0.23 0.17 4.55 4.30 4.38 4.06
B 0.49 0.28 (.66 0.21 1.67 1.56 1.55 1.47
C 3.84 2.99 17.20 13.44 9.11 7.34 11.48 9.00
M Uniform-Sampling [ MonUniform-Sampling ; B Uniform-Sampling W NenUniform-Sampling
100%: 100% Bl 6% Al

BEIM%
B4%

32%

20% 16%

0%
Madal A Modal B Madal C Modal A Modal B Modal C

(&) S000 training data sampling {b) 1000 test data sampling {a) 5000 training data sampling {b) 1000 test data sampling

e
Modeal A Model B Model C Model & Model B Modal C
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