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« FHiIFXKN: gee. llvm

American Fuzzing Lop

L~ 1
BT RE
e Y
AL 14=~| I []
 JMEBREI: gqemu
____'>
american fuzzy lop 0.47b (read
process timing
0 days, O hrs, 4 min, 43 sec
0 days, 0 hrs, 0 min, 26 sec R
none seen yet 0 N
0 days, 0 hrs, 1 min, 51 sec Eﬂlmuﬁt

cycle j ss map coverage
38 (19.49%) 1217 (7.43%)
0 (0.00%) 2.55 bits/tuple

stage progress findings in depth
interest 32/ 128 (65.64%)
0/9990 (0.00%) 85 (43.59%) ‘
654k 0 (0 unique)
2306/s 1 (1 unique) —>
fuzzing strategy yields path geometry
88/14.4k, 6/14.4k, 6/14.4k 3
0/1804, 0/1786, 1/1750 178
31/126k, 3/45.6k, 1/17.8k 114

1/15.8k, 4/65.8k, 6/78.2k
34/254k, 0/0 27
2876 B/931 (61.45% gain) g?%%—%—
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* AFLEEEI”Eﬂ*E?E Algorithm 1 Coverage-based Fuzzing

Input: Seed Inputs S

- T: BHFHENBAES 7=

: TI:H

2
- Tx: SIXHRRENREGIES AT = 0 then
4. T.add(emptyfile)
O BEEMISHFIAT - endif
6: repea
@ MTOENERE—THFHITRE nols chﬂ?se_"exrﬂg:}
§ = dssign_energy
Q@ HARBEINTEHEMER 9 forifrom1tos do
10: t' = mutate(t)
@ WERARA AR iR BIAESGI T x ot m;mﬁ:f;;he“
12: X.a
S SMEIRIEENEGAZITD 5 el fisnaesing ) thn
14: A1
® MiT@ 15 endif
16:  end for
@ MRESRIGERITX 17: until timeout or abort-signal

Output: Crashing Inputs Tx
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« HFEETRPE: ICRINR

o o i i A ->B ->C -»D -> E (tuples: 4B, BC, CD, DE)
« HHEERRPITE: ieRiN5 A -»B -»D ->C -> E (tuples: AB, BD, DC, CE)
c BIBEEFXNGER
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« IEBRFIRER
— ™EEmN (B )
. Bﬁl‘ﬂ.iﬁkcur_location cur_location = <COMPILE_TIME_RANDOM > ;

shared_mem /[ cur_location " prev_location |

- 64KbRIshared_meml] BIGTF1F H;

prev_location = cur_location >> 1;
ERIER
. FIBRET LIS EI R
- BUOREEBittupleBBEMIE, # Plmap i
A—BfIB-A. A—~AFIB BRI ndex 012 R 21161
— IEFENES @ hash = (R1>>1)"R2 | (TG

- BIE=RAE: #ER&bug
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= RPN
— FSCS (Fixed Sized Candidate Set)
- BEX/MERSE, BTFBENEVNIIK (Adaptive Random Testing, ART)

- NHfiE
Algorithm 1 FSCS

Eﬁk?iﬂf?%E 1. Input an integer k, where k& > 1.

2.8etn=0and £ = {}.

i ASRIPRENL £ — T i it e e A
5. Addtinto E, and i tn by 1.
:Ing't’][l AE EIJ 6. Randolt;:l; gezgrazgi?;ne;id’;tezcl, €y s ee s Cjaeens Cf from the

n =._\ =._\ input domain, and construct C={ ¢y, ¢ s Cjyeens Cp -
BEMLE Ak T &R A H i IREERC T T —

For each candidate c; , where i =

tti ﬂ*L’.{:ﬂu A*[I E I:IJ H—*E 1 L * E‘] 7T % B’] EE HI 8. Calculate its dlstance d; to its nearest neighbor in £

NeO®» M

9.} End for
PEEREE B8 &k IR IE R BIE M i AL 1 Findcy e Gt V1=, 0y 2 .
g*iﬁgg.ltmlﬁﬂf-}@; ZD:NU‘LEH:', gg:::whlle
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- $pEXIE (Failure areas)
- S8 Em B AR T M AL 75 gk

- xR

« K (strip)

- 1K (block)
. = # (point) \ B

. AFL_ ARTEq E.‘g\ s Strip Block Point
- WFAsEAAIEFbughlillitAGl, SHBIKRAKDIGEMAbug
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» iU {51 15 HY

— IEBITEREE: XHIEE, BisAHTFHEENHF [ 101001 j= Hamming
- MITERERBINTTER 1000110 _
- TEE—TRERASIFRITRPPRATERINAES
- R/ RMARBIE RSN R R B
i i shortest
— (R A EEY o T Y T P
Ctl2 45 453 158 45
JPEHYEE B R K (R IEFINDABIRITERDP Cus = L& =1L ¢
Cth5 482 217 69 69
Cté 418 203 539 203
Cth7 65 202 436 65
Ve eC,Vee E,mindist(c’,e) > mindist(c,e) cus lor 1 214 L s |10
C"L'I‘ : 208 159 66 66
the shortest distance. 214
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MiT@, BEITREFILLET

Algorithm 2 FuzzTest (Prog, Seeds)

1. Construct queue Queue = Seeds

2. Construct Set £ = {} to store executed test cases

3. Construct Set C = {} to store candidate test cases, and candidate test
cases are randomly generated from Queue.

4, Randomly generate a test case ¢ from Queue

Execute FSCS-ART algorithms to select a test case ¢
Mutate ¢ and generate many new test cases newTs

10. Invoke RunAndSave (Prog, t, Queue) to test newt
11. End For

12. End while

13. Exit.
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- ISR
— MEXC/C++i2/: SQLite. tcpdump

Running Total

Test tool . Own finds  Level Stability
time paths
AFL lh 1906 1229 2 99.21%
AFL-ART lh 1878 1859 3 99.98%
A - v Ay
- THESEFEIEK
TABLE IV. CODE COVERAGE INFORMATION FOR AFL TABLE V. CODE COVERAGE INFORMATION FOR AFL-ART
Coverage statistics Coverage statistics
Structure Structure
Hit Total Coverage Hit Total Coverage
Line 11150 31586 35.3% Line 12234 31586 38.7%
Function 890 1719 51.8% Function 919 1719 53.5%
Branch 5550 21171 26.2% Branch 6296 21171 29.7%
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Fig. 3. AFL execution speed Fig. 4. AFL-ART execution speed

— Mixtcpdump

o MhXBTiB): 20mMin TABLE VI.  TEST RESULTS FOR TCPDUMP

« EERIEK

Test tool Running time Num. of crashes
AFL 20min 0
AFL-ART 20min 20
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