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Figure 6. Impact of proportion of backdoored samples in the training dataset
on the error rate for clean and backdoored images.
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Table 7: Face recognition results

MNumber of Neurons Mask shape Sizes Transparency
I Neuron 2 Neurons Al Neurons Square  Apple Logo  Watermark 4% % 10% 0% 50% 30% 0%
Orig T1L.7% TL5% 62.2% TL.7% T34% T4.8% 35.2% T2.0% T8.0% T1.E% 72.0% TL7% T2.0%
Onig Dec 6A% f.6% 15.8% 64% 2.6% 252 22.8% 6.1% 0.0% 63% G0% bA% 6.1%
Crut 91.6% 01.6% 20.6% B9.0% 01.6% 01.6% 90.1% 01.56% 0l.6% 0le%  9lem 91.6% 91.6%
Out Dec 0.0% 0.0% 1.0% 2.6% 0.0% 0.0% 1.5% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0%
Orig+Tri B6.8% B1.3% 534% B6.8% 95.5% 59.1% 71.5% 98.8% 100.0% 36.2% 59.2% 86.8% 98.8%
Ext+Tri 100.0%% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 91.0% 08.7% 100.0% 100.0%
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Figure 6: FR results w.r.t layers (¢) Transparency

Figure 7: FR model mask shapes, sizes and transparency

e NoW Orig = = Old Orig s Orig+Trj s==Ext+Tr| -—New Out = = Old Out

26



s



775l

« KEEYIEE

— Badnets: Bl TERIsHASIED AN T ZE0IFLE,

— Trojan attack: ERBITERER)S, WEIGEEN)ERZ

AHBRKE

F=A NP

— Neural cleanse: BilitZ2REM KA T BEHEMBIENRTFEGE, <8

BPRoJ1THE

— Deeplnspect: EHGANERBMAZIE, FHREERNXSEIRZSIER

PREAZINT S 17 B
« YmITILE

- EFHEERERARGBWMARITIEIIMNEG, BiHZEBEXXN BE. GRRERF

AR EFREZMAIE RS HRERMEEIERAZSE,
HRIGSIEEE B 1T B SRA R BT LT8R

[EHERA 7 A2

28



M 245



N 45

3 23N B Rk

eli—
J—l—
E
1N

o BiEMNFHE
— HEMBRBESEERIRA. AR
i i B X

AR B k5 il gl iy
- FRFIERGERIE,
- MASIREENEEENIRS
- JBI A E RS2

30



« Gu T, Dolan-Gavitt B, Garg S. Badnets: Identifying
vulnerabilities in the machine learning model supply chain[J]l.
arXiv preprint arXiv:1708.06733, 2017.

« LiuY,MasS, Aafer Y, et al. Trojaning attack on neural
networks[J]. 2017.

31



heet ABE, hE<
AHEH, hlk<S ADOE,
JeEBES AILRIE,
WS ZELATH. &
IAZ A, NEANE,
DA RERILE o

32



	幻灯片编号 1
	内容提要
	幻灯片编号 3
	预期收获
	背景简介
	背景简介
	幻灯片编号 7
	基本概念
	基本概念
	基本概念
	基本概念
	基本概念
	幻灯片编号 14
	BadNets 算法原理
	BadNets 算法原理
	BadNets 算法原理
	BadNets 算法原理
	BadNets 算法原理
	Trojan attack算法原理
	Trojan attack算法原理
	Trojan attack算法原理
	Trojan attack算法原理
	Trojan attack算法原理
	Trojan attack算法原理
	Trojan attack算法原理
	幻灯片编号 27
	优劣分析
	幻灯片编号 29
	应用总结
	参考文献�
	道德经
	幻灯片编号 33



