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Task: Sentiment Analysis. Classifier- CNN. Original label: 99.8% Negative. Adversarial label: 61.0% Positive.

Text: | love these awdul awf ul 80's summer camp movies. The best part about "Party Camp" is the fact that it literalhy
literaly has ne No plot. The gliches clichs here are limitless: the nerds vs. the jocks, the secret camera in the girls locker
room, the hikers happening upon a nudist colony, the contest at the conclusion, the secretly horny camp administrators,

and the embarrassingly embarrassingiy foelish foOlish sexual innuendo littered throughout. This movie will make you
laugh, but never intentionally. | repeat, never.

Task: Sentiment Analysis. Classifier: Amazon AWS. Original label: 100% Negative. Adversarial label: 89% Positive.

Text: | watched this movie recently mainly because | am a Huge fan of Jodie Foster's. | saw this movie was made right
between her 2 Oscar award winning performances, so my expectations were fairly high. Unforunately UnfOrtunately, |
thought the movie was terrbla terribie and I'm still left wondering how she was ever persuaded to make this movie. The
script is really weak wea k.

Task: Toxic Content Detection. Classifier- LSTM. Original label: 96.7% Toxic. Adversarial label: 83.5% Non-toxic.

Text: hello how are you? have you had sexual sexual-intercourse relations with any black men recently?

Task: Toxic Content Detection. Classifier: Perspective. Original label: 92% Toxic. Adversarial label: 76% Non-toxic.

Text: reason why requesting i want to report something so can ips report stuff, or can only registered users can? if only
registered users can, then i 'll request an account and it 's just not fair that i cannot edit because of this anon block shit
shti ¢'mon, fucking fuckimg hell helled.
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« Explaining and Harnessing Adversarial Examples. (ICLR). 2015
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« Adversarial Examples are not Bugs, they are Features . (NeurlPS). 2019
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‘ATTACK'

IDS ANN |

s Classification
Training
‘BENIGN’
Tahble 1
105 ANN® trained on Dataset A and tested on Dataset B.
Precision Recall f1-score Suppaort
ATTACK 0.96 0.97 0.97 139675
BEMNIGHM .99 1,99 099 405383
Micro avg 0.98 .98 0.98 545058
Macro avg 0.97 0.98 0.98 545058
Weighted avg 0.98 0.98 0.98 545058
Samples avg 0,98 0,98 0.98 245058
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Table 2
Results of Adversarial Attack Detector over the test set activations using various ML classifiers.
ANN RandomForest
Precision Recall f1-score Precision Recall f1-score Support
Adversarial 0.06 0.91 0.11 0.11 0.99 0.20 5588
Mon-adversarial 1.00 0.85 0.92 1.00 0.91 0.95 543661
Macro avg 053 0.88 0.51 0.56 0.95 0.58 549249
Weighted avg 0.99 0.85 0.91 0.99 0.91 0.95 349249
ADABoost SVM
Adversarial 0.07 0.90 0.13 011 0.79 0.19 5588
Mon-adversarial 1.00 0.88 0.93 1.00 0.93 0.97 543661
Macro avg 053 0.89 053 0.55 0.86 0.58 549249
Woeighted avg 0.99 0.88 0.93 0.99 0.93 0.96 549249
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