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« Accuracy (JETRZER: HUETRTFNBIEAE S PR B EAEBIEE B )

TP+TN
accuracy = TP+TN:FP+FN

» Precision (1B #HIETRFNAERERBRIEE & PR A #HF6N AEAEREBIEES) )
precision = TPTIFP

* Recall (BEIZE: #iEiBRNAERERRIEE & SEPRAERFINEBIEES] )

TP
recall = Thiiw B | FWER
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. precisionxsrecall
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— f&EH: ERPEMEZE ( False Positive Rate, FPR) ——
FPR = Fp S
TN +FP .
— 9)\5: BPEMEEZE ( True Positive Rate, TPR)
TPR = TP £ g
TP+ FN s
— AUC: HIZ&TEIR, BElX, 723 BREIF .
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TABLE I USTC-TFC2016 PART I {(MALWARE TRAFFIC)

Name CTU Binary MD5 process
Mmuim

Cridex 108-1 | 25bB631afeea279ac00b2da70fffel8a | original

Geodo 119-2 | 306573e52008779a0801a25fafb18101 | part

Ve | 1271 i1 5952560 e T 12 o | | e - MEISCHINES

Iire = [= Qrigina =

Neris 42,43 | bfD8e6b02c00d2bchdd493e93e69872F n‘re%gad MR P ISR EI B L0 =
Nsis-ay 53 eaf85db9RIBA3cY 101fd5 fefadac80ed | original YN

Shifu 142-1 | b9bc3flblance824482c10ad22f78b | pant

Tinba 150-1 | e9718e38e35callc6bc028]chdecfae8 |  part

Vit 54 85f9a5247atbe5 1e64794193f1dd72eb | original

Zeus 116-2 | 8df603d7cbe2fd5862b14377582d46 | original

TABLE IL USTC-TFC2016 PART IT (NORMAL TRAFFIC)

Name Class Name Class
BitTorrent P2P Outlook Email/'WebMail 7= —— =
Facetime Voice/Video Skype Chat/IM RERE: (FHMNBRERE
FIP Data Transfer SMEB Data Transfer ]:l“ s =] IXla Breaklng POInt}_i.é
Gmail Email/WebMail Weibo =Social MetWork =1
MySQL Database WorldOfWarcraft Game KHLOMIEERE
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{a) Raw Flows representation. iby Expert-Knowledge based input features.
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100 100
==
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Class Accuracy Precision Recall F1 score @ 192 8
T ' T
T = &0 T = 60
Normal 0.878 0.621 0.878 0.727 L =
w w
= c
Neris 0.635 0.814 0.635 0.714 -y 24.0 40 8 - 40
o o
Rhot 0.999 1.000 (.999 1.000
o F20 = - 20
. = 39.0 22.0 0.8 382 J
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