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$(document).ready( () {
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@ Access to XMLHttpRequest at 'http://report.isclab.org/changereport.php’ from origin 'hitp://www.abc.com' has been blocked by CORS policy: Mo 'Access-Control-Allow-Origin' header is present on the requested resou

© »GET http://report.isclab.org/changereport.php

net::ERR_FATLED

Access to XMLHttpRequest at 'http://report.isclab.org/changereport.php’
from origin 'http://www.abc.com' has been blocked by CORS policy: No
'Access-Control-Allow-Origin' header is present on the requested resource.
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Name WE ZRAT I Key
Value i B EZRIFH] Value
Domain 1% Cookie 13544, UIDomain="xyz.com”
Path % Cookie J& 1L = HIl W B8 A% T A RUH, GnPath=/
i Cookie 1 15 B T HttpOnly /@ P, A4 idjs IAKS TC

BTl 1EE BB cookiefE B,
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1% Cookie
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1. setcookie("secret", "heiheihei", 0,"/", "xyz.com");

2. header("Set-Cookie: secret=heiheihei; domain=xyz.

com; path=/");
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3.giframelE&5Ef5, MZiframefysrc/sbook.xyz.com/proxy.html
4 fERiframe TR, BNES—ERER

www.xyz.com/data.php

2. window.name = data;
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S HEiE{SAPlI window.postMessage
— otherWindow.postMessage(message,
targetOrigin);
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- JSSONPREESZS5EPinisSREEHNERANLE. EXIFR
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book.xyz.com

<script src="http:www.xyz.com/ip?callback=getlp'>
</script>

<script>
function foo(data) {
console.log('Your public IP address is: ' + data.ip);

}

</script>

www.xyz.com/ip?callback=getlp

1. scriptiE N EO
>

.

2 JSONIEREE
foo({'ip':'8.8.8.8'});
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http://37.187.18.85\0B\uFF20translate.google.com/fx_s
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« CSRFEEfH
- 1.ERAFNUNEZRreport.isclab.org
— 2.3 AES R
— 3{EAHBERNNNEE, HEIRZ/GIHID
http://www.isclab.org.cn/csrf.html
- PptEl AL
— i¥Mllreferer=E&
— Cookieiz&SameSiteFE
 Strict {HUBIRT, REBEAiXcookie
- Lax fEHiEEMEBAGETIEREF, &iXcookie
— f#Hcsrf token
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 Document.Domaing %

- MERZMISIEAR B ZWSBIEABBFI T, EEUD:

www.isclab.org. iscc.isclab.org. ftp.isclab.org

BiEEnmDbiZEdocument.Domain 1— %133 .
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