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1 z = pow (3, atb);
2 EEE g B
return 1;
4}
s else if(z < 2){
return 2;
7}
8 else if(z < 4){
//vulnerability
:4: ; return 4; (a) Original (b) NN smoothing
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(c) NN smoothing + refining
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Algorithm 1 Gradient-guided mutation

Input: seed + initial seed
iter +— number of iterations
k < parameter for picking top-k critical bytes
for mutation
g + computed gradient of seed
1: for : =1 to iter do
2. |locations < top(yg. k)
3 for m =1 to 255 do
4 for loc € locations do
5: v + seed|[loc] + m * sign(g[loc])
6
7
8
9

HU

v + dip(v, 0, 255)
gen_mutate(seed, loc, v)
for loc € locations do
. v + seed|[loc] — m * sign(g[loc])
10: v + clip(v, 0, 255)
1L gen_mutate(seed, loc, v)
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Programs AFL AFLFast VUzzer KleeFL AFL-laf-intel| NEUZZ i
Detected Bugs per Project =
8 000 ]
readelf 4 5 5 3 4 16 i
nm 8 7 0 0 6 9 g
objdump 6 6 0 3 7 8
size 4 4 0 3 2 6 0
strip 7 5 7 5 7 20 002 4 6 sT_m- l(zhol'.-l 16 18 20 22 24
ime ur
libjpeg 0 0 0 0 0 1 readelf
Detected Bugs per Type o
out-of-memory v v X v v v 5000
memory leak v v v v v v 81000
assertion crash X v X X v v % o
interger overflow X X X X X v 3
heap overflow v X X X X v i
1000
Total 29 27 T 14 26 60 .
0 2 4 6 8 10 12 14 16 18 20 22 24
Time (hour)
harfbuzz
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D e ;J’m | State ;
Smﬁ E Ei?cl::;];: e Q-learning E
Dominator R;ﬂw:: :: 3 Reward :
L-""“::Iiaﬂfﬁ-t;g-é """""""""" Q-KLEE -3
Test input
- KRR
KLEE Q-KLEE
# Paths # Instructions # Time(s) # Paths # Instructions # Time(s)
1,489 1,020,765 13.68 139 90,892 18.34
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