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SHAZE

Algorithm 1 Test input generation via joint optimization obj, (x) =), Kt F, (x)|[c] — Aq F}(x) [c]
Input: seed_set — unlabeled inputs as the seeds

dnns < multiple DNNs under test - Fk (X) [C] DN N WJ Z%k:lé’;ﬁ ZISXi‘ﬁ ;m“ 7‘] C

Ay & parameter to balance output differences of DNNs (Equa-

tion 2) Bq ﬁ?‘ém%‘:—

Az «— parameter to balance coverage and differential behavior

s « step size in gradient ascent - /11 . ﬁiq:slzﬂiDNNW%ZI‘Ej H‘]Eﬁjﬂj%

t «— threshold for determining if a neuron is activated

p < desired neuron coverage =
cov_tracker « tracks which neurons have been activated
1: /™ main procedure */
2: gen_test ;= empty set
3: for cycle(x € seed_set) do [/ infinitely cvcling through seed_set ; —
4 A all dnngs should classify the seed input to the same class */ * Ob] 2 (X) f n (X)
5: ¢ = dnns[0].predict(x) Ry — A
6: d = randomly select one dnn from dnns — fn (X)EHT?EIJ?.::TEHY‘I:FDNNWJ?%B(]EBU
7: whi —_
8: objl = COMPUTE_OBJ1(x. d, c, dnns, A7) AXFEREBE
g: obj2 = COMPUTE_OBIJ2(x, dnns, cov_tracker)
10: obj = abjl + Az - obj2
:éz E;ud =.r ﬂ;bj /% ; S—
: apply domain specific constraints to gradient . — . . .
13: grad = DOMAIN_CONSTRNTS (grad) * obj joint (x) = obj;(x) + 4; - obj,(x)
14: x=x+s - grad /gradient ascent - - o
15: if d.predict(x) # (dnns-d).predict{x) then — )lz . FHTEFﬁ]E%*D %7%177‘] B{]’gtéi
16 £ dnns predict x differently ¥/
17: gen_test.add(x)
18: update cov_tracker
19: break
20: if DESIRED_COVERAGE_ACHVD(cov_tracker) then
21: return gen test
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Dataset DNN # of . Reported | Our
Dataset Description Description DNN Name Neurons Architecture Ac:!j. Ace.
MNI_C1 52 LeNet-1, LeCun et al. [40, 42] 08.3% 08.33%
MNIST Hand-written digits LeNet variations MNI_C2 148 LeNet-4, LeCun et al. [40, 42] 98.9% 98.59%
MNI_C3 268 LeNet-5, LeCun et al. [40, 42] 99.05% 98.96%
State-of-the-art IMG_CI1 14,888 VGG-16, Simonyan et al. [66] 02.6%" | 92.6%""
Imagenet General images image classifiers IMG_C2 16,168 VGG-19, Simonyan et al. [66] 92.7%* | 92.7%"
from ILSVRC IMG_C3 94,059 ResNet50, He et al. [31] 06.43%* | 96.43%**
Nvidia DAVE DRV_CI 1,560 Dave-orig [8], Bojarski et al. [10] | N/A 99 91 %"
Driving Driving video frames o DRV_C2 1,560 Dave-norminit [78] N/A 99.945%"
self-driving systems | eo= 31 Dave-dropout [18] N/A 99.96%"
PDF PDF_C1 402 <200, 200>* 98.5%" 96.15%
Contagio/Virustotal | PDFs malware detectors PDF_C2 602 <200, 200, 200=* 98.5% 96.25%
PDF_C3 802 <200, 200, 200, 200" 98.5%" 96.47%
Android app APP_C1 402 <200, 200=", Grosse et al. [29] 08.92% 98.6%
Drebin Android apps malware detectors APP_C2 102 <50, 50=7, Grosse et al. [29] 96.79% 96.82%
APP_C3 212 <200, 10=", Grosse et al. [29] 92.97% 92.66%
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. er of diff N . Y s N, Al G
plore for each tested D;;E::Ij:!alind:(;ng inputs found by DeepX- : " e = 82 ~~,_\ ———
seeds from the . ned by l'antlnmly selecting 2 S 50 Rals g 60 S -
Cﬂr:lespondmg test set for each run. £ 2,000 § 10 a""--.,‘- g % B
DNN nam yperparams (A : _ 3] —a—- D 3w N
i s-: Igorithm 1) | # Differences | m e 0] e Deepoe B
MNI_C1 J Found 104 ——8 = Random fg -~ Adversarial Ry
; = =® = Random
E::—g; I 0.1 10 0 :sggs 0t } 0.25 050 o 0l Feny
. R S euron coverage threshold ¢ 5 | 0.25 050
Neuron coverage threshol 0.75
:ﬂg—g; ]3;5? (a) MNIST (b) Imagge;(:tld(
— 1 4 g 100+
IMG_C3 0.1 10 0 1.976 . k-\'\ o = —
DRV (1 1,996 801 '-...‘\- 00 ..___._‘"-‘-...____.\*\
DRV_C2 10 10 1,720 g Zg ""g._ Sy . ;‘E S~ e
DRV_C3 0 1,866 S 50l \."-';-. Tr——a| E o0 N !
PDF_C1 1,930 é 0 \="":'—"-'--.=._.‘ 2 501 “oo
PDF_C2 2 0.1 0.1 1,103 801 — &= DeepXplore .*u'"“-'i-. 25 01 ""t.
PDF_'C3 ’ ’ 0 T89 207 «--#-- Adversarial 307 = k- DeepXplore b
APP_(C1 1,253 1g— el caniom ?0- -+ 4-+- Adversarial
. - 01 ==® - Random
AFP_C2 I 0.5 N/A 2,000 " Newran 050 0.75 0 i
APP_C3 0 2,000 leuron coverage threshold ¢ " 0.00 N 0.25 0.50 o
2,{}[}0 (C) DriVing euro.—: coverage threshold e
N (d) VirusTotal
Dataset Code Coverage R
¢1 C2 ; C3 ?;umn Coverage - RN
MNIST 100% 2 c3 E o \"a-.\'\
ImageNet | 1009 1009% | 100% | 32.7% | 33.1% | 25.7 5 Ty e,
—5 0% | 100% | 100% | 1.5% ' 3. 1% U G T
Drl\’lng 100% 100% 100% 25% 1.1% 0.3% 301 —&—- DeepXplore .
i . 20 cee s ) ~an
;$Tnm| 100% | 100% | 100% | 19.8% ??1;3; — ol S5 Rk ~ 8
in [00% | 100% | 100% | 16.8% | 10° b | 173% g — ,
% G 28.6% Neuron coverage thr;’;gd . 0.75
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